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QUEEN MARY, UNIVERSITY OF LONDON 

ABSTRACT 

“AGENT-BASED FRAMEWORK TO SUPPORT LOCATION-AWARE SERVICES AND 
MANAGE PRIVACY FOR NOMADIC USERS” 

By Leonid Titkov 

          The evolution of powerful portable networked devices allows nomadic users seamless access to 
business and leisure information, anytime and anywhere. This drives service infrastructures to similarly 
evolve to meet new service management requirements and introduces a range of new opportunities in 
the way that ubiquitous services are designed, delivered and accessed. In order to improve the 
information utility for nomadic users, information needs to be adapted to different possibly resource 
poor contexts such as the mobile terminal, the wireless end-loop of the network, the time-dependent 
location, and the human owner of the terminal.  
     This adaptation introduces new secondary challenges in addition to the adaptation itself, for 
example, coordinating heterogeneous stake-holders’ (such as end-users, value-added resellers, service 
providers and infrastructure providers) information and interests. In addition, there is the increased 
risk that users can loose control of the privacy of their personal information. 
     The work presented in this thesis describes the use of a Multi-Agent System (MAS) service 
infrastructure to support Location-Aware Services (LAS) for mobile users. The issues associated with 
delivering such services were illustrated by two applications developed using different agent platforms. 
The work on the initial system started as a contribution towards the EU CReation of User-friendly 
Mobile Services for Tourism (CRUMPET) project that aimed to deliver multi-agent Location-Aware 
Services for mobile users within the Queen Mary, University of London (QMUL), campus area. The 
emphasis was made on leveraging the Multi-Agent Systems properties of adaptivity, co-ordination and 
knowledge sharing to promote context-awareness and the integration of heterogeneous stake-holders 
and resources. Although, the project itself was successful, the CRUMPET system has shown some 
maintainability and scalability limitations due to its complexity and was completely reengineered and 
enhanced. 
     The reengineered system named Ubiquitous System Here for Roamers (USHER) has been 
developed and is able to deliver more advanced orchestrated services and to offer support for privacy. 
A different agent toolkit was used to develop the USHER system, JADE rather than FIPA-OS; this 
eased maintenance of the system. Comparisons between these toolkits were documented and the 
reason for the improved system maintenance explained. In addition, implementation decisions are 
explained and the alternative designs outlined and discussed. 
     The privacy framework introduced in USHER seeks to address the concerns of miscellaneous 
stakeholders within this environment regarding the extensive availability of private information and 
the lack of user control over sharing such data. The associated privacy model seeks to maintain the 
balance between the service providers’ need to maximize its knowledge of the user context to aid 
service adaptation, against the need for users' privacy to be protected. The design and implementation 
of a privacy framework in such environments is not trivial and conventional privacy approaches 
cannot adequately address the problem. Hence, a multi-lateral intelligent agent solution was 
introduced. Firstly, it incorporates conventional access control and authorisation delegation. Secondly, 
a policy-based approach, such as the W3C P3P framework to support provider-driven privacy policies 
is used to explicitly and dynamically model the privacy processes. Thirdly, agent mediators such as 
broker-anonymisers that can mimic Privacy Enhanced Technologies (PET) approaches are used to 
mask real personal information. Finally, the use of self-interested agents allows different stakeholders 
such as users and providers to hold differing views of privacy and to match or possibly negotiate 
about privacy issues. 
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C h a p t e r  1  

INTRODUCTION 

1 Introduction 

The advances in the telecommunication technology that took place during the last decade of the 

20th century have made it possible to deliver a whole range of new services to suit the needs of 

society and industry. The general population has witnessed the collaboration of wired and 

wireless technologies, of analogue and digital technologies, of combined voice, data, video, image, 

fax and graphics, to create a computer-communications infrastructure that spans the globe and 

serves billions of people. It’s now far more common and convenient to access information and 

services during leisure and business journeys and at the destination, regardless of how familiar 

these destinations are to the user. 

Some information services are fairly ubiquitous such as Web document access and email – these 

can be readily accessed during travel and at multiple locations. However the computer nodes or 

communication devices that access such information services, the networks that deliver services 

and the services themselves, are complex and heterogeneous. As people move around,  enormous 

variations in the computing platform used for access (advanced workstation, PC, laptop, 

palmtop), in the quality and size of displays that are available, in the communication devices used 

and in the communications bandwidth that is available, can be found [1]. 

There are several fundamental challenges to be faced in addition to the inherent heterogeneity. 

These include: achieving end-to-end operability when faced by heterogeneous service interfaces; 

the information overload at the user’s mobile terminal; the limited computational resources of 

mobile communication devices; diverse information rendering; protecting information use in the 

mobile environment and the dynamicity of the communication bandwidth, contexts such as 

location, middleware and infrastructure. 

1.1 Motivation 

The nomadicity of users introduces a new set of challenges to the way the data is exchanged and 

accessed. The current model for the data exchange is that it predominantly takes place over 

networks that are specialized for the exchange of a particular content and that this content is 
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accessed via static, heavy-weight devices. This model for content delivery and the management of 

networks is changing. The trend is for ubiquitous delivery of content over any network and for 

universal access via multi-purpose terminals over wireless access networks. However, in spite of 

the numerous efforts in this direction, which resulted in many improvements to the potential 

deployment of services for nomadic users, the actual availability of such services is very rare.  

The primary motivation of this research was to address this deficiency by approaching the 

challenges associated with the deployment of such services utilising intelligent agent technology 

as an alternative solution. The context for this thesis is the increasing deployment of information 

services for nomadic or mobile users within a heterogeneous information, network and terminal 

infrastructure. The potential of Multi-Agent System based models as a vehicle to deliver such 

services was assessed.  To do this, the theoretical properties of agents were investigated and 

incorporated into implemented Multi-Agent Systems that were applied to deliver context-aware 

tourism information services to nomadic users where the context included the location, the 

terminal and the information privacy of users in particular.  

The tourism domain was chosen for several reasons. Firstly, the services deployed in this 

environment often are an amalgamation of heterogeneous contexts and therefore the filtering of 

the information (or context adaptation) is of a particular importance. Secondly, mobile users 

typically are not familiar with the area they are visiting and therefore it might not be possible for a 

particular user to verify the relevance of the information and it has to be enforced by the system. 

Thirdly, although the related information is available online, the vast majority of tourists still rely 

on paper-based solutions; software application intended to serve mobile users are still not 

common. 

  
1.1.1 Context-Awareness 
The use and reuse of the user’s context reduces the information flow to the user and provides 

more relevant information. This is of particular benefit when delivering information to a low 

resource terminal over a wireless link and to a mobile user whose attention may be constrained. 

There are several user contexts of particular importance. Personalization is based on the ability of 

services to utilize the knowledge about a user’s personal information. Location-Aware Services 

(LAS) can use knowledge about a person’s current location, destination and route to deliver 

services.  
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1.1.2 Agents 
To support context-awareness, a more complex software infrastructure that can adjust itself to 

the changing context, access points, services and users and that can also re-organize and 

reconfigure itself to intelligently coordinate these autonomous elements to act in unison is 

required. Such a software model can be based upon the agent paradigm. 

1.1.3 Privacy 
Context-awareness, and in particular personalization and location-awareness, generates a raft of 

privacy concerns. If privacy issues within a context-aware service environment such as LAS are 

not properly addressed, users risk revealing their context, publicizing their personal details and 

even compromising their safety at the current location, at the intended destination and on route. 

There is often a legal requirement in many countries to protect the privacy of the mobile users’ 

information. If users perceive that the risks of using a technology outweigh their potential 

benefits, they may stop using that technology. The issue of keeping personalized, mobile, 

Location-Aware Services (LAS) private has to be addressed in order to exploit their full market 

potential. 

1.2 Ph.D. Objectives 

The main goal of the work presented in this thesis was concerned with evaluating the benefits 

and challenges of applying agent technology as a perspective approach to engineering context-

aware systems to support nomadic users. It was understood from the beginning that in order to 

address forthcoming research challenges in practice, agent technology has to be applied within a 

particular application domain which possess a wide range properties of a typical context-aware 

system. However, developing a very sophisticated software infrastructure is impractical. As a 

result the decision was made to narrow down the boundaries of the software infrastructure and 

to target an agent-based location-aware system for nomadic users for the tourist domain. In order 

to achieve this, the research path to the main goal was broken down and mapped directly into the 

following objectives. 

1. To investigate the area of LAS in terms of available functionality, components, and 

architectures. 

2. To investigate the suitability of agent technology and MAS hybrid architectures to 

support LAS applications for mobile users. 
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3. To design, develop and evaluate a MAS prototype to support context-aware information 

services using findings derived from the previous objectives (Objectives 1-2). Context 

awareness in this case will include location awareness and personalisation. 

4. To evaluate the current state of the art approaches for privacy protection and their 

suitability for use in the location-aware environment, taking into account the mobility of 

the user.  

5. To develop and to evaluate models to safeguard the privacy of the mobile user contexts 

within a location-aware environment. These models were to be based on the results of  a 

privacy evaluation from  Objective 4. 

In order to meet the objectives of the work presented in this thesis in a way which will be 

considered as satisfactory, the following challenges have to be addressed: 

• To integrate a number of heterogeneous technologies and applications in a transparent 

way; 

• To facilitate interactions between heterogeneous stakeholders and provide a controllable 

flow of data at the user’s mobile terminal; 

• To achieve the overall system operability within a heterogeneous resource constrained 

environment including the variable and limited computational resources of handheld 

devices and communication bandwidth and the diversity of the context and 

infrastructure; 

• To overcome threats to personal privacy imposed by uncontrolled information sharing 

when used for context adaptation purposes; 

• To ensure that in spite of its complexity, the system performs adequately. 

 

In order to meet the challenges a number of different issues have to be taken into consideration. 

The key issues include: 

• Wireless networks; 
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• Positioning technologies; 

• Small footprint devices; 

• MAS; 

• LAS; 

• Data modelling; 

• Privacy enhanced technologies. 
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1.3 Current PhD Contributions 

This thesis covers both research into the use of Multi-Agent Systems to deliver context-aware 

information to nomadic users and the design and implementation (development) issues of 

deploying such systems in practice. 

1.3.1 Research 
The research aspect of the thesis covered the following: 

• A literature survey has been conducted in order to investigate the area of LAS in terms of 

available functionality, components, and architectures;  

• A literature review on software agent technology and MAS was conducted. The review 

covers software agent properties, types, architectures and assesses the potential benefits 

of using agents within a context-aware environment; 

• A literature review analysing the current state of the art privacy protection solutions has 

been conducted. The review outlined the limitations of the current privacy protection 

solutions when applied to protect mobile users within a location-aware environment. 

1.3.2 Development 
The development aspect of the thesis covered the following. 

• Designed and implemented MAS context-aware tourism information services for mobile 

users;  

• Evaluated the suitability of two different open-source agent toolkits to support these 

services; 

• A privacy framework was designed and developed to protect the privacy of mobile users 

within a location-aware environment. 

During the first two years of the PhD, the author worked on a collaborative EU Project called 

CRUMPET. The author’s contributions to this EU multi-partner project are highlighted as 

follows. 
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• The design, implementation and testing of the broker agent middleware services to 

support location-aware eTourism services; 

• The implementation and testing of service agents and other agent middleware services 

for the London location; 

• An analysis of the design and implementation of the whole system. 

In addition, M.Sc. project students were used to work on parts of the USHER system 

implementation under the supervision of the author. Their contributions were as follows. 

• The Religious Service Agent, RSA, (chapter 6) was implemented by a M.Sc. project 

student, Faheem Undre. The author of this thesis contributed to the design and 

implementation of the agent middleware including the GIS middleware, the broker agent, 

the wireless network software and the location determination software environment for 

the RSA. The RSA was derived from the Sights Agent (SA) implemented by the author; 

The privacy framework was designed and implemented by the author of this thesis. However, 

agent based user interfaces to the privacy framework were developed by a M.Sc. student Ibrahim 

Elgayer under the close supervision of the author of this thesis. 

The publications that arose out of this thesis are given in Appendix A and include two journal 

publications, seven conference and workshop proceedings, and three conference posters. 
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1.4 Thesis Outline 

In this thesis personalised, agent-based, Location-Aware Services for mobile users that have 

privacy safeguards have been researched and developed. Multi-agent technology has been 

investigated as a potential way to enhance the functionality of both the LAS infrastructure itself 

and to support privacy for LAS. This thesis is organised as follows: 

• Chapter 1, Introduction: This chapter sets the scene for the overall thesis, introducing 

the problem domain, the motivation for the work, the research objectives  and the 

author’s specific contributions to the chosen field, including a list of author publications; 

• Chapter 2, Location-Aware Services: This chapter contains a detailed literature review of 

the LAS domain. The main purpose of this chapter is to analyse the area of LAS, to 

identify the core functionality and components of a typical LAS service, and to highlight 

the issues associated with the deployment of such services;  

• Chapter 3, Multi-Agent Systems and Location-Aware Services: The main purpose of this 

chapter is to analyse the applicability of MAS as a suitable implementation model for 

LAS. The chapter contains the literature survey of the MAS, their properties, 

architectures, the benefits of applying MAS approaches to LAS, and the limitations of 

doing so; 

• Chapter 4, Privacy: Literature Survey: One of the important issues that arose from 

chapters 2 and 3 was the need for privacy protection when deploying context-aware 

services. This chapter gives an overview of information privacy. It surveys existing 

privacy solutions and their suitability for agent-based LAS applications; 

• Chapter 5, CRUMPET: CReation of User-friendly Mobile PErsonalised services for 

Tourism: This chapter presents the analysis, design and implementation of MAS LAS 

applications that were developed as part of the EU CRUMPET project. The chapter 

reflects on some of the results of the project and the problems encountered; 

• Chapter 6, USHER: U-commerce Services Here for Roamers: This chapter presents the 

design and implementation of the USHER system which were built using the experiences 

from the CRUMPET project. The USHER project takes into consideration and 

addresses the challenges outlined in Chapter 5. A comparison of CRUMPET and 
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USHER is given. In addition, this chapter also contains the evaluation of the USHER 

MAS (without the privacy sub-system) based upon HCI questionnaires with a clear 

statement of the evaluation limitations and how these may be addressed in future work;  

• Chapter 7, USHER Privacy Framework: This chapter presents the specification, design, 

and implementation of the privacy framework that protects the privacy of mobile users 

within the location-aware environment; 

• Chapter 8, Discussion, Further Work: This chapter discusses the work carried out in the 

thesis, concentrating on the three main areas of the research: agent infrastructures, GIS, 

and privacy. 

• Chapter 9, Conclusions: This chapter presents the conclusions of the work in respect to 

the original objectives of the research. 
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C h a p t e r  2  

LOCATION-AWARE SERVICES 

2 Location-Aware Services 

2.1 Introduction 

Location-awareness appears to be one of the most important types of context-awareness for 

mobile users. The purpose of this chapter is to analyse the area of LAS, to identify the core 

functionality and components of a typical LAS service and to highlight the issues associated with 

the deployment of such services. 

2.2 Notion of  Location-Awareness 

Location-awareness means that the application is aware of the current location and can use this 

information to present, retrieve or filter the information appropriate to this position. For 

example, the restaurants that are within 400 metres could be shown and once the user has 

selected one of those, the device can guide him or her to get there. Hence, some information in 

the world is more relevant to a person at a moment in space than other information[2]. 

Location-awareness is one part of a more general concept called context-awareness. Dey & Abowd  

[3] define context-awareness as ‘any information that can be used to characterise the situation of 

an entity, where an entity can be a person, place, or physical or computational object’. They also 

describe context-awareness or context-aware computing as ‘the use of context to provide task-

relevant information and /or services to a user, wherever they may be’. Context information can 

include things such as identity, spatial, temporal, environmental, social, resource and physiological 

information. All of these can be used to adapt the application to the current environment of the 

application. 

Location-awareness is based on the use of location information. Location information can be 

gathered in a number of ways. The most important techniques are presented in the rest of this 

section. The precision of location information is crucial for many applications – this depends on 

the location determination technology used. Location information is always attached to some 

entity that is being tracked. These entities are called located objects. Located objects can be people, 

animals, commodity items such as cars, deliveries, services or anything that is necessary to track.  
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Proximity awareness means that a located object is aware of other located objects that are nearby. 

For example, proximity awareness can enable redirection of a printout to the nearest printer. 

Proximity information can be derived from the current location information.  

Location-awareness can be either relative or absolute. Absolute location-awareness means that 

the actual location is known, for example, the coordinates of the location  pertaining to a building 

or city [4]. There are several technologies such as GPS that provide an absolute location fix. 

Relative location-awareness determines what located objects are nearby.  

2.3 Techniques for Providing Location Information 

There are several different kinds of techniques available to get location information. These 

techniques include GPS, infrared sensors, mobile phones, badges, electronic keys and even more 

unusual ones like footstep force profiles. Two main approaches to location-awareness can be 

identified. The traditional one is based on tracking an entity with the help of GPS, radio bearing, 

ultrasound, magnetic or infrared tracking. The other approach is to attach passive markers such 

as barcodes or active markers like infrared transmitters to the environment. These markers enable 

a mobile device to determine their location information based upon sensing the passive marker. 

The main difference between these approaches is the position of the actual sensor. In the first 

case the sensor is mobile and the locator is placed on the mobile device. In the second approach 

the sensor is fixed. Because of the variability of technologies that are used to provide the location 

information, applications are often technology specific. 

2.4 Geographical Information Systems (GIS) 

With the development of location-aware applications, Geographical Information Systems, or GIS 

are playing an increasingly important role. Geographic Information Systems can be considering in 

terms of the individual terms in the name: geographic, information and systems.  

Geographic - This term is used because GIS tends to deal primarily with `geographic' or `spatial' 

features. These are objects that can be referenced or related to a specific location in space. The 

objects may be physical, cultural or economic in nature. Features on a map, for instance, are 

pictorial representations of spatial objects in the real world. Symbols, colours and line styles are 

used to represent the different spatial features on a two-dimensional map. Computer technology 

has been able to assist in this mapping process through the development of automated 

cartography and computer aided design. Computer programs can now accomplish in minutes and 

hours tasks that previously took days or weeks for cartographers and draughtsmen to complete.  



 

 12

Information - This represents the large volumes of data which are usually handled within a GIS. 

All real world objects have their own particular set of characteristics or descriptive attributes. The 

non-spatial alphanumeric data plus location information needs to be stored and managed for all 

spatial features of interest. Historically, GIS information was represented using paper files.  

Computer technology has enabled much more efficient handling and management of 

geographical information within automated database management systems.  

Systems - This term is used to represent the systems approach taken by GIS, whereby complex 

environments are broken down into their component parts for ease of understanding and 

handling and then integrated to form the whole system. 

Geographic Information Systems - Geographic Information Systems are usually computer based 

with an emphasis on preserving and utilising the inherent characteristics of spatial data, by 

handling both components of spatial data: the physical location in space and the set of non-

spatial attributes associated with that location. GIS tend to handle the two elements of location 

features separately. These features are the spatial relationships themselves, these are represented 

graphically and the attribute information that provides the application context for the spatial data. 

A GIS thus needs the ability to relate the non-spatial attribute information to a spatial locality. 

2.4.1 Functionality is Available within GIS  
GIS have the ability to perform numerous tasks utilising both the spatial and attribute 

information stored within them. It is these often very sophisticated functions that are the real 

strength of a GIS. This functionality can be subdivided into three main groups.  

2.4.1.1 Data Acquisition and Input 
This is the collection of data in both digital and analogue form and its transformation into an 

appropriate standardised format for entry into the GIS. Data sources include paper maps, satellite 

images, aerial photographs, field notes and other paper records. These may need to be converted 

into a digital form before the GIS can make use of them. Procedures such as digitising, scanning 

and manual keyboarding are involved in this conversion process.  

2.4.1.2 Data Storage and Management 
Data are stored and indexed within a database system. This facilitates shared access to the data 

and promotes the reliability, security and integrity of the data by controlling access and 

supervising updates. Database management thus tends to be at the heart of a GIS, ensuring 
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controlled and coordinated data retrieval and analysis. Ideally the data set should be structured in 

such a way to be independent of the applications that access it.  

2.4.1.3 Data Manipulation and Analysis 
Geographic analysis requires a close association between the spatial elements and their attribute 

data. Previously these have been held and managed separately within automated cartography 

packages and databases respectively. GIS provides the technology to perform more sophisticated 

analysis to link the two. Queries to a GIS can be graphics driven or data driven. Graphics-driven 

queries can involve spatial based searches for objects and the subsequent retrieval of the 

associated attribute data and involve point and query actions to select the displayed features and 

retrieve the associated information. Data-driven queries involve the use of data values selectively 

to display the matching spatial features or the use of attribute values to determine the shading 

pattern or colour coding of the relevant spatial elements. 

2.5 LAS Components 

LAS are becoming more prevalent. LAS devices are also becoming more robust, portable and 

accurate. In addition, the wireless infrastructures to interlink them to remote GIS data services 

are becoming more common and covering more geographical areas.  

2.5.1 Mobile Devices 
Mobile devices are very popular, allowing users to receive services on the move including content 

related to the user’s current location.  There exist a number of different types of mobile devices 

that can host a GIS client such as mobile phones and PDAs within inbuilt or detachable Location 

Determination Technology. 

As the technical ability to pinpoint individuals becomes more advanced, LAS opportunities for 

the mobile traveller have been able to gain momentum. In determining location, two approaches 

are widely used: network-based and handset-based system architectures. Furthermore, a hybrid 

approach has also been developed, that aims at getting the best out of both technologies.  

2.5.1.1 Handset-Based Systems 
2.5.1.1.1 Global Positioning System (GPS) 

The current most widely used GPS is the one operated by the U.S. Department of Defence. Its 

accuracy varies for civilian use; the accuracy of the GPS can become downgraded or even taken 

offline if an enemy attempts to use the data to launch guided missiles, for example. It uses two 

satellites to calculate an individual’s latitude and longitude position, and using three satellites, an 



 

 14

altitude position can also be determined. These days, PDA’s and even cars come built-in with 

GPS devices, saving the need to carry a GPS device attachment, thus making LAS more hands 

free. 

2.5.1.1.2 Differential GPS 

The idea behind all differential positioning systems is to reduce navigational errors made when 

using GPS. This is done by correcting errors at one location with measured errors at a known 

position. A reference receiver, or base station, computes corrections for each satellite signal [5]. 

DGPS-stations that know their position constantly compare the real position with the position 

given by the GPS system. The difference between those two measurements gives an error value. 

This error is valid for the position of the station and for positions within a wider range around 

the station. GPS users within this range can use this error-information for improved GPS 

performance.  

2.5.1.2 Network-Based System 
2.5.1.2.1 GSM Positioning 

GSM or GPRS networks enable any user with a compatible wireless network device and 

connection to have their positioned determined. They require a device with a simcard and a 

connection to a base station. Two types of positioning  based on the GSM network are simcard 

positioning and network positioning [6]. 

Simcard positioning – is based on sending a data-SMS to a terminal that is being positioned. The 

terminal then sends back a SMS containing the Cell-Id to a system that converts the Cell-Id to a 

usable coordinate. The disadvantage of this system is that both the terminal (simcard) and the 

base station must support this feature. The overall response time is rather slow when compared 

to network positioning because of the messaging required to determine each position. 

Network positioning - can be obtained by either requesting or searching for  information about 

the user from appropriate databases. It is possible to acquire additional information besides the 

Cell-Id to improve the positioning accuracy, e.g. field strength and Timing Advance. The major 

advantage of network positioning is that you can theoretically determine the position of any 

simcard without needing an upgrade to the standard phone. 

2.5.1.2.2 Infra red Positioning 

Distance measurements with infrared (IR) and visible light lasers (VL) are typically based on time-

of-flight (ToF) measurements by using time-of-arrival, time-difference-of-arrival or a round-trip 
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time technique [7]. The sender measures the time needed for light to propagate from itself to the 

receiver and back. Based on the measured time, the distance between two nodes is estimated. If 

the sender and receiver are tightly synchronized, their mutual distance can also be estimated by 

measuring the ToF from the sender to receiver.  

The main limitation of IR/VL is the requirement that a clear path is required to be present 

between the sender and receiver through which light can travel. IR/VL is sensitive to topology 

modifications. The links between the nodes can be easily broken by placing simple obstacles 

between them, and new links can be established by redirecting the existing light beams. The 

advantage of IR/VL is that the distance between the nodes is measured by using the speed of 

light, so it is not easy to manipulate the signal other than by redirecting it. 

2.5.1.2.3 WLAN Positioning  

WLAN positioning is based on received signal strengths. For example, the propagation model is 

based on the degradation of signal strength of a radio wave over distance in space. The signal 

strengths in WLAN coverage area are measured beforehand and stored into a database from as 

many points in the demonstration area as possible. The position of a mobile client can then be 

determined by measuring signal strengths from three access points and comparing the data with 

the signal strengths in the database. The maximum distance from each access point and the 

previous positions of the client are compared to the current position which limits the search to 

the right area [8]. 

2.5.1.2.4 Bluetooth 

Bluetooth is an alternative wireless network technology It supports very short range 

(approximately 10 meters) and relatively low bandwidth (1 Mbps) data transmission. The 

advantage of Bluetooth (and WLAN) is that they use non line-of-sight transmission and this can 

go through walls and obstacles and easily be integrated with TCP/IP for network data 

transmission. Unlike GPS, they can be used for indoor positioning [9]. 

2.5.1.3 Hybrid Systems 
2.5.1.3.1 Assisted-GPS (A-GPS) 

A variation of the GPS approach, A-GPS, seeks to enhance standard GPS devices by using third 

party assistance such as an assistance server and reference network to help a GPS receiver to 

locate a mobile user. A clear advantage over traditional GPS technology is the ability to use 

another, third party, device to locate an individual indoors, when a traditional GPS device fails. 

Using the computing power of the third party device, some of the processing load from the GPS 
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device can be distributed onto the third party. Early GPS devices exhibit a high battery drain, 

slow acquisition time, and low gain and sensitivity that A-GPS significantly improves. 

 
2.5.1.3.2 Enhanced Observed Time Difference (EOTD) 

EOTD is a more accurate positioning technology, compared to the use of a Cell-ID. Using three 

sites as reference points it measures time differences and calculates the time of arrival, based 

upon the network sending signals to a handset. Signals are used from the three locations to 

pinpoint a more accurate position of a handset. This technology is fairly accurate within GSM 

networks. 

2.5.2 Wireless Infrastructure 
At present, there is no global network of interconnected LAS. As a result most of the current 

location-aware systems are bound to a particular area and based around a particular area of 

interest. Such applications quite often use WLAN or Blue Tooth communication technology. In 

other words, radio technology is built on top of reliable fixed networks. This approach has its 

own limitation when it comes to expanding existing application and to be able to cover larger 

areas. A possible solution to this problem is to combine support for both WLANs and WAN 

networks.  

Other wireless infrastructures have evolved from the core GSM circuit-switched network that 

provides the routing of calls to mobile subscribers. GPRS and EDGE technology provide packet 

switched technology using IP technology. The IP layer technology is seen as a main technology 

for delivering application services over mobile systems, with the first major breakthrough for 

mobile applications coming through WAP technology. They can produce higher data rates. 

Further evolution has led to the introduction of UMTS which is seen as the next generation 

mobile system.  

Rather then evaluating which wireless technology will succeed over others, as this is beyond the 

scope of this work, some factors have been laid down that certainly can act as a measurement for 

success. These factors include network coverage, cost of deployment, bandwidth, and reliability. 

2.6 Architecture of  Typical LAS 

In addition to the Client and the Service providers, LAS systems are composed of locators to 

locate entities and GIS Servers to retrieve the maps for the area and to perform other spatial 

tasks.  
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The Locator: is responsible for locating the user. The locator can in theory interface to different 

location deterministic technologies. 

The application client:  is software that resides on the mobile device and usually initiate requests 

on behalf of the user – they are pull type services. They use a locator to determine where they are 

and know what they want from services around them. If the locator resides on the mobile device, 

the coordinates of the user’s current location is captured in the mobile device.  Clients can also 

register and subscribe to application servers to be pushed information from a server when this 

matches the constraints the client has registered.  

GIS Server: this is responsible for spatial and map services, in particular rendering the location 

map using a GIS database, retrieving objects within a particular region and calculating and 

displaying routes, etc. 

Service Provider: the application Service Provider offers a particular service such as offering to sell 

information or goods to the client, e.g., a shop, cinema, historic building or restaurant. 

2.7 LAS Applications and Systems 

Location-aware applications are just starting to hit the mass-market. They have enormous market 

potential and interest is high amongst service providers. Service providers and operators are 

searching for new value-added services so that they can differentiate themselves from 

competitors and open up new revenue streams. There are many application areas where LAS 

have been applied. Many applications have taken advantage of LAS so that services applicable to  

a person can be delivered anywhere, anytime when there is a communication infrastructure is in 

place. The main application areas can be divided into four groups [10]: Trigger Services, 

Location-aware Information Services, 3rd Party Tracking Services and End-User Assistance 

Services. 

2.7.1 Trigger Services 
An important feature of LAS is the need for the user’s location to trigger a service for the user. 

Once a user of a mobile device enters a pre-determined area, the user is notified that a certain 

product or service that the user is within walking distance. Trigger services are principally aimed 

at delivering “push” services to the user and a principal use is advertising. The assumption here is 

that the user has previously subscribed to receive these services.  
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2.7.1.1 Bus Catcher 
Bus Catcher, a bus travel assistant for Dublin Bus users, is an evolutionary system from an earlier 

prototype, It is based on a MAS architecture that “delivers up to the minute bus network 

information that is relevant to the transportation and movement of the user” [11]. One of the 

assumptions made is the fact that the buses are equipped with GPS receivers that are used to 

locate the user requesting for a bus. On requesting a bus service through the use of a PDA, the 

user then provides the necessary information and guided to a selected bus stop. One value added 

function of the system is being able to monitor the arrival of buses. If there are any delays, the 

user can be proactively informed of the delay and receive information concerning alternative bus 

routes. 

2.7.1.2 EasyLiving 
A more radical approach of using LAS with trigger capability is within the home. Microsoft’s 

EasyLiving [12] is an attempt to provide ubiquitous services using home appliances to make an 

easy living in your own home. Using Microsoft’s .NET SOAP with SQL Server database 

technology, it is more geared towards making an intelligent environment. With sensors, actuators 

and cameras covering most parts of the home, they are used to detect the location of the home 

user and provide services within the home to make life easy. One example is the entrance into a 

certain room, whereupon the lights are automatically switched on. Sensors need to be placed 

around the home, this is time-consuming and the sensors are static. 

2.7.1.3 Palisades Shopping Centre in New York 
Another type of trigger service is that companies can entice customers into specified shops with 

shopping advertisements of products. The Palisades Centre in New York is a shopping mall that 

hosts around 250 stores. It took the initiative for customers to subscribe to promotions and sales 

offers from the department stores that they were interested in [13]. Although this remains a LAS 

application, it is rather limited to an area i.e. in and around the shopping mall. If this service was 

to encompass a larger geographical area, there may be privacy issues concerning customers and 

fears about monopolising potential customers nearby. 

2.7.2 Location-aware Information Services 
Location-aware informative services aim to filter information based upon location, prioritising 

information pertaining to nearby services. 
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2.7.2.1 Garmin 
Garmin is a leader in Global Positioning System (GPS) technology and an innovator in consumer 

electronics. Its eTrex family of GPS devices serves are widely used. An important type of bundled 

software package, called MapSource, is used as a lookup service for points of interest on a certain 

map region and acts as a navigator to reach a destination. However such an off-the-shelf device 

lacks both rich personalised services and further interactivity at a place of interest. 

Personalised services play an important role for filtering out the tons of messages, information 

and data content that is constantly arriving in our communication devices. Better 

recommendations for information that relate to individual tastes are required - the eTrex system 

fails to provide this. As points of interest show up on the map, the average user of the device may 

be bewildered by a large selection of points of interest.  The user cannot zoom in and out of 

different levels of information, for example seeing trains timetables at a train station. Further 

work is required to bring value added services to the user based on their location. 

2.7.2.2 Lancaster Guide 
University of Lancaster has developed a tourist guide GUIDE [14] for tourists visiting the city of 

Lancaster. The system initially used a portable PC as a mobile terminal and WLAN as a data 

delivery method. It used two kinds of communication model. A first communication model relies 

on each cell transmitting the relevant information to a particular area. A Second model, allows a 

user to request specific information for a specific area.  

2.7.3  3rd Party Tracking Services 
These services are used to locate an item or an individual. It uses a tag that is attached to a person 

or an article that can easily be traced and bears little resemblance to the essence of LAS. A widely 

known example is the use of such services for locating taxis and mini-cabs. Central headquarters 

can use 3rd party tracking services to locate their employees and provide more added value 

services, e.g., by sending the closest driver to pick up a passenger. 

2.7.3.1 Active Badges  
The Active Badge system at the Olivetti Research Lab was one of the first context-aware 

applications. The system was able to locate people in offices and forward calls to them to the 

closest phone. Each person wore a badge that sent IR-signals to the environment. These signals 

were received and stored by the sensors in the environment. A central location server collected 

this information from the sensors for processing. The system was able to locate people, to tell 



 

 20

which people were in the proximity of a specified location and to tell where the user had been 

during the last hour.  

2.7.3.2 Smart Floor 
Smart floor [15] is a system for identifying the people based on their footstep force profiles. The 

system uses special kind of floor tiles with force measuring sensors to collect the data as users 

walk over them. The system relies on the uniqueness of footstep profiles within a small group of 

people (up to about 15). By carefully positioning the tiles to the entrance points of the rooms, 

users can be tracked in a convenient way. The footwear of the person does not affect much the 

accuracy of the system. The system has achieved a user identification accuracy of 93 per cent [16].  

2.7.3.3 Friends Finder 
 NTT DoCoMo has a Friends Finder service [2] in Japan. It is a service that provides the location 

of the user to his or her friends. The user has defined the persons who are allowed to see his or 

her location beforehand. The service is based on pushing the location information when a friend 

is within a specified range, e.g., a half a kilometre range [16].  

2.7.4 End-User Assistance Services 
Another emerging area of application of LAS is emergency services. The Federal 

Communications Commission (FCC), an “…independent United States government agency, is 

responsible for regulating interstate and international communications by radio, television, wire, 

satellite and cable” [16]. In the near future it aims to rollout its program of using wireless 

Enhanced 911 (E911). This is LAS that aim to provide those emergency services with not only 

the number of the telephone user who has requested emergency help but also their location 

details to within an accuracy of 50 to 100 meters. It is implemented using mobile phones and 

aims to track as well as provide fast emergency help to the caller of an emergency number [16]. 

2.8 Legislation and Location-Awareness 

Privacy is a huge concern for LAS system developers. The risk that someone else can not only 

know who you are but also where you are, creates an enormous potential for misuse of this data. 

The situation worsens because solutions to the privacy issues of the location-awareness are still 

unclear and affected by evolving legislation. The type of the service also affects the privacy 

requirements, for example push and pull services have different kind of characteristics. The 

competition between operators, service providers and other parties also affects the privacy issues.  
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The Legislation is not clear about which laws apply in particular situations. More progress is 

needed to show how laws will be applied and to decide whether or not new laws are required. 

Generally, permission from the user is required for using their personal location information but 

this may impede business and may so be resisted by businesses.  

2.9  Review Findings 

As portable computational devices become more affordable and as location determination spans 

more geographical areas and improves in accuracy, research issues arise that need to be addressed 

in order to enable such services. 

Larger coverage implies the need to deal with heterogeneous spatial databases and service 

providers.  If the coverage of particular LAS goes beyond the borders of a single country there is 

a strong possibility that the spatial data will have a different format. On top of this the non-spatial 

attributes of the spatial features can be represented in different languages. LAS services operating 

within multiple domains often have to deal with a vast amount of heterogeneous information. To 

overcome problems of heterogeneity a semantic spatial semantic model for LAS applications may 

be useful. 

Another issue is that the availability of multiple service providers may foster competition and 

cooperation between providers. As a result, the challenges of service provider discovery, service 

composition, interoperability between different software technologies and fair service discovery 

between miscellaneous service providers becomes increasingly important.  

The very concept of location-awareness assumes that the components of LAS applications are 

geographically distributed. Since no single standard exists to deploy LAS, some components are 

likely to be developed using different technologies and specifications. As a result, developing 

architectures for LAS that supports the spatial coverage of larger areas generates the whole range 

of challenges concerning the interoperability between individual LAS components.  

Finally, the mobile nature of users with this environment that are capable of crossing border of 

different countries while using the LAS services in conjunction with the lack the of the consensus 

regarding the legislation issues makes privacy an all important issue that will have to be addressed 

in order to fulfil the full market potential of LAS for international and global travellers. 
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2.10 Conclusions 

The greater availability of portable devices, location determining technologies and wireless 

communication infrastructures has promoted the wider uptake of LAS applications. Modern 

communication technologies enable information to be accessible at any time. In such an 

environment, an individual and terminal can easily be overloaded with information. Location-

awareness can be one of the solutions to improve the usability of services by relating information 

delivery to the location of the requester.  

However, in order to enable and effectively deploy Location-Aware Services certain issues have 

to be taken into consideration. These issues include: 

• Software interoperability between individual LAS components, developed using different 

software technologies; 

• Interoperability between different spatial data representation formats; 

• Semantic data representation and interoperability; 

• Issues concerning privacy protection.  

The next chapter will look at the intelligent agent technology in terms of properties, architectures, 

and at examples of existing applications to determine whether or not the issues raised in this 

chapter can be successfully addressed using agent-based solutions. 
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C h a p t e r  3  

MULTI-AGENT SYSTEMS AND LOCATION-AWARE 
SERVICES 

3 Multi-Agent Systems and Location-Aware Services 

3.1 Introduction 

The previous chapter has underlined the issues that need to be addressed in order to be able to 

support location-awareness. An examination of existing systems and components has also 

highlighted some of the current limitations. An important objective for this thesis is to examine if  

a location-aware system underpinned by using multi-agent technology can support the core 

features and overcome the limitations of existing approaches. This chapter will look closely at the 

multi-agent paradigm, at the types and properties of individual agents and examine their distinct 

advantages and limitations. The review findings section will examine the outcomes of this analysis 

and present a set of theoretical conclusions regarding the suitability of multi-agent technology to 

support mobile users within a location-aware environment. 

3.2 Notion of  a Multi-Agent System 

A Multi-Agent System can be described as a loosely coupled network of problem-solving entities 

that work together to find answers to problems that are beyond the individual capabilities or 

knowledge of each entity [17]. In a broader sense, the term Multi-Agent System has been given a 

more general meaning, and it is now used for all types of systems composed of multiple 

autonomous components that exhibit the following characteristics [18]: each agent has some  

capability to perform tasks, there is no global system of control, data is decentralized and 

subsystems are autonomous. MAS provide the basis for an open environment in which agents 

interact with each other to reach their individual or shared goals. To interact in such an 

environment, agents need to overcome two problems: they must be able to find each other, as 

agents might appear, disappear, or move at any time, through a facilitation service and they must 

be able to communicate with each other [18]. 

Multi-Agent Systems have been a topic of research and development since the early 1980s. 

However, the deployment of widespread Multi-Agent Systems in the work-place is still limited. 

This chapter focuses on the use of multi-agent technology for a specific type of distributed 
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system application called context-aware systems and in particular location-aware systems. A 

major motivation for this interest is the increasing ubiquity of richer, more functional 

computational and communicative devices in the physical world that enable people to access 

services anyplace and anytime, before departure, during transit and at the destination. The 

deployment of ubiquitous computational and communicative devices face a set of distributed 

system challenges to which agents may form a useful model of the problem for analysis and as a 

subsequent solution. The challenges for deploying agents in this context are twofold. Firstly, 

ubiquitous computing is in itself a hard problem to model and secondly, the deployment of 

multi-agents as a solution is still difficult in practice.  

As the information age continues to evolve towards increasing ubiquity, information consumers 

may become overloaded by greater access to more information. Consumers expect to access 

services on small mobile devices that are compatible with services in fixed network computers. 

Information also appears to be more volatile in different information contexts such as location, 

time, people, devices and networks.  Somehow, the sheer amount of information must be 

prevented from overloading the mobile device and mobile user. 

3.3 Agent Types 

Multi-Agent Systems are systems composed of individual entities called agents. The properties 

and classification of individual agents needs to be considered. The term agent is multi-faceted. 

Although it was introduced back in late 70s [19], researchers still differ on the set of attributes 

that characterize software agents. Some researchers tend to side-step the problem of defining an 

agent all together in order to focus on other aspects of agent research. For others, this issue 

becomes particularly immediate in attempting to explain or sell the concept to some third party. 

For example, there have been a number of instances [20] in which agents have been defined to 

make it more understandable to people familiar with OO (Object-Oriented) concepts. However, 

oversimplifying agent definitions means that the line that distinguishes agent artefacts from 

conventional pieces of software becomes less clear although it become clearer to developers that 

understand conventional OO concepts. Other definitions describe the notion of an agent as an 

autonomous, (preferably) intelligent, collaborative, adaptive computational entity. Here, 

intelligence is defined as the ability to infer and execute needed actions and to seek and 

incorporate relevant information given certain goals [21]. 
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3.3.1 Reactive vs. Functional 
If agents can be regarded as a particular type of distributed software, then we can classify agents 

in terms of the type of underlying software system such as functional or reactive behaviour [22]. 

Functional systems generally operate by taking some input, computing the result, and giving the 

result as an output. Compilers are very good examples of such systems. In contrast, reactive 

systems maintain a consistent interaction with some environment. Reactive systems are more 

difficult to design and correctly implement. Expert systems, computer operating systems, and 

network management applications are very good examples of reactive systems. Reactive 

computer systems have to be able to operate autonomously and preferably over a long period of 

time. According to [22] reactive systems are among the most complex types of system to design 

and implement, and a good deal of effort has been devoted to developing software tools, 

programming languages, and methodologies for managing this complexity – with some limited 

success. However, for certain types of reactive system, even specialized software engineering 

techniques and tools fail – new techniques are required [23]. These systems can be broadly 

subdivided into two classes: open systems, and complex systems [24]. 

3.3.2 Reactive vs. Deliberative 
Another classification for Multi-Agent Systems is in terms of whether the agent is reactive or 

deliberative or both.  

3.3.2.1 Reactive Architectures 
A reactive architecture is based on the model of an action being taken according to a given 

situation. Early work in such architectures focused around reactive robots using sensors to avoid 

obstacles as the highest priority. They used of sensors to perceive the environment and then to 

act accordingly. Another example is that a messages sent from one agent to another, triggers an 

automatic response in the receiver agent. In reactive or event-driven systems, each action is 

related to one or more condition; if the conditions are met then the corresponding action is 

performed. 

3.3.2.2 Deliberative Architectures 
In a deliberative architecture, agents can take the initiative to start an interaction rather than 

simply reacting. Wooldridge and Jennings [23], define a deliberative agent or agent architecture to 

be one that “…contains an explicitly represented, symbolic model of the world, and in which 

decisions (for example about what actions to perform) are made via logical (or at least pseudo-

logical) reasoning based on pattern matching and symbolic manipulation.” Generally a lot of 
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symbolic reasoning is required in order to come to the conclusion that something has to be done 

about something.  

Symbolic reasoning can be computationally intractable as translating and representing the real 

world entities and processing these into useful symbolic description in order to reason within a 

fixed amount of time. It may take too long for an agent to deliberate, e.g., a user of a LAS may 

move from a location where the deliberation was required to an area where proactiveness is not 

suitable. 

3.3.2.3 Hybrid Architectures 
The combination of both reactive and deliberative architectures leads to a hybrid architecture that 

seeks to combine their individual advantages. In the hybrid architectures, the reactive and 

deliberative systems remain as separate sub-systems. The behaviour of agents in hybrid 

architectures are broken into the different layers so that the agent exhibits either a reactive or 

deliberative behaviour as deemed necessary. A horizontal layer is composed of multiple layers 

receiving perceptual inputs and producing action outputs, all firing simultaneously. Vertical layers 

can receive perceptual input from one layer going through all lower layers so that the last layer 

generates the actual output or the initial layer that received the input can produce an output with 

control flowing back down to another lower layer [25]. 

3.3.3 Weak vs. Strong Notion of an Agent 
Wooldridge [26] is one of many researchers that has proposed a classification of agents based 

upon the amount of support for different properties of agents. Although this theory has taken 

considerable amount of criticism, it has provided research community with a useful reference 

framework. In his framework, two notions of an agent were distinguished the weak notion of an 

agent and the strong notion of an agent. The weak notion of an agent has the following 

properties:  

• autonomy: agents operate without the direct intervention of humans or others, and have 

some control over their actions and internal state;  

• social ability: agents interact with other agents (and possibly humans) via some kind of 

agent-communication language [27];  
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• reactivity: agents perceive their environment, (such as the physical world, a user, a 

collection of other agents, the Internet, or perhaps all of these combined), and respond in 

a timely fashion to changes that occur in it;  

• pro-activeness: agents do not just act in response to their environment, they are able to 

exhibit goal-directed behaviour by taking the initiative.  

A simple way of conceptualising an agent is thus as a kind of UNIX-like software process, that 

exhibits the properties listed above. This weak notion of agency has found favour with a 

surprisingly wide range of researchers and there are many examples applications that deploy such 

agents [23]. For some researchers - particularly those working in AI - the term `agent' has a 

stronger and more specific meaning than that sketched out above. These researchers generally 

mean an agent to be a computer system that, in addition to having the weak agent properties 

identified above, is either conceptualised or implemented using concepts that are more usually 

applied to humans. For example, it is quite common in AI to characterise an agent using 

mentalistic notions, such as knowledge, belief, intention, and obligation. In addition to the 

characteristics pertinent to "weak" agents, "strong" agents may have a number of additional 

features including: 

• Rationality: the agent will always act in order to achieve its goals and will not act in such a 

way as to prevent its goals being reached [30]; 

• Benevolence: the assumption that agents do not have conflicting goals and will always try to 

do what is asked of them; 

• Veracity: the assumption that an agent will not knowingly communicate false information; 

• Mobility:  the ability of the agent to move around the network [31]. 

 

3.3.4 Beale and Wood Classification of agents 
Finally, another classification of agent types by Beale and Wood [28] is given, see Table 1.  

Autonomous agents Agents that carry out tasks for the user, without any user intervention, able 
to determine what are the better option in order to achieve their goals. Such 
agents are “hands free” and fare better than object oriented programming as 
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they control their own behaviours, and are not prone to being exploited by 
others. 

User agents Agents that monitor the user actions and behaviour, and carry out the tasks 
accordingly to the monitored user actions. They aim to match particular 
situations to how well the user would perform in that situation and the 
resultant action. 

Agent guides Agents that are used to guide the user through many different tasks. These 
agents have a predefined set of operations i.e. the questions to ask the user, 
and the possible range of answers it should expect back. 

Anthropomorphic 
agents 

Agents that try to mimic humans. These agents are modelled on a theory of 
practical reasoning. The Belief Desire Intention (BDI) model is an example 
of such a system 

Symbiotic and 
cooperative 

Agents that assist the current task by providing alternative views and 
additional relevant information to the user. 

Multi-agents Agents that work together to perform a task, distributing the workload 
between themselves. They communicate and cooperate with other agents to 
help each other achieve their goals. 

 
Table 1: Agent types 

3.3.5 Information Sharing and Knowledge Representation 
Whilst agents can usefully exercise the above agent properties in isolation, it is often far more 

expedient if multiple agents interact in order to share information and tasks with each other. In 

order to do this, it is necessary that multiple agents share common meta-information about the 

information and tasks that they communicate. Such information is commonly represented in the 

form of ontology. 

An ontology defines a common vocabulary to share information within a domain. It includes 

machine-interpretable definitions of basic concepts in the domain and relations between them 

[29]. Some ontologies also support constructs for (logically) reasoning about the information. The 

motivations for using ontologies are to share a common understanding of the structure of 

information, to enable domain knowledge reuse, to make domain assumptions explicit, to 

separate domain knowledge from the operational knowledge and to support an analysis of 

domain knowledge [29]. 

Sharing common knowledge about  the information structures is one of the main objectives when 

developing ontologies [30]. For example, in LAS there often exist a number of separate 

distributed geo-spatial services that contain geographical information about a particular area and 

these may need to be combined. In order to use such combined services, geo-spatial services 

have to share and publish an agreed underlying ontology of the terms they use such as the spatial 

reference systems and coordinate representation. This then promotes the extraction and 

aggregation of information from different services. 
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Knowledge reuse is similar to the concept of reusable components in object oriented programming. 

An ontology describing a composite domain such as tourism can reuse and can be composed out 

of domains such as visitor attractions, restaurants, transport links etc. Once such ontology exists, 

others can simply reuse it, adding additional services.  

Separating the domain knowledge from the operational knowledge: Ontologies are often separated from the 

application that commit to use them  [31]. This enables new services to be added or existing ones 

to be changed without affecting  the domain knowledge and vice versa. In contrast, in a 

traditional object oriented and database approach, the domain information is often implicitly 

embedded in specific applications - this approach makes it more difficult to reuse data across 

applications.    

Making domain assumptions explicit: The explicit and separate representation of domain knowledge 

from the application can support an easier analysis of the terms themselves by new users and 

existing users.  Individual services can be developed according to a specification of the given 

domain knowledge. 

Analyzing domain knowledge is possible once a declarative specification of the terms is available.  

Formal analysis of terms is extremely valuable when both attempting to reuse existing ontologies 

and for extending them [32]. 

Often the ontology of the domain is not a goal in itself. Developing ontology is a way to define a 

set of data and its structure to share between programs and to integrate applications. 

3.3.6 Ontologies and Interoperability 
LAS applications are heterogeneous and distributed. In order to realise this, there are several 

important issues to be overcome. A suitable information source must be located that defines the 

concepts needed for a given task. Once information sources have been found, access to the data 

resource may require resources to be integrated leading to interoperability issues [33].  

Interoperability is achieved when a common understanding of information is shared across all 

system components that are likely to require access it. In large-scale LAS systems, this is quite a 

complex challenge as components may suffer from semantic conflicts triggered by different 

interpretations of the same information. The use of ontologies for deriving a common 

understanding of a domain is one approach to overcoming the problem of semantic 
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heterogeneity. Some researchers state that improving interoperability is a key application of 

ontologies [34]. 

A common understanding derived from an ontology is called a view.  A view shares a set of 

concepts, definitions, and inter-relationships. This is described by Gruber in the 

ONTOLINGUA [30] as a ‘specification for a conceptualisation’. In nearly all ontology–based 

integration approaches, ontologies are used for the explicit description of semantics. There are 

different approaches to using ontologies to provide shared conceptual models across 

applications, such as single ontology, multiple ontologies or hybrid ontology approaches. 

Some approaches provide a general framework where all three ontology types can be delivered, 

e.g. DWQ  [35]. The following paragraphs give a brief overview of these three main ontology 

models. 

3.3.7 Single Ontology Approaches 
Single ontology approaches use a single global ontology to provide a shared vocabulary for the 

specification of the semantics. A good example of this approach is SIMS [36] where a system 

relies on one global ontology, containing a hierarchical terminology database with nodes 

representing objects, actions, and states.  It may combine several ontologies that share a similar 

conceptual view within the ontology domain. A single ontology approach can effectively address 

the issues of integration providing all of the information source share a similar domain view.  If a 

domain view of a particular information source is different,  creating a singe ontology solution 

[37] becomes a difficult task.  

3.3.8 Multiple Ontologies 
In the multiple ontology approach, each information source is described by a separate ontology. 

A good example of multiple ontologies is OBSERVER [38] where a distinct ontology with a 

different vocabulary applies to each information source domain. Changes to each information 

source domain are less complex and are easier to integrate into a distributed system [37].  

Disadvantages are that they cannot easily be compared if needed and that an inter-ontology 

mapping may be needed in some cases.  

3.3.9 Hybrid Approaches 
To overcome the drawbacks of the single or multiple ontology approaches, hybrid approaches 

were developed. Similar to multiple ontology approaches the semantics of each source is 

described by its own ontology. But in order to make the source ontologies comparable to each 
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other, they are built upon one global shared vocabulary [39]. In the hybrid model, a global, shared 

vocabulary is used and there is support for acquiring new ontologies based on the shared 

vocabulary and the evolution of ontologies. Sometimes the shared vocabulary is also an ontology 

[40]. 

A good example of hybrid ontology approach is COIN. In COIN [39] the local description of an 

information, the so-called context, is simply an attribute value vector. The shared vocabulary 

contains basic terms (the primitives) of a domain. In order to build complex terms of source 

ontologies, the primitives are combined by operators. Because each term in a source ontology is 

based upon one or more primitives, the terms are more comparable than in the multiple ontology 

approach. 

3.4 Middle Agents 

Middleware is a core part of many distributed system applications. Middleware represented as 

middle agents can bring together parties for a commercial trade or other types of transaction. A 

middle agent possesses the knowledge of how to compose a number of complex services 

together to further the goals of the provider and the end user. The level of deployment of middle 

agents however is open to discussion and depends upon how service provider capabilities and 

service user preferences are used to link requesters, middle agents and providers together. Who 

knows what, when, depends on the role of the middle agent. Three of the most common types of 

middle agents are the Blackboard agent, Broker agent and Matchmaker agent [25]. 

3.4.1 Middle Agent as a Blackboard Agent 
A forum or a newsgroup is an example of a blackboard agent. Its role includes keeping track of 

requests and publishing these for use by prospective service providers. Users are not aware of 

particular provider capabilities. The middle agent plays no intimate role here and its level of 

involvement is low, as it knows nothing of the provider’s capabilities. From this point of view, a 

blackboard agent does not benefit the user a great deal, in fact possibly adding to the information 

overload that the user already has to face.  

3.4.2 Middle Agent as a Broker Agent 
The broker is a middle agent with more responsibility because it knows the preferences of users 

and the capabilities of service providers. It is now up to the broker to link service requests and 

provider’s replies together to match a service to a user. The privacy of both the requester and the 
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provider can be kept intact and neither the requester nor provider knows the other’s preferences 

or capabilities in a transaction. 

This approach is a highly practical solution for LAS applications as the broker does the hard 

work. From the user’s point of view, less interaction is needed get a service. This may ease 

information retrieval by nomadic users when time is short and interaction needs to be kept 

simple.  

3.4.3 Middle Agent as a Matchmaker Agent 
A matchmaker requires the capabilities of service providers to be advertised so that the user can 

search through them until an appropriate service provider is located. Here, the users are aware of 

their own preferences and are capable of selecting service providers. 

Again the user has a significant part to play when accessing matchmaker type LAS services. As 

the number of service providers increase, longer lists of choices of suitable service providers may 

need to be filtered for presentation in small mobile devices. 

3.5 Applying Agents 

Agent technology has many distinct features that can be beneficial to software developers, but in 

order to apply any experimental technology two of the following questions have to be answered: 

• Is the agent paradigm capable of solving problems, previously considered to be too 

difficult or too expensive to solve? 

• Is the agent paradigm capable of solving problems more effectively than has been done 

so far using existing approaches? 

3.5.1 Service Discovery 
LAS applications can be characterised in terms of interaction transparency and context-

awareness. Interaction transparency means that system users are not aware of the computational 

modules involved in delivering a particular service. Context-awareness refers to the adaptation of 

the behaviour of an application as a function of its current environment. This environment 

characterization includes the physical location, device type, and network bandwidth and user 

profile. In location-aware environments, changes in the location and spatial orientation are the 

focus.  Context-aware applications can sense the environment and interpret the events that occur 

within it. Sensing their owner's identity is very important for pervasive computing applications 
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running in mobile terminals that human users carry with them. They can adapt services based 

upon the user profile (and location) in an intelligent manner [4], using security constraints. The 

provision of context-aware applications is challenging when both service users and service 

devices are mobile. The deployment of such systems is extremely complex because it requires 

service detection and monitoring in order to provide the best available services. Conventional 

service discovery solutions include: Salutation [41], the Service Location Protocol (SLP) [42], Jini 

technology [43], Universal Plug and Play (UPnP) [44] and the Bluetooth Service Discovery 

Protocol (SDP) [45]. All these service discovery procedures and architectures have been 

developed to explore the service discovery issues in the context of distributed systems. While 

many of the architectures provide good base foundations for developing systems with distributed 

components in the network, they do not adequately solve all the problems that may arise in a 

location-aware domain. Furthermore, none of the others have been specifically designed for 

mobile use. Some important problems exist with existing solutions. 

Lack of Expressiveness: Services in within location-aware environment are heterogeneous. 

These services should explicitly define their functionality and capabilities. The functionality and 

capability descriptions of these services should be used by the service clients in order to discover 

them. The existing service discovery solutions lack expressive languages, representations and 

tools that are good at representing a broad range of service descriptions and at reasoning about 

the functionalities and the capabilities of the services [24]. 

Lack of inexact matching: Most existing work supports an attribute-based discovery and 

service matching Usually there are only a set of primitive attribute types, such as string and 

integer, to characterize a service. Thus, the service discovery process is primarily done by type 

matching, string comparison, or integer comparison. For representing real world objects such as 

spatial services, it is necessary to have more complex data structures to capture the richer 

semantics of geo-spatial objects.  

Lack of Ontology Support: Services in the location-aware environment need to interact across 

heterogeneous domains. The service descriptions and information need to be understood and 

agreed among various parties. In other words, a well-defined common ontology that is agreed in 

advance before service discovery takes place is useful. Common ontology infrastructures are 

often either missing from or are not well represented in the existing service discovery 

architectures. Architectures like the Service Location Protocol, Jini and Salutation do provide 
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mechanisms to capture service ontologies but often no inherent support for them to be used for 

interoperability.  

3.5.2     Service Composition 
Service composition is the process of creating new more complex services at runtime from a set 

of simple services. A very important characteristic of dynamic service composition is that the new 

composite service need not be envisioned at design time. This feature, known as unanticipated 

dynamic composition [46] provides considerable flexibility for modifying and extending the 

operation of software systems during runtime.  

In MAS, a simple service can combine several implementation approaches. The service 

functionality can be implemented using a conventional object oriented approach and an interface 

can be designed using agent technology. Having agent interfaces and implementations for a 

service has several advantages. Firstly, a service becomes a self-contained unit of some 

functionality and management that can be interlinked with other services to form different 

services. Secondly, a service becomes relatively independent from other services within a 

particular composition – it can be easily detached and replaced with another appropriate service. 

Thirdly, a service can also be reused in many different service compositions.  

3.5.3 Open Systems 
An open system is a system with a dynamically changing structure. An open system consists of a 

wide range of different heterogeneous components that can change over time. These 

components usually implemented using different software technologies. A typical example of an 

open system is the Internet – a loosely coupled computer network of ever expanding size and 

complexity. The main challenge here is to design tools and applications to exploit the enormous 

potential of the Internet. 

The Internet can be viewed as a large, distributed information resource, with nodes on the 

network that are designed and implemented by different organizations and individuals with 

differing agendas. Any computer system that must operate on the Internet must be capable of 

dealing with these different organizations and agendas, without constant guidance from users 

(but within well-defined bounds) [23]. Such functionality is almost certain to require techniques 

based on negotiation or cooperation, which lie very firmly in the domain of Multi-Agent Systems 

[26]. 
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3.5.4 Complex Problems 
The complexity of a software system can be handled by dividing the overall problem into smaller 

more manageable parts. In some cases, especially if the problem domain is very large or dynamic, 

the only way to effectively address the problem is to develop and manage highly specialised 

modular components. Each of these components will be targeting at a particular subpart of the 

overall problem. In order to do so, an appropriate level of abstraction must be present.  Agents 

are an extremely powerful tool for achieving the necessary level of abstraction and partitioning 

the overall task into modular components.  

Within MAS, agents can be deployed to partition the overall problem into a number of smaller 

and less complex components that can be more specialized in solving a specific sub-problem. 

The agent-based approach makes the overall system easier to develop and maintain.  

MAS approach allows a software developer to conceptualize a complex software system as a 

collection of interacting autonomous problem solvers. For many applications, this high-level view 

is more appropriate than the alternatives [23]. 

According to [47] three important domain characteristics are often cited as a rationale to 

implement a system in terms of MAS: data and system resources are distributed; the system is 

already considered as a collection of autonomous interacting components and the system 

contains legacy components that have to be able to interact with other components of the 

system. 

3.5.5 Distribution of Data and Resources 
When a domain involves a number of distinct problem solving entities or data sources that are 

physically or logically distributed and that need to interact with one another in order to solve 

problems, agents can often provide an effective solution [24]. For example, in the location-aware 

domain there are service provides, spatial data sources and users which have to interact with each 

other. In this domain, there is:  

• Distribution of data: spatial services often use the geographical data located in distributed 

databases; 

• Distribution of resources: resources available to the user are geographically distributed. 

There are two other important issues: 
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• Distribution of control: each user is responsible for performing different service requests; 

• Distribution of expertise: the expertise of any system component is limited to the subtask 

they perform. 

Location-aware services can be effectively modelled by MAS. All of the system components can 

be mapped directly into the autonomous agents representing them. In this scenario, agents will 

have their own expertise and the ability to solve tasks by interacting with each other. 

In GIS applications, the raw spatial data tends to be very large and sending it over the network 

requires a high communications bandwidth. For the case of distributed spatial data sources, MAS 

implementations can improve system efficiency by doing more data processing at the data source. 

This means that only, high-level data need be exchanged between individual system components 

leading to a reduction in bandwidth. 

3.5.6 Software Interoperability 
The issue of software interoperability is especially crucial for a system consisting of multiple 

software components implemented by different vendors using different software tools. One of 

the possible solutions is to invest some time and resources to re-implement these components. 

Within a large scale LAS, this approach can prove to be very expensive or even impossible. In 

addition, these components must be periodically updated. However, replacing or modifying these 

components can be disruptive and therefore requires careful planning and appropriate migration 

support from the manufacturer.  

Therefore, in the long term, the only way to keep such systems available is to interface them into 

the new system, in which they can be utilised by other components. This can be done, for 

example, by building an ‘agent wrapper’ around the software to enable it to interoperate with 

other components [27, 48].  

3.6 The Limitations of  Agent Solutions 

Although agent technology has generated considerable interest and is capable of delivering state-

of-the-art applications, it also has weak points that need to be considered when designing 

software systems. 

Most software applications can be developed using conventional software technologies - agents 

are just an alternative approach to the software development. In some cases, the fact that the task 
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involves distributed data sources or components does not necessarily mean that an agent solution 

is the most suitable one. The final decision regarding system design is influenced by several 

factors. Jennings and Wooldridge [24] consider some of the limitations of agent technology that 

have to be taken into consideration when designing a system for a particular problem domain: 

• No overall system controller. An agent-based solution may not be suitable for domains in 

which a global controller is necessary, in domains where a real-time response must be 

guaranteed and in domains in which deadlocks must be avoided; 

• No global perspective. In real world agent-based system, agents contain only the knowledge 

necessary to achieve the task within a local sub-domain, and as result complete global 

knowledge is not possible. If global knowledge is a requirement then agent solutions may 

need to be avoided; 

• Trust and delegation.  The issue of delegation is dependant on the type of task being 

delegated. There is a strong link between trust and delegation and as a result balance has 

to be maintained between trust, type of task and delegation. The user must be in control 

concerning which tasks are delegated to whom. Limitations may have to be put on agents 

regarding continuous guidance seeking versus maintaining autonomy. Agents that make 

decisions on their own may end up exceeding their authority.  

3.7 Survey of  Some MAS LAS applications 

There have been a number of attempts to deliver LAS using agent technology.  

3.7.1 The Tube 
Bacon et al. successfully integrated an event-based distributed system and a mobile-agent system 

with location-awareness [49]. This project uses mobile agents to support mobile multimedia 

content delivery. There is a specific mobile agent in the system which follows the user where ever 

he goes. The mobile agent also binds new local resources and yet maintains the previous 

multimedia connections such as video and audio feeds. 

3.7.2 ADAMANT 
ADAMANT is an EU funded project that aims to utilise Intelligent Agent and Multi-Agent 

System as the basic platform, providing various value-added services [50] covering the Athens 

airport. There are two main levels at which agents are delivered: network level – agents are used 

to manage network availability issues, react on bandwidth changes and manage connections; 
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application level – agents track passengers, obtain information about the environment and help 

support responses to emergencies. 

3.7.3 Gulliver’s Genie 
Gulliver's Genie is a location-aware tourist guide that assists roaming tourists [51]. In addition to 

location-awareness agents are also support other types of context-awareness that include user 

profiles and orientation. System agents are strong intentional agents that base deductions on a 

mental state comprising Beliefs, Desires and Intentions (BDI). Gulliver’s Genie also deploys the 

concept of intelligent pre-caching to overcome network limitations. 

3.7.4 TravelMATE 
TravelMATE  [52] is a tourist guide developed for the city of San-Francisco that allows tourists 

to view 3D models of their surroundings. Effectively it is a combination of two main 

technologies: Open Agent Architecture (OAA) and the Multimodal Augmented Tutoring 

Environment (MATE) a framework for developing Augmented Reality systems. 

The system is composed of a number of collaborative agents that support users in two different 

ways: information access, the system queries WWW to obtain data; system interaction, the system 

utilises multimodal interface to respond to user gestures and verbal descriptions. 

3.7.5 DEEP MAP 
DEEP MAP is a personal mobile tourist guide that integrates research from various areas of 

computer science: geo-information systems, databases, natural language processing, intelligent 

user interfaces and knowledge representation. The goal of Deep Map is to develop information 

technologies that can handle vast volumes heterogeneous data, complex functionality but do not 

require the user to be highly trained [53]. 

3.8 Review Findings 

From the examples of implemented applications given, it can be seen that agent technologies are 

being deployed in complex and very dynamic environments. From this point of view, location-

aware applications seem to be a suitable candidate for MAS use. 

The environment in LAS is complex and dynamic. It is complex in the sense that it is often the 

geographical region that serves as a boundary for the different services that can be offered and 

for selecting providers. Location information must be delivered consistently across a variety of 

networks and diverse topographies. It can entail portraying a real life market place or a shopping 
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complex. The changing location of a user means must be taken into account by service providers. 

Furthermore, there are other considerations to take into account before searching for a suitable 

design model to support LAS. It is difficult if not impossible to deliver a location-aware service 

without taking the related issues of complexity and dynamicity into consideration when designing 

a particular software application. From this point of view, LAS can greatly benefit from 

exploiting certain properties of software agents. For example, the ability of agent to adapt to the 

changes within the system can tackle the issues imposed by the dynamic nature of location-aware 

environments. The points listed below outline the areas where use of the reactive properties of 

agents can be especially beneficial: 

• Constant changing location of a system user: a system has to be able to provide services 

according to the user location;  

• Changing network bandwidth: Changing network bandwidth has to be taken into 

consideration when providing Location-Aware Services; 

• A Wide range of devices used by system clients: Content adaptation is required to present 

information to suit the device used by the system client. For example, there is no point in 

sending video files to a client using a basic mobile phone since the device will not be able 

to display these; 

• Personalisation: This is not compulsory within LAS but it can greatly improve the usability 

of the system and decreases the flow of unwanted information by providing services that 

the user prefers. 

The following additional challenges are mainly to do with minimising data flow according to 

some parameters, i.e. content adaptation. Apart from that there are some problems that need to 

be addressed in relation to the distributed nature of Location-Aware Services. These are: 

• Service discovery: A constantly changing location means that the user can easily move out of 

the area covered by a particular service and finding another service provider can prove to 

be tricky. The ability of agents to virtualise resources by providing an interface 

supporting a common set of protocols and messages in conjunction with the discovery 

mechanisms can address the issues of transparently interfacing with heterogeneous 

services providers and reduces the complexity; 



 

 40

• Information sharing: During online activities service providers gather information about the 

user. This information is then used to personalise services. Although, sharing of this 

information may be desirable, it is very difficult to ensure that the information is 

correctly interpreted and understood by all the service providers across the system. 

Without a shared understanding of a common data model, the effectiveness of 

personalisation is significantly decreased. In addition, misinterpretation of personal data 

can pose serious privacy risks to the user as it makes very difficult to establish the 

sensitivity level of the corresponding data. Again the usage of ontologies to build the 

appropriate data models and then deploying the software agents to utilise these models 

can address the issues of information sharing within the location-aware environment; 

• Service composition. Sometimes a request for a particular service in a location-aware system 

cannot be fulfilled by a single service provider, e.g. a request for a map that displays the 

position of the user along with the objects of a certain type. In order to comply with this 

requirement, the software has to be able to get hold of the coordinates of the user, the 

location of the objects and to generate the map. In realistic situations this information is 

more likely to be obtained from three different service providers and therefore 

knowledge is needed to combine the existing service provider’s capabilities and to deliver 

a particular service. Agent technology provides a set of mechanisms to describe, advertise 

and discover service providers' capabilities. In conjunction with goal driven behaviour 

and the ability of agents to adapt their actions to a changing context for interaction, 

agents can provide a suitable solution to these problems; 

• Interoperability between different service providers. Due to the heterogeneous nature of location-

awareness, issues of interoperability between different service providers have to be 

addressed. The issue of interoperability can be tackled by using agent to interface service 

providers within agent-based systems. The interoperability can be achieved by using a 

common set of specifications for interaction and messaging. Software agent technology 

can dramatically improve the usability of LAS by addressing issues mentioned above. 

LAS services at a high-level of abstraction can be considered as heterogeneous distributed system 

services that require service discovery and service interoperability. Multi-Agent Systems at a high 

level of abstraction can be considered as distributed systems. Multi-Agent Systems seem a natural 

paradigm to deliver distributed LAS solutions. There are several frameworks for characterising 

agents. Some key classifications are deliberative vs. reactive behaviour and the weak vs. strong 
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mentalistic notion of agents. Particular characteristics of agents enable them to be used as a good 

model for LAS applications by supporting changing locations, adapting to a changing network 

bandwidth and diverse terminal devices, personalisation, service discovery, knowledge sharing 

and service composition.  

3.9 Conclusions 

This chapter reviewed the area of Multi-Agent Systems and examined different agent types, 

properties and architectures. Based upon the results derived from the review of location-

awareness, the suitability of agent technology to support location-aware applications was 

investigated. Whilst several key areas were outlined where agents can potentially enhance 

location-aware systems, it is still not clear what additional challenges will arise when actual agent-

based location-aware systems are developed. In addition the importance of privacy protection 

was once again highlighted. The next chapter will look at the area of privacy protection and 

establish whether or not existing solutions are suitable for protecting the privacy of mobile users 

within location-aware environment. After reviewing privacy in the next chapter, the thesis will go 

on to look at the practical issues of application agent development. 
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C h a p t e r  4  

PRIVACY: LITERATURE SURVEY 

4 Privacy: Literature Survey 

4.1 Introduction 

The previous chapters have outlined the motivation for privacy enforcement within context-

aware environments. Context-aware applications utilise users' contexts such as location, 

personalisation, etc. to filter information and provide more relevant services. In order to achieve 

this functionality some sharing of these contexts between miscellaneous stakeholders is required. 

However, uncontrollable sharing of user context can pose some serious threats to user privacy 

and as a result substantially limit the usability of context-aware services. To avoid the limitations 

of a lack of privacy,  privacy protection needs to be enforced. Existing privacy solutions need to 

be assessed to examine how well they work. This chapter will look at the state of the art privacy 

protection solutions and determine what is necessary to provide privacy protection for mobile 

users within location-aware and personalised environments. 

4.2 Current Approaches to Privacy Protection 

According to Westin's definition of privacy “Privacy is the claim of individuals, groups and 

institutions to determine for themselves, when, how and to what extent information about them 

is communicated to others” [54]. 

Privacy can also be regarded both as a basic human right to be left alone or a user freedom to not 

be observed by others. Privacy is also a user-preference – the user may elect to reveal a portion of 

personal information such as home address, telephone number, person preferences for goods, 

age and credit credentials in order to have greater convenience in order to interact with others 

people and service providers. In practice, privacy is modelled in terms of personal information 

disclosure. Three main stake-holder roles can be defined: the information owner, the owner of the 

personal information; the privacy controller, the entity responsible for controlling processes 

associated with privacy protection; and the information requester who may receive personal 

information about an owner and who ideally is accountable to the information owner. This 

creates the situation where the information owner and the privacy controller have their own 

agendas regarding the data. This is quite contrast to the classical security model in which all of the 
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protection mechanisms are centred on the controller. In this situation it is possible that 

information owners may loose direct control over personalised data they own. This issue has to 

be addressed to ensure privacy. Different approaches that are most often pursued to ensure 

privacy protection include non-disclosure, confidentiality and multilateral security.  

4.2.1 Non-Disclosure 
The simplest and also one of the most effective measures for privacy protection is to not disclose 

data in the first place, limiting the amount and availability of data. For each interaction only the 

necessary parts of the personal data item are revealed whilst the unneeded parts of the data are 

omitted.  

This approach has certain limitations because sensitive data can be derived from the context of 

the communication, or can be obtained indirectly from other sources and linked to the identity of 

the information owner. Another solution to achieve non-disclosure is the use of anonymous 

interactions, where one or both parties do not reveal their identities to each other during the 

interaction. Obviously this constrains the amount of information revealed and as a result the 

possibilities of the potential services to personalised information are also limited. 

A major advantage of the non-disclosure approach is that it is self-enforcing. Data that has not 

been disclosed is not subject to the problem of information disclosure and cannot be abused by 

another principal. Therefore, it should always be considered first whenever a problem of privacy 

protection needs to be addressed [55]. 

4.2.2 Confidentiality 
The most common approach to privacy protection is known as confidentiality. Its goal is to 

establish a set of rules or voluntary guidelines that define the way personal data is disclosed by an 

information owner these guidelines can be represented in the form of policies and used by some 

privacy enforcing entity such as a privacy controller. 

The measures that guarantee the basic privacy principles when personal data is collected or 

processed have often been referred to as principles of fair information practices. For instance, principles 

of fair information practices require openness about data collection and the right to correct 

inaccurate data [56] Originally, these principles were identified for the United States Privacy Act 

of 1974 [57] and can be found in many other legislations, such as the EU-Directive on Data 

Protection [58].  
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The Privacy Act is limited to legislation of the public sector, while the private sector in the United 

States is covered by various other legislations. They include Fair Credit Law [55], The Reporting 

Act of 1970 (FCRA) [59] and the Video Privacy Protection Act of 1988 [60]. According to 

Goldberg in [61], the Privacy Act failed to achieve its goals due to some problems encountered 

during its implementation. 

In contrast the EU-Directive on data protection covers both the public and the private sector 

and is considered much more comprehensive. It is based on European privacy protection 

legislation [62]. EU-Directive on data protection was adopted in 1995 and had to be integrated 

into the national laws of the member states by October 1998. The EU-Directive states that 

companies can only process personal information if the information owner has given his consent 

to do so is a necessary legal obligation to fulfil to handle transactions in the information owner's 

or in the public interest [62]. The EU-Directive also prohibits the export of personal information 

to countries that don’t support the legal requirements. In today’s world the EU-Directive is 

considered to be the most advanced legislation for privacy protection – it may also be 

recommended for consideration in countries currently without data protection laws. 

In contrast to non-disclosure, confidentiality is not self-enforcing, but compliance with laws and 

guidelines has to be actively controlled by the information owners or some other independent 

institution [55].  

4.2.3 Multilateral Security 
The basic concept of multilateral security (or multi-party security) was first mentioned by Chaum 

[56] who identified a “new approach to security that allows all parties to protect their own 

interests". A typical example for privacy protection in a multilateral security situation is two 

principals who wish to communicate with each other without revealing their real identities. This 

issue can be addressed by introducing a trusted third party (TTP) which issues pseudo identities to 

both principals. If one of the principles decides to communicate to some other principle a new 

pseudo identity can be issued. The advantage of this approach is that principals do not learn each 

other real identities. The private information exchanged is not linkable to the real identity of the 

principal since the pseudo identity is only valid for communication with a particular principle. 

Therefore, the approach removes many of the disadvantages that we have identified for using 

anonymity with non-disclosure, while retaining most of the advantages. 
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4.3 Principles for Privacy Protection 

Although the problem privacy is a rather abstract, the issue of privacy protection has to be 

defined in order to be addressed at a technical level. There are certain principles, proposed by 

Wilhelm [55], to address this issue. These principles can be easily addressed with technical 

measures and they specify clearly how they can protect privacy. The principles include: 

• Notification, which states that an information owner should be notified about potential 

misuse of his data; 

• Control, which states that an information owner should have the control over the way 

his information is revealed;  

• Trust, which states that an information owner should have reason to trust the entities to 

which his information is related.   

4.3.1 Notification 
This principle is based on the fact that the effectiveness of privacy protection is dependant on the 

level of knowledge an information owner has about the available data and about who can access 

and use it. A notification principle regarding the data flow is defined in the sixth principle of fair 

information practices as stated in the Privacy Act of 1974 [63] as well as in Act 10 and 11 of the 

EU-Directive on Data Protection . 

In theory this principle would require a privacy controller to send a notification message to the 

information owner every time there is a need to access, change, or disclose the relevant data. The 

main problem with this approach is information overload. The information owner will not be 

able to effectively process the large number of notifications. The problem can be addressed by 

allowing the information owner to specify a set of rules that define specific conditions under 

which the notification can be sent. This approach was termed notification filtering [55].  

4.3.2 Control 
This principle is based on the fact that the effectiveness of privacy protection is dependant on the 

level of control the information owner has over the storage, processing and disclosure of data 

related to him. Schoemann [64] defined control principle as  “a person who has privacy to the 

extent that others have limited access to information about him". The control principle is 

identified in the second principle of fair information practices as stated in the Privacy Act of 1974 

as well as in Articles 12 and 14 of the EU-Directive on Data Protection [62]. 
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A primitive implementation of the control principle requires the data owner to make a decision 

every time there is a request for a particular item of the private information. To avoid 

information overflow and additional latency to communication this process can be automated. 

This can be approached by classifying each data item and applying a corresponding disclosure 

policy to it.  

4.3.3 Trust 
Although this principle does not directly correspond to the private data management it creates 

the basis for the principles of notification and control. It is based on the notion that the more 

trust information owner can have in the information requester, the more willingly the private 

information will be disclosed. The Concept of trust is very abstract and hard to define. This is 

due to the fact that the concept of trust more related to social rather than technical issues [65].  

4.4 State of  the art 

 

4.4.1 Information Encryption, Access Control and Authority Delegation Control 
The conventional computer network approach to support information privacy or confidentiality 

and information access control, involves cryptography – this restricts the information to those 

that can access it and can decrypt it. Such cryptographic approaches typically involve the use of 

public keys for confidentiality and access control. Frequently, digital signatures are used in 

addition in practice to guard against misrepresentation of the information linked to a sender - 

such a system is secure but has no privacy because of the use of signing. Privacy can be 

introduced by masking the identity of the sender using blind signatures and through the use of 

other privacy enhancing technologies (see next section).  

There is often a requirement by the sender to constrain the privacy of the information sent by the 

sender to the receiver, e.g., the receiver and receiver may specify conditions under which personal 

details may be revealed to third parties if at all. There are several requirements: 

• The conditions of use in which  the confidential information is made available to a 

second party;  

• The conditions under which confidential information can be passed on or can be passed 

on by second parties for use by third-parties; 



 

 47

• The management and control of how confidential information is distributed and used.  

Policy based approaches can be used to support he first requirement.  To support he second 

requirement, various kinds of authority delegation can be specified such as SPKI [66]. 

4.4.2 Privacy Enhanced Technologies (PET) 
PET Privacy Enhancing Techniques seek to minimize or eliminate the collection of personally 

identifiable information, for example, acting as a broker, providing pseudo-anonymity in which 

users’ preferences are disassociated from their real identity and are assigned to a pseudo identity. 

A different approach is to obfuscate the identity of the user without the use of a third party 

broker.  An example of such technology is a Trusted Platform (TP) – sometimes also called a 

Trusted Computing Platform – this provides most of the basic features of a secure computer, but 

does so adding modifications to standard computing platforms such as the PC. A TP providing 

the following basic functionalities: protection against theft and misuse of secrets held on the 

platform; a mechanism for the platform to prove that it is a Trusted Platform while maintaining 

anonymity and a mechanism for a platform to show that it executes the software expected. In 

addition, the integrity of a Trusted Platform including its key components such as BIOS and OS 

loader can be checked by both local users and remote entities. But even this approach may be 

susceptible to techniques such as traffic analysis. 

4.4.3 Provider Self-regulation of Privacy 
One of the earliest attempts at gathering personal information was the Cookie specification of 

network browsers by Netscape. Cookies are a general mechanism used by Web browsers to both 

store and retrieve information concerning the client side of the connection. The Cookie 

specification originally anticipated that the contents of shopping carts would be kept on the 

shopper's PC for the duration of the visit. But since 1996 they have been almost universally used 

in one way: to assign a unique visitor number to the PC, and to keep all relevant information 

indefinitely. The key issue is that the provider and user are different stake-holders in the use of 

privacy information. For providers, the importance of the Cookie is as a data gatherer about users 

in order to enhance their commercial interests. 

A more recent development of Cookies is the Platform for Privacy Preferences (P3P). P3P is a 

protocol developed by the World Wide Web Consortium (W3C). It requires Internet users to 

reveal their privacy preferences before they are allowed to access information on the Internet. 
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Other examples of provider self-regulation of privacy are TRUSTe, Microsoft.Net Passport and 

the Liberty Alliance Project. 

A central point of contention with P3P is that its philosophy makes personal data a negotiable 

commodity through its APPEL rule set. This is in contrast to the EU privacy directive that 

establishes a level of protection that is non-negotiable. The implication with P3P is that the 

individual has to protect himself and trust providers, whereas the EU Directive has it that 

protection is the controller's responsibility.  P3P policies could of course be extended to make 

vocabulary and base data element changes and to relate to the European notion of privacy, 

however, the incompleteness of the compliance concept, and the presence of an explicit 

negotiation infrastructure are difficult to fully overcome.  

A general criticism of the provider self-regulation of privacy approach is that it lacks fairness and 

transparency. Fairness means that information is used only for the purpose for which it is 

collected. Transparency means that when organizations collect information about individuals, 

they should notify the individual about the information that is collected and how it is used.  

Central to the legal and ethical norms for privacy protection is the recognition that individuals 

should not be required to negotiate or choose among Fair Information Practices. Such 

negotiations would invariably disadvantage those who could not purchase sufficient privacy and 

would lead to a gradual decline in the level of protection available to the general public. Privacy 

protection exists where Fair Information Practices are enforced. 

The second criticism of the provider self-regulation of privacy approach is that it focuses on just 

one stake-holder in the privacy  interaction, the provider, and that it focuses just on the 

functional requirement to protect. For example there is often a trade-off between privacy and 

accessibility or privacy and throughput. Rannenberg terms this type of multi-stakeholder or multi-

party view of security as multilateral security – balances can be achieved between the different 

stake-holders. He focuses on the depth of the balance receivers of information need to achieve 

between sender anonymity and sender identity - something he call reachability management. He 

also states that a regulatory framework may be needed to balance great differences in power 

between the different stake-holders. 

4.4.4 Legislative Approaches to Privacy 
Much of the developed world has progressively legislated broad fair information practices. These 

were codified in the OECD's 1980 Guidelines. The OECD, Organization for Economic 
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Cooperation and Development Guidelines on the Protection of Privacy and Transborder Flows 

of Personal Data. Privacy Guidelines and privacy laws are based on a set of Fair Information 

Practices that describe the obligations of organizations that collect personally identifiable 

information and the rights of individuals who give up their personal information. The European 

Union has also recognised the need for a tightening of the provisions, and a Directive came into 

effect in October 1998 [62]. The actual directive is quite verbose, Privacy principles, abstracted from 

the complexities of legal code, have been developed to simplify compliance with privacy 

regulations, see Table 2. 

 
No Principle Description 
1 Reporting the 

processing 
All non-exempt processing must be reported in advance to the National 
Data Protection Authority. 

2 Transparent 
processing 

The information owner must be able to see who is processing his personal 
data and for what purpose. The controller must keep track of all 
processing performed by itself and the data processors and make it 
available to the user. 

3 Finality & Purpose 
Limitation 

Personal data may only be collected for specific, explicit, legitimate 
purposes and not further processed in a way that is incompatible with 
those purposes. 

4 Lawful basis for data 
processing 

Personal data processing must be based on what is legally specified for the 
type of data involved, which varies depending on the type of personal data.

5 Data quality Personal data must be as correct and as accurate as possible. The 
controller must allow the citizen to examine and modify all data 
attributable to that person. 

6 Rights  The information owner has the right to improve their data as well as the 
right to raise certain objections regarding the controller's execution of 
these principles.. 

7 Data traffic outside 
EU 

Exchange of personal data to a country outside the EU is permitted only if 
that country offers adequate protection. 
If personal data is distributed outside the EU, the controller will at least 
have to assure appropriate measures are take place in that locality. 

8 Security Technical measures are taken to assure the integrity of processing. 
9 Processor 

processing 
If data processing is outsourced from controller to processor, 
controllability must be arranged 

Table 2: High-level summary of privacy principles 

 
Further, the data protection law [62] defines the roles of controllers, processors and information 

owners: the controller is the holder of ultimate accountability for the legitimate stewardship of a 

information owner’s personal data. The controller may employ one or more processors to help it 

meet the information owner’s requests.   
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The main criticism of legislative approaches is their bounding to a particular geographical region. 

The legislative approach requires exchange of legal agreements between the user and service 

provider before any private information can be shared. The legal interpretation of these 

agreements can differ if the user is from EU and the service provider belongs to the U.S. 

4.5 Survey of  Privacy Models  

 Restricted 
disclosure  
 

 Selective 
nymity 
model 

Owner 
centered 
control of 
privacy 

user context misuse 1) 
defined, 2) detected & 
3) penalized 

Conventional √ X X X 
Provide driven √ X X 1) √, 2-3) X 
PET √ X √ X 
Privacy DRM √ √ X 1-2√, 3X 
Legislative √ √ √ √ 
Trust-based √ √ √ X 

Table 3: Review of designs for safeguarding user contexts 

There are a variety of models to support user privacy (see Table 4). Conventional computer 

encryption and access control support information privacy, confidentiality and information access 

control by restricting information access to those that can decrypt and access it. Conventional 

cryptographic and access control approaches typically use public keys for confidentiality, digital 

signatures to guard against a misrepresentation of the information from the sender at the receiver 

and the use of access control matrices to support authorised access.  Such systems may be secure 

but have little privacy because of the use of signing and the lack of an anonymity model of the 

user.  

Commercially, privacy is driven by provider-driven approaches such as P3P to personalize service 

access by allowing providers access to full personal information acting as trusted principals on 

behalf of owners. However the user has little control of the full context that the provider holds 

and it is thus open to abuse. The criticism of P3P includes [67]: privacy is regarded as a negotiable 

commodity and that the overall level of privacy depends on the user’s ability to pay for it. 

Secondly, the process of sharing privacy information is server oriented. More specifically, P3P 

evaluation is done by matching user references against server provider policy, where policies are 

created by service providers. Users have no choice here but to trust the service provider 

completely. Since, P3P doesn’t support authentication there is no way to determine the legitimacy 

of the statements listed in a service provider policy. Thirdly, although P3P documents are written 
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in human readable format, they are difficult to understand and therefore machine assistance is 

required to evaluate them.  

PET, Privacy Enhancing Techniques, seek to minimize or eliminate the collection of personally 

identifiable information, for example, by acting as a broker to provide pseudo-anonymity by 

disassociating users’ preferences from their real identity and by assigning users a pseudo identity. 

PET technologies are especially effective in minimizing unsanctioned user profiling and gathering 

of private information by third parties. Although some sources consider PET as a relatively 

effective solution to provide certain types of privacy [63], PET does not address the overall 

problem. The main limitation of PET technology is the fact that anonymising a particular entity 

eliminates the possibility of information sharing and that an identity can be derived indirectly via 

monitoring. This requires a complex policy system to be capable of addressing user’s guidelines 

regarding the sharing of private information. These kinds of applications tend to be very complex 

and in order to be used effectively, some assistance is preferable.  In some cases, in order to 

receive a particular service, some sharing of private information is required. Hence, what PET 

really needs, is pseudo-anonymity.  

Privacy can be regarded as a Digital Rights Management or DRM problem [68]. This provides a 

strong model for owner context access to be accurately regulated but it trusts that access control 

of the user context by holders and authorized requestors is responsible. This is open to potential 

abuse by context holders. It has no explicit user centred ‘nymity’ model. 

Much of the developed world has progressively legislated broad fair information practices. These 

were codified in the OECD's (Organization for Economic Cooperation and Development) 1980 

Guidelines on the Protection of Privacy and Transborder Flows of Personal Data [69]. The main 

criticism of the legislative approach is its bounding to a particular geo-graphical region. The 

legislative approach requires an exchange of legal agreements between the user and service 

provider before any private information can be shared. The legal interpretation of these 

agreements can differ if the user is from EU and the service provider belongs to the U.S. 

The EU IST SECURE Project [70] adopts a trust-based approach that supports anonymity 

model but links it to evidence and to a persistent pseudonym to allow these to be evaluated and 

form input into trust decisions.  
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4.6 Survey of  Privacy-Enabled Context-Aware Service Infrastructures  

This survey focuses primarily on agent-based context-aware service infrastructures. Whilst there 

are several prototype agent-based context-aware service infrastructures and some proposed 

privacy models, few of the implemented context-aware infrastructures describe the integration of 

comprehensive deployed privacy framework in sufficient detail. There have been a number of 

attempts to employ agent technology to deliver a location-aware system. Recent developments 

include projects such as CRUMPET [71], HIPS [72] and post HIPS, Gulliver’s Genie [51]. 

Common threats to privacy of the user exist in all these systems. All the agent systems use some 

kind of personal context sharing to deliver a range of services. This context is usually used by a 

second party to minimize and optimize the information flow. In terms of the services that each 

offers to tourists, Gulliver’s Genie focuses more on the navigation and cultural requirements of 

tourists. This approach assumes the need to transfer a large amount of multimedia information 

and as a result agents have been used to enable intelligent pre-caching.  

Two general modes of operation can be identified, they are, anonymous browsing and 

personalized service retrieval. Anonymous browsing assumes that the user id is not revealed and 

that all of the personal content sharing is done anonymously. Personalized service retrieval 

requires that the real identity of the user, be revealed. Within agent-based frameworks, privacy 

issues can be addressed by having some kind of middle agent acting as a system portal which is 

user controller and is capable of anonymising user to the rest of the system. According to Decker  

et al. [25], there are different patterns of interaction based upon who reveal what to whom. In 

this model there are three main actors, users, requestors and middle agents. Decker et al 

identified three main types of middle-agents: matchmakers or yellow page agents that process 

advertisements, blackboard agents that collect requests and brokers that process both. Taking the 

privacy of miscellaneous stakeholder into consideration, the most suitable solution is to employ 

the broker type of middle agent. These agents can conceal a requester’s identity from service 

providers and vice versa. In addition, they are also able to cope more quickly with a rapidly 

changing agent workforce. The only problem here is that a hidden identity eliminates the 

possibility for service personalization. 

4.7 Conclusions 

In this chapter, a variety of privacy initiatives and approaches were reviewed. These include 

conventional approaches to providing privacy such as access control, authority delegation, 

privacy enhanced technologies and various self-regulation and policy-based approaches. These 

however are not sufficient by themselves and a different approach is necessary. This is due to the 
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fact that context-aware services have to deal with situations were some context have to be made 

public in exchange for adapted services. Despite codes of practice and policies, the different 

stake-holders have different views on how much context has to be revealed and the drivers for 

the use of the privacy information may differ from the individual’s view.   

In addition location privacy has a further distinguishing characteristic that location privacy is 

more about controlling the level of detail provided to stakeholders rather than about a decision as 

to whether to allow or deny access. 

To address the issues concerning privacy protection within location-aware environment the 

decision was made to produce a multi-lateral privacy framework that is user-centred. 
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C h a p t e r  5  

CRUMPET: CREATION OF USER FRIENDLY MOBILE 
PERSONALISED SERVICES FOR TOURISM 

5 CRUMPET: CReation of User-friendly Mobile PErsonalised 
services for Tourism 

5.1 Introduction 

The EU CRUMPET, Creation of User-friendly Mobile services Personalised for Tourism, project 

[71] is described here. This project illustrates the application of a Multi-Agent System framework 

to support eTourism application services. The CRUMPET project combines four key 

characteristics: location-awareness, multi-agent technology, multimedia access over mobile 

terminals and personalised user interaction (see Figure 2). The focus of the project on location-

awareness and Location-Aware Services eTourism services is not reflected by terms in the 

CRUMPET project title.  

Location-aware services

Personalised user 
interaction

Multi-agent 
technology

Multimedia 
information access

over

mobile terminals

Location-aware services

Personalised user 
interaction

Multi-agent 
technology

Multimedia 
information access

over

mobile terminals

 

Figure 1: The CRUMPET system integrates four key 
technologies 

The author’s contribution to this EU multi-partner project concerned: 
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• The design, implementation and testing of the broker agent middleware services to 

support location-aware eTourism services; 

• The implementation and testing of service agents and other agent middleware services 

for the London location; 

• An analysis of the design and implementation of the whole system. 

The overall aim of CRUMPET was to implement, validate, and trial tourism-related value-added 

services for nomadic users. The services offered to the tourist as an end-user are realised by a 

MAS. The Multi-Agent System is a collection of agents with specific roles within a specific a 

organisational structure, in this case one representing eTourism.  

CRUMPET agents realise the weak notion of an agent (chapter 3). CRUMPET agents are 

distributed autonomous computation processes. Agents are more reactive rather than deliberative 

in order to deliver information and achieve tasks in a timely manner. A few agents are proactive, 

for example, an agent called the proactive tips agent will notify the user agent when sights the 

user has previously expressed an interest are located nearby. Agents are collaborative, they use the 

FIPA interaction protocols to share information and tasks. CRUMPET agents were not designed 

to realise the strong notation of the agent. This is mainly because of the communication costs to 

support coordination of different agent’s mental models was considered to be too high in a 

network currently limited by a relatively low bandwidth local loop and also because the 

processing resources in the mobile terminal are very limited. 

In the application domain each agent can solve one or more tasks in the domain problem such as 

location determination. A complex task however, such as providing restaurant information in a 

form appropriate for a given terminal and network bandwidth may need to be achieved through 

communication and co-operation amongst several agents. In this case, distributed network 

monitor agents can assess the state of the network and collaborate with a content adaptation 

agent that in turn accesses content from a service agent. Network control agents can dynamically 

adapt the content flow to the mobile terminal based on the terminal characteristics and the 

network characteristics [73]. 

 



 

 56

 
Figure 2: Digital agents in the CRUMPET mobile 
agent architecture 

A schematic diagram of the CRUMPET MAS is given in Figure 3. The client agents are hosted 

on the end user terminal devices. Here they handle the GUI and interaction with the network 

servers in the access point. The terminal devices provide a light weight agent infrastructure called 

micro FIPA-OS to execute agents. The client agent manages the user interface implemented 

using a Web browser or a Java applet. 

The Service agents conceptually wrap the existing e-tourism services. Service agents may also be 

used to construct agent-enabled tourism services developed specifically within the CRUMPET 

project. There is at least one service agent per type of tourism service. Types of tourism service 

include sights, restaurants and hotels. 

The middle agents mediate and facilitate information and task sharing between the requesting 

client agents and the available tourism service provided agents. They are able to combine several 

agents’ capabilities to serve one user request. For example, when the user's location changes new 

local services that meet the specified service constraints can be discovered by the middle agents 

and their services offered to the user. The system has been designed with a range of usability 

issues in mind [74], as well as to solve technical requirements such as scalability and handling of 

real-world networking conditions.  

5.2 Requirements 

The following scenario gives a vision of how CRUMPET supports personalization and location-

awareness. The scenario also illustrates the key features of the system. 

A businessman takes advantage of an unexpected afternoon off during his business and now 

strolls through the centre of Heidelberg spontaneously. He has, however, switched on his PDA 

and enabled the pro active tip agent of the CRUMPET service. After a while, he hears a tone and 
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sees an icon on his screen indicating a tip. When he clicks on it a note appears saying that he is 

quite near to one of the historic sites of Heidelberg, in which he might be interested. Indeed he is, 

and when he clicks on "more information" he receives directions to the site and a short 

description of the sight. 

 

 
Figure 3: Proactive Tips Use Case 

The key features of the system illustrated by this scenario are (see Figure 3):  

• Service provider capabilities are registered; 

• The user's location is determined, e.g. using a GPS based system; 

• This location context can be used to select services near to that location; 

• The user’s personal preferences are gathered and stored in the system; 

• The system can proactively monitor a changing location and search for services that 

match constraints such as location and personal preferences; 

• The system can act as a broker between a user and provider, that is acts as intermediary 

for all communication between a user and provider; 
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• The system can adapt information according to the context, such as location and 

personal preferences, intended destination, quality of service and system model of the 

user. 

The CRUMPET system also supports some other requirements in other scenarios [75]: 

• It can act as a match-maker to relate service preferences to service provider capabilities, 

however, once the match occurs, users and providers contact each other directly (it does 

not behave as a broker); 

• The system can monitor the network quality of service (QoS) in terms of bandwidth; 

• The system can adapt content to the network QoS; 

• The system can supply location-dependant maps on requests; 

• The system can show tours or routes from one location to another (destination) location. 

 

5.3 Multi-Agent Architecture 

The multi-agent architecture chosen in CRUMPET is essentially a three-tier-structure (see Figure 

4), with client agents, service agents and middleware agents. 
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Figure 4: Three-tier architecture of the CRUMPET 
MAS 

Table 5 below gives a more detailed description of the agents in the CRUMPET Multi-Agent 

System.  

Table 4: CRUMPET agents 

CA Control Agent:   controls network access by opening and closing connections 
CASA Content Adaptation Service Agent: creates the “pages” that are to be shown to the user, 

adapting the size and format to networking conditions 
CCA CRUMPET Client Agent:: resides on the client device 
DCA Dialog Control Agent: broker agent; one stop shop for client’s service access 
GSA Geo-Spatial Agent: provides spatial co-ordinates and addresses of spatial objects 
MA Monitor Agent: monitors the network QoS ( in terms of the round-trip time for 

messages) 
MAPA Map Agent: creates maps centred on a location, sized to fit a terminal’s screen 

dimensions. 
SA Sights Agent: provides information about services such as local sights 
TA Tour Agent: creates tours and routes  
UMA User Modelling Agent: forms models of user interests either by observation or through 

direct interaction. 
 

Client agents manage access the tourism services. Service agents manage resource access where 

resources represent databases for sights, restaurant, GIS and map data. The model of the user is 

also a model of a service user.  
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Middle agents provide some of the richest interaction between agents. They can be used for 

match-making between client agents' preferences and service agents' capabilities. They can 

employ user interests to filter or sort large amounts of information received from providers. They 

can act as brokers to handle all the user to service provider interaction, e.g., CRUMPET DCA 

agent [76].  They can provide a one-stop shop for the user simplifying the view of the service 

architecture and combining results into "digestible" information output for the user device and 

user. They can act as presentation managers to adapt the content to the quality of the network 

link, personal preferences and terminal characteristics.  

Middle agents can be used to link and integrate information from multiple service providers. 

They can be used to orchestrate work-flow between multiple providers. They can act as 

anonymisers to hide the identity of the user from the provider (and vice versa if necessary).  They 

can help to handle failures by providing alternative service providers fair consideration of 

competitive service providers. They can help foster fairness amongst service providers by 

supplying all service request matches or supporting random service provider selection when one 

match from the whole group of potential matched providers is required. 

It is worth noting that the chosen approach strongly relies on an integrated contribution of each 

agent’s capabilities for the required services. The local legacy content providers may be 

considered as independent building blocks that are independently offered (or not offered) to a 

user, whereas the middle agents need to interact in a collaborative way to support the system’s 

functions and qualities as required.  

Specialized agents rely on a sensible integration in order to contribute localization, content 

adaptation and mediation to the whole service. It should be mentioned that this agency is largely 

user transparent, i.e. much of the underlying complexity of the multi-agent architecture is not 

visible to the user. The mediator agents and user agents combine to shield much of this 

complexity from the service user. 

These features mainly help to increase usability while offering heterogeneous services to a user, 

who uses a small screen, low capacity device with a wireless connection of the services. The client 

agent and the middle agents were designed to facilitate interaction, and the next sections describe 

in more detail this concept and its realization using agents. 



 

 61

5.3.1 Exploitation of distributed legacy systems 
Local content and service providers require middleware to be able to have multiple services 

integrated in this agency.  Legacy systems can be integrated and exploited by means of wrapper 

agents, which register their availability and services with the CRUMPET agency, through which 

interaction can occur with the middle-agents. There are several options regarding the role such a 

wrapper agent can assume, e.g., whether it acts as one interface to all "hotel reservation services", 

or on behalf of one hotel chain, or even one single hotel. Therefore this architecture is suitable to 

support various business models.  

Another issue concerns the heterogeneous ontologies that are likely to be used by legacy systems. 

Ontology in this context is a description of the domain specific semantics that are associated with 

the terms that exist within the information sources. Service brokering, as characterised here, 

requires an ontology that allows the matching and relating of user requests, user interests, and 

service offers. The mediator agents and the user model are ontology-based. For a personalized, 

location-aware service mediation or brokerage, the ontology should cover: 

• Basic tourist domain concepts: e.g., hotels, restaurants, sights; also the related concepts 

such as single-room, price and date of arrival ; 

• Tourism Service features, e.g., reservation, booking, possibility of cancellation, mode of 

payment and security guarantees; 

• Information request habits: e.g., preferences for short information, dislike of animation, 

languages understood and preferences for maps; 

• Content tagging: e.g., “is page suitable as an introduction description”, background 

information, visualization and last update. 

The latter three points require that services and the available information resources be described 

by suitable metadata. Currently, this is not usually the case in Internet-based services but future 

development towards a "Semantic Web" [77] requires that tagging of content and services carried 

out with reference to defined ontologies.  

The handling of quite different content bases for different service, at multiple trial sites (Helsinki, 

Heidelberg and London) demonstrates the feasibility of this architectural concept, and highlights 

the issues that need to be solved when commercially exploiting such systems. However, the 
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integration and exploitation of heterogeneous, Location-Aware Services is potentially a many to 

many mapping problem. One solution could be to decide upon the use of a canonical 

interchange format in the form of standard tourism taxonomy and to use this as an interface 

between the MAS and the legacy local services. One example tourism taxonomy is the IFITT the 

Reference Model of an Electronic Tourism Market [78].  

The specification of such a tourism data model illustrates some of the challenges in being to reuse 

the same tourism domain data model  or ontology across multiple applications. This IFITT 

reference model was developed to support the composition of tourism service descriptions for 

tourism brochures. It lacks the concepts of spatial objects, their geo-position, and topological 

relations, which form an indispensable part of the LAS applications and GIS services. . The EU-

funded project HARMONISE (IST-2000-29329) project [79] is an example of another effort to 

develop a tourism ontology. There is no simple mapping between the IFITT and the 

HARMONISE ontology making it difficult to link multiple services that use both of these 

ontologies 
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Figure 4: The distributed MAS and location-specific 
wrapper agents 

 

5.4 Service Mediation 

Service mediation can be composed from a set of more basic service building blocks: service 

discovery to look up appropriate services; brokerage between different users and provider agents; 
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providing personalised service whilst protecting user's privacy and interests; managing service 

providers,  integrating several providers and providing a one-stop shop to simplify  interaction 

with multiple service providers. 

5.4.1 Service Discovery 
Service discovery makes use of an underlying agent directory service called the FIPA DF or 

directory facilitator [80]. This is not shown in Figure 3 or Figure 4 as it is part of the underlying 

agent infrastructure or agent platform. The DF has a well-known name and address. Service 

agents register a description of themselves with the DF when they start-up. The DF is contacted 

by a service broker agent called the Dialog Control Agent (DCA) when that DF starts up, in 

order to locate the other agents that it needs to deal with. 

5.4.2 Accessing and Protecting Personalised Services 
The provision of personalised services makes use of a user model. The user should be given 

anonymity while using the services. Users do not generally want to reveal their interests to 

unknown third parties. This can be achieved by using a middle-agent to act as a broker: The 

CRUMPET client agent (CCA) contacts the DCA broker agent who can contact service 

providers whilst maintaining the user’s privacy. Not only is a user anonymous to the used service 

providers but also they cannot even assemble individual (though anonymous) profiles, as one 

broker agent may act on behalf of multiple clients. 

The user modelling that can be derived from a broker able to interact with multiple users has 

more relevant input available compared to user modelling agents that are linked to a single user 

agent. The multiple user modelling broker can make use of more information events than a single 

provider could assemble and it can also  use cross-service effects [81].  

For transactions such as electronic payments, the concept of mediation and facilitation may be 

difficult as there is not direct contact and interaction between providers and clients. This requires 

trust in the broker by both the user and provider to shows some properties of the stronger 

notion of an agent such as rationality, benevolence and veracity.. Rationality: the broker agent will 

always act in order to achieve the goals of the provider and user will not act in such a way so as to 

prevent their goals being reached. Benevolence: the broker agent will be able to resolve any 

conflicts between user and provider interests and between multiple provider interests. Veracity: 

the agent will not knowingly communicate false information to either party. The agency can 

handle the payments if the necessary technical and organisational preconditions as given, Or it 
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can support direct contact between client and provider with the provider, handling the actual 

process of buying and paying. In this latter case, much of the information gathering and 

negotiation is handled with clients remaining anonymous, but when it comes to agreeing a 

contract; both client and provider will reveal their identity. 

Middle-agents also have to support the use of competitive content providers in agencies. A 

mediator agent may find more than one suitable provider when requiring a service. A trustworthy 

agency has to guarantee to serve competitive service providers in a disinterested, unbiased way. 

The chosen architecture of the CRUMPET agency is one pillar in building a trustworthy and 

secure system, but other measures are needed in addition to this. The full scope of this issue 

could not be tackled within the current project but needs a broader effort of the R&D 

community [82]. 

 

Figure 5: Sequence diagram for use case 
"RecommendSights" 
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5.4.3 Integrating services and simplifying service access 
The DCA Broker agent plays an important role in simplifying access to the CRUMPET service 

agents such as the SA (Sights Agent), GSA (Geo-Spatial information Agent), TA (Tour Agent) 

and MAPA (Map Agent), see Figure 4. This is particularly important for the CCA that can reside 

on the CRUMPET terminal. The DCA shields the CCA from having to maintain multiple 

dialogues with different services agents and provides a single access point for CRUMPET 

services. An example of the former point is when the CCA (see Figure 5) asks the CRUMPET 

System to recommend sights near to it. The DCA retrieves the preferences from the UMA, uses 

the location information GSA to select entities that are near to a location, and uses the 

preferences to select entities that are interesting sights from the SA. The information about the 

preferred local sights is sent to the CASA for adaptation to the display, and then sent to the CCA 

to display to the user. 

5.4.4 Mediation Design and Research Issues 
There are several interesting research and design issues that arise during the development of 

mediation services. There are privacy issues in using the DCA itself. The DCA uses user 

preferences obtained from the UMA. Although the DCA does not pass user information such as 

the identity of the user, the user preferences and the user’s current location, to other agents the 

,the DCA could be attacked in order to access such confidential information. To reduce this 

security risk, the DCA could protect this information using encryption and by storing this 

information for a limited amount of time only. However, it may be useful for the DCA to store 

and analyse all requests to it in order to derive access patterns and perhaps leverage the 

experience from servicing one user’s request in dealing with a different user’s request. As the 

value of the stored data increases so does the incentive for attack. However, this can be 

minimised by not storing the user’s real identity with the request. 

A broker agent such as the DCA can easily become a bottleneck that limits the scalability of an 

open service system. The bottleneck can be alleviated by taking into account the expected and 

observed interaction of the DCA. For example, in an earlier version of the DCA, the DCA also 

adapts the returned results of any requests it received for display by the requestor. To improve 

the throughput through the DCA, this function was delegated to a cluster of helper agents (a set 

of CASA agents). In addition, the DCA can also be designed as a pool of broker agents rather 

than as a single agent. 
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In many applications, service brokers often need to understand the information they are 

exchanging between the requesters and the providers of services. In the electronic version of 

brokerage, the broker often needs to have a limited understanding of different ontologies of 

domains. For example, in the CRUMPET project, it is envisaged that different services will refer 

to the same concept in different ways, using different names by perhaps associating that data with 

different meta-data such as descriptions. One approach is to try to get all parties to agree on a 

common ontology for the same concepts but this is very difficult in a dynamic open service 

environment. The approach adopted by the CRUMPET DCA is to maintain associations 

between synonyms - different terms possibly in different ontologies or in the same ontology that 

have the same meaning. 

5.5 Discussion of  CRUMPET results 

5.5.1 FIPA-OS vs. JADE 
Although, CRUMPET was a very successful project during its lifetime, (2000-2002) there are 

several ways it can be improved.  Some of these are due to the software choices made. The 

FIPA-OS and Micro FIPA-OS version of FIPA-OS for mobile terminals have proven to be very 

difficult to maintain and as new services are required the overall system becomes very complex 

and difficult to maintain. For this reason, the decision was made to re-implement system 

components described previously using the JADE LEAP agent platform [83] that based upon the 

author’s experiences and those of other researchers seemed to more maintainable than FIPA-OS. 

A comparison of JADE and FIPA-OS is given in the Table 5.  The design and implementation of 

the JADE version and the enhancements are presented in the following chapters.  

Table 5: FIPA-OS and JADE Usability Comparison 

 FIPA-OS JADE 
General Description FIPA-OS is a toolkit for developing 

FIPA compliant agents. 
JADE is a toolkit for developing 
FIPA compliant agents. 

GUI GUI is relatively stable but lacks of 
control over agent execution/ 
monitoring compared to JADE. 

GUI provides more agent 
management functionality than  
FIPA-OS, is easier to follow, and 
is more stable. 

Coding Styles Most Java programmers use a 
Hungarian format to represent 
variables where FIPA-OS uses C 
style variable names. This fact 
causes unavoidable confusion, 
especially when there are several 
teams of programmers working 
remotely. 

Both the coding style and 
documentation are clear and easy 
to interpret. 
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Support  Lacks documentation, examples are 
buggy, took much longer to get 
familiar with.  

Much easier to learn. Overall, 
offers a somewhat better 
development environment than 
FIPA-OS.  

Setting Up Easy to set up but requires some 
initial knowledge about the 
platform. 

Set up is very easy. Does not 
require any previous knowledge 
about the platform. 

Debugging Generates extremely large text files 
for every execution (approximately 
800 kb), Special tool had to be 
implemented to ease debugging. For 
every message debugging level has 
to be assigned manually by the agent 
developer otherwise the message 
will not be included in the log file. 

Sniffer agent handles debugging 
nicely by displaying agent 
interactions and contents of 
individual message. 

Scalability Tests showed that  communication 
suffers severe message loss as the 
number of agents per platform 
exceeded a threshold (18 agents) 

Tests revealed that performance 
decreased but message loss did 
not occur as the number of agents 
per platform exceeded a threshold 
(22 agents). 

 

On the more technical level FIPA-OS and JADE can be distinguished based on the way agents 

are executed.  

Table 6: FIPA-OS/JADE Agent Execution 

FIPA-OS Agent Execution JADE Agent Execution 
FIPA-OS agent execution is based upon a Task 
Manager concept. 
 
TM provides the ability to split the overall 
functionality of an agent into smaller units (tasks). 
 
newTask() method creates a task and register it 
with the Task Manager 
 
Several tasks can run in parallel 

JADE agent execution model is based upon the 
container concept  
 
A container is a process There is a number of 
agents allowed per container 
 
Agents are threads and every agent has its own 
thread of execution 
 
Behaviours are similar to tasks in FIPA-OS but 
no infinite loop allowed and only 1 behaviour is 
executed at a time in the run queue. A round-
robin scheduling is used to execute them 

 

Although FIPA-OS agent execution model seems to be easier to understand (see Table 6) JADE 

platform compensates for this by making implementation transparent and representing 

containers graphically within the GUI. 
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The CRUMPET infrastructure requires agents running on small footprint devices. The Table 7 

gives a brief comparison of the embedded platforms which correspond to FIPA and JADE 

respectively. 

Table 7: Micro FIPA-OS and JADE-LEAP 
Comparison 

Micro FIPA-OS JADE-LEAP 
Stand alone execution mode only. There are two execution modes (v.3.0 and 

later): stand alone and split. 
Only Personal Java is supported.  Smaller devices also targeted, e.g.,  mobile 

phone with J2ME/CLDC/MIDP 
 

Although the micro platforms described in the Table 7 are very similar JADE-LEAP gives a bit 

more flexibility for developers. In the LAS environment the devices can vary dramatically and 

some of them do not support Personal Java. Since Personal Java is the only Java version 

supported by Micro FIPA-OS these devices will be automatically excluded from the CRUMPET 

services domain.  

Due to the issues of usability scalability of FIPA-OS mentioned earlier, the JADE platform was 

chosen to develop the extension of CRUMPET services and middleware  in the USHER system 

(see next chapter).  

5.5.2 Ontology 
The spatial services within the CRUMPET project were developed by the European Media Lab 

(EML) and built using the expertise gained during the DEEP MAP project [53]. The Deep Map 

framework was mainly concerned with the prototype development of a digital personal mobile 

tourist guide that integrates research from different scientific areas. One of the main problems, 

the developers of DEEP MAP encountered was how to represent the structure of the 

geographical data. The adopted solution was to use the Geographical Markup Language [84], an 

XML representation of the Simple Feature Specification developed by Open GIS Consortium 

[85]. The reason behind this decision was related to the fact that OGC GML is one of the main 

industry standards and supported by most spatial databases. Adopting GML means that the issue 

of interoperability between heterogeneous spatial services is less critical. However, due to the 

complexity of the GML structure and slow XML data parsing the overall system performance of 

the DEEP MAP was very low. It was clear that there was a need for some improvements. 
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There were several options to resolve this problem and all of them were concerned with the 

changing the GIS ontology format. In other words keeping the GIS data specification intact but 

improving the actual data representation and ontology parsing. The typical solution for a MAS 

environment is to represent the spatial data using one of the ontology languages such as OWL or 

Protégé. This approach could appear to be suitable since XML and ontology languages have one 

main goal in common: they both provide vocabulary and structure for describing information 

sources that are aimed at exchange. However, Ontology languages and XML serve different 

purposes. Ontology languages were designed to specify domain theories whereas XML is a way 

to define syntax of data structures not semantics and integrity constraints for information 

exchange.  GML schema are very complex and have a huge number of miscellaneous concepts. 

Because of performance constraints in parsing and exchanging large Ontology message structures 

in a mobile user infrastructure, a spatial Ontology was not considered feasible to develop. 

Further, the performance in parsing GML schema messages at run-time was also seen as being 

unfeasible in a mobile user infrastructure. 

To overcome this problem, Java classes were generated from the GML schema. This approach of 

has certain limitations compared to conventional ontology languages. One of the main limitations 

is the lack of semantic data representation and reasoning within XML. Another difference is that 

ontology languages such as DAML+OIL are not typed data models, in contrast to XML, – this 

can makes some computation more complex,, e.g., string representations of floating-point values 

need to be converted to floating-point in order to do calculations. XML in comparison has a 

much richer set of basic data types than DAML+OIL for example, XML Schema provides a 

large collection of built-in data types as, for example, string, boolean, float, decimal, timeInstant, 

binary, etc. DAML+OIL only provided string and integer as built-in data types, because of the 

difficulty of providing clear semantics and reasoning support for a large collection of complex 

data types [32]. Another argument for XML generated java ontology is the reduced complexity of 

overall system development.. 

5.5.3 Open Source GIS issues 
The CRUMPET spatial services designed for Helsinki and Heidelberg trials were developed using 

commercial GIS software. This included the conventional RDBMS and special extensions to 

handle more complex spatial data processes. The main disadvantage of such an approach is that 

such software components are costly. The CRUMPET system based upon a MAS infrastructure 

should inherently support openness in terms of adding new services to broaden the services 

supported. This often involves collaboration of multiple teams of researches or developers. 
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Dependence on proprietary technology and the way commercial software is distributed and 

maintained can hinder integration and collaboration.  

The author of this thesis has addressed this issue by implementing GIS software components as 

open source software. The main benefits of open source software can be summarised as follows: 

• Lower development cost; 

• Independence from proprietary technology; 

• Greater availability; 

• Greater development speed; 

• Possibility of redistribution of individual components; 

• Large communities of developers tend to accumulate and refine knowledge about the 

software; 

• New ideas and concepts are developed all the time by different groups of developers; 

• Robustness and security is improved since there are large numbers of developers have 

access to the source code and as a result more bugs can be detected. 

The open source agent services developed to support spatial functionality within CRUMPET 

project include: 

• MAPA agent – mainly concerned with rendering spatial data. The software is easily 

extendable and there are several versions available to handle different spatial databases 

and execution environments;  

• GSA agent – deals with retrieving (or querying) and updating of spatial data;  

• Agent wrappers have been implemented to handle interaction with both opens-source 

POSTGRES RDBMS with POSTGIS spatial extension or MySQL RDBMSs; 
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• Clear defined and documented interfaces to the agent GIS database wrapper were 

defined to support content for different geographical regions.  

5.5.4 Middle Agent Issues 
The use of MAS to support LAS faces a number of challenges. Heterogeneous agents require 

mechanisms to maintain knowledge about their capabilities and services. Some of the tasks 

required to be performed in such domain cannot be done by a single agent and therefore 

cooperation between several agents is needed. Although, the issues of agent’s capabilities 

integration and cooperation do not necessarily require a broker agent, the use of a broker can 

improve system performance and achieve a high level of abstraction for the users and for the 

services modelled.  

A two-tier, broker-less client-server system requires a PDA to run a thick client with a lot of 

processing involved. This would consume a substantial amount of power and limit the usability 

of the system.  Secondly, the knowledge about the available services and agent’s capabilities 

would be difficult to maintain because of intermittent device connectivity in a mobile user 

environment. Every time the device goes offline, the knowledge of available services by the user 

may get stale. This would require more complex bootstrapping mechanisms for the client to 

locate services and this would have a knock-end effect on system complexity.   

The use of a middle agent such as a broker agent supports a powerful control point for 

management in the system – it is easier to control accesses to services and users. In addition, the 

introduction of middle agents reduces the overall system complexity and eases system 

maintenance. Some further discussions of the design decision made can be found in the next 

chapter where an enhanced version of MAS for Location-Aware eTourism is described. 

5.6 Summary 

This chapter presented the work carried out during the CRUMPET project.  It highlights the 

author’s contributions and explains the basis of the important design decisions made.  
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C h a p t e r  6  

USHER: U-COMMERCE SERVICES HERE FOR ROAMERS 

6 USHER: U-Commerce Services Here for Roamers 

6.1 Introduction 

In chapter 5,  the CRUMPET Multi-Agent System to support LAS eTourism applications was 

first presented. This had limitations in terms of using expensive commercial software to help 

implement the GIS services to support LAS; the lack of a privacy model for personal information 

and the simplicity of functionality in the middleware agents to facilitate and simplify user service 

interaction. Hence, an extension of the CRUMPET system was developed called USHER (U-

commerce Services Here for Roamers) has been developed. USHER incorporates more complex 

scenarios. Some of the original CRUMPET components, e.g., MAP Service  and GIS service 

agents have been re-implemented and some new services have been developed, .e.g., to support 

privacy.  

Similar to the CRUMPET system, a three-tier architecture has been adopted for the USHER 

system. The architecture consists of the user tier agents, agent middleware such as supporting 

location-awareness and the service provider agents. 

To utilise functionality of the USHER components and to demonstrate how MAS can support 

mobile users within LAS environment, a Location-Aware Religious Service (LARS) was 

developed. The main reason behind choosing LARS as an application was the richness of the 

content and interaction within the religious domain. Only some basic informative about religious 

services are typically published such as the type and the times of religious service events and the 

address of religious building. However, it is proposed that more sophisticated and interactive 

religious information services can widen access and inform people better. Putting the religious 

domain in context with the three Abrahamic faiths of Christianity, Judaism and Islam, one can 

see an abundant pool of services that can be provided to the follower and non-follower of these 

religions. 

Although religious services attracts some interest by the wider population, for example, because 

of the beauty of their historic and ancient buildings, active participation is by a smaller sub-set of 
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believers of the faith. The user of a religious service typically has personal preferences, relying 

heavily on the religious background of a person. The issue of delivering a religious service is also 

enriched because differing communities exist even within the same religion. Hence, 

personalisation can be a key factor to handle such the richness of religion, in delivering 

information to access the right service to the right recipient. 

The particular LARS developed is targeted mainly at the Muslim student population of Queen 

Mary College, but other religious content is supported. It is a well known that Muslims have to 

pay their duties to God five times a day. It is challenging for mobile users to identify religious 

services in space and time when travelling in an area not familiar to them. It was envisaged that 

both “pull” and “push” type of interaction, e.g., notification when religious service events are 

starting would be useful. The information service would need to be accessible whilst roaming, i.e., 

over wireless networks and on mobile terminals. To wrap the religious service, a Religious Service 

Agent’s (RSA) represents the religious institutions and acts as the interactive “Service Provider” 

for that specific religious institute.  

Multi-agent design is commonly done using an extended object-oriented design methodology. 

The conventional object-oriented design methodologies focus on the organizational (object 

model) and interaction models. Extensions of a object-oriented methodology that are more 

expressive for the design of agents incorporate role models, co-ordination models (FIPA 

Interaction protocols) and semantics data exchange models (Ontologies). 

6.2 USHER Architecture 

 
An agent organisation for religious services can be partitioned into different service agent groups 

such as client agents, service agent and middle agents. The overall USHER architecture is 

presented in the Figure 6. Client agents facilitate user interaction with the system, service agents 

interface miscellaneous service providers to the system and middle agents facilitate interaction 

between clients and service agents, compose services and control data flow within the system. 

The agents within the system can be further classified into ones residing on either the client side 

or the server side. The term client side refers to a client device such as laptop or PDA and server 

side to any stationary server machine within the system. 



 

 74

 

Figure 6: USHER Architecture 

The main roles for the USHER system agents have been defined in Table 8: 

Table 8: Agent roles 

Agent Role 
Client Agent Offers the position determination service (wraps the location device). Manages 

the user’s personal information 
Interface Agent Implements the Presentation logic for information to the client 
Broker Agent Access node for Client into the system; Has knowledge of how to compose 

functionality of different service agents into more complex services. 
RSA Religious Sights Agent: acts as a “Service Provider” attached to a religious 

institution. 
SA Sights agent: offers communal services for all sub-types of sights such as 

religious, restaurants 
GSA Geo-spatial Agent: Service agent that supports spatial functions such as finding 

shortest route to a location, within given area. 
MAPA MAP Agent: Service agent acting as interface for map rendering service. 
 

Organisational structures and roles are partly determined by the interactions that agents playing 

those roles can undertake (see Section 6.12). 
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Figure 7: LARS Three-Tier Architecture 

 
In the above model, the organization of the roles is represented using the Agent-based Unified 

Modelling Language (AUML) [86]. A typical use-case involves a person A that requires a LAS 

and subscribes to the Broker of Area B to access its religious services. The Broker then procures 

the SA to locate the religious institutions in Area B. The Broker informs the GSA of the shortlist 

all the religious institutions, ordered with respect to the shortest distance from individual A’s 

current position. The Broker Agent deploys the MAPA to render the image map of both the 

user’s current position and the position of the closest religious institution. Finally the Broker 

deals with the RSA that acts as the interface to the closest religious institution and brokers the 

religious services to individual A. 

6.3 Use Cases 

The following use case scenarios exhibit the use of a LAS system in the religious domain. 
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6.3.1 Scenario 1: Subscription to Proactive Religious Services 
Muhammad Smith from Birmingham (England) is a first year student visiting Queen Mary 

College in London. While looking around campus, he realises that the next prayer time is fast 

approaching so he subscribes via his PDA to LARS for aid in finding a mosque nearby. 

6.3.2 Scenario 2: Reactive Religious Services 
Now fully aware of the approaching prayer time and subscribed to LARS, Muhammad Smith 

requests information from the system to locate a nearby mosque. The LARS system responds 

and displays a list of mosques, starting with the nearest most recommended mosque based on his 

personal preferences. Curious to know more about the mosque he requests more textual 

information about the religious institution. On receiving the necessary information, Muhammad 

then requests a route map, in order to arrive at the mosque in time for congregational prayers. 

The LAS delivers the map and guides him to his destination. 

6.3.3 Scenario 3: Proactive Religious Services 
Muhammad Smith is visiting London once again. After breakfast he goes shopping in the West 

End of Central London. While shopping, he comes close to one of London's religious sites, the 

London Islamic Cultural Centre Mosque besides Regents Park. Although unaware of the 

presence of this famous mosque as well as losing track of time for the noon congregational 

prayers, the LAS system knows he might be interested in this sight as well as him needing an 

opportunity to pray close to this time. So, with the noon congregational prayer fast approaching, 

the LAS system tips Muhammad in advance, warning Muhammad in plenty of time to prepare 

for prayers. 

Indeed, Muhammad is interested and appreciates the tip. He quickly finishes off any other duties 

at the present time and then asks for directions. The LAS system gives a route leading to the 

mosque. 

Once Muhammad has offered his prayers, he asks for more information about the Cultural 

Centre and about whether or not there is any activity taking place later on today that he could 

attend. The LAS system displays more information about the religious institution and about 

current events. As there were no current events of interest at that institution, Muhammad decides 

to stop by Regents Park and go for a stroll. 

After walking all afternoon and grabbing a bite to eat, Muhammad is suddenly tipped again. The 

LAS system has found a nearby Islamic centre that is hosting a talk by a famous speaker. 
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Muhammad has been to his speeches before and decides to go there.  With the guidance of the 

LAS system, Muhammad sets off for his destination. 

6.3.4 Scenario 4: Local Map Presentation 
A user requests a local map, the position of the user is determined and that location is sent to the 

GIS map generation service to retrieve a map centred on that location. 

6.4 Requirements Analysis 

These use case scenarios focus mainly on a number of requirements: 

• Location-awareness and location specific system support: the system must be able to determine the 

current user position using a location determination facility attached to a PDA; 

• Reactive religious services information. Reactive agents can respond to requests from client 

requesting local services at particular times; 

• Proactive generation of religious service tips: Deliberative involvement of agents to generate 

religious service tips when prayer times approach, preferably 20 minutes before prayer 

time; 

• Adaptation of services to user interests: A database profile of the user’s preferences and interest 

is used for better personalised religious service tips; 

• Adaptation of presentation to dialog history: A history of the user’s actions is kept, e.g., 

receiving a prayer tip and accepting it. This request should be noted in case another 

prayer tip is requested to avoid the same prayer tip being presented to the user; 

• Generation of directions: Using GIS data and the current location of the user, a general 

direction and map can be provided to the user, showing their current location and the 

location of their destination. 

6.5 Client Agent 

The Client Agent (CA) represents the user in the USHER system. Typical users in the USHER 

system are nomadic within a physical environment and are connected to the Internet via a 

wireless link of some kind, e.g., WLAN, GSM, GPRS and UMTS. The CA is (normally) resident 

on devices that contain limited memory and processor speed. Therefore, there are two distinct 
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considerations that must be taken into account when designing an agent that will exist in such an 

environment. Not only must the corresponding agent (and supporting services) footprint be 

small but the agent’s behavioural characteristics must be also constrained to ensure that the agent 

is unable to deploy more concurrent tasks than the environment is able to support. 

With these constraints in mind the design of the CA has focussed on optimisation. The CA was 

designed to run using either the full version of JADE or the small footprint JADE-LEAP. The 

CA functionality is constrained - most of the characteristics normally associated with an 

autonomous agent are delegated to a proxy agent in the fixed part of the network. However, the 

CA must still handle some issues that fall into two categories: managing internal agent behaviours 

and managing external gent behaviours. The external gent tasks concern content display, system 

discovery and subscription and general communication support. The internal agent tasks include 

acquiring user location information and presenting the information.  In more detail, the CA 

supports the following functions: 

• It contacts and registers with a remote Broker Agent in order to enable the user to 

consume USHER services; 

• The CA hosts a GPS location service task that is integrated with a GPS receiver 

connected to the nomadic device. The CA merely extracts the location information from 

the GPS task and forwards it in the same format to the Broker Agent for onward 

transmission to the appropriate GIS service agent. 

6.6 Religious Service Agent 

When designing an RSA, acting as an interface to religious institutions, both reactive and 

proactive interaction are needed. Simple reactive type agents may be useful, e.g., the WWW 

provides services that allow users to type in a Postcode for an area and to receive information 

about places of interest nearby. But often some deliberation is useful for example, in order to 

calculate if something is near. 

An example of the possible proactive tip registered from the RSA is the prayer-times tip. When a 

prayer time draws near, a suitable tip to a user of LARS is useful and this requires a proactive 

service accessed via a mobile terminal. 

The environment for the RSA is deterministic, sequential and discrete. In terms of the prayer tips, 

there are five prayer times for the Islamic faith occurring throughout the day, and once one 
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prayer has taken place, the others follow in succession - the RSA’s next action is dependent upon 

previous actions and sessions in a day. 

6.7 GIS Services 

Location-Aware Services are a key feature of mobile and ubiquitous support [87]. The most 

important context when supporting mobile users is the current location as observed by sensor 

data. Research prototypes, such as Hippie [88] and GUIDE [14] have shown the benefits of 

location-awareness for tourist support. Location-Aware Services can contribute to the ease-of-use 

in many ways. In more detail, the use of a context has to be balanced carefully against other 

usability principles, as  revealed by some empirical studies of such systems [89]. 

USHER uses GPS (Global Positioning System) to locate the client. GPS sensor devices are 

readily available to be attached or to be plugged in to modern PDAs. They are suitable for 

outdoor positioning and have a reasonable accuracy. GPS gives the client's geographical position 

as longitude/ latitude co-ordinates. In order to avoid unnecessary traffic over the wireless 

connection, the client device needs some intelligence to send only the relevant changes in the 

user position to the server. The system uses the current user position mainly as a default 

parameter when a service “near-by” is detected.  

Recent research has focused on the handling and application of geographic information (GI) 

technologies for tourism over the web, like the Deep Map WebGIS developed at EML [53]. 

Little effort has been committed to the standardised, flexible dissemination of (generally high 

volume) geographic data on wireless networks for mobile and nomadic applications. However, 

recently the OpenGIS Consortium has announced two new important specifications: the Web 

Mapping Interface Specification and the Geographic Mark-up Language (GML) based on the 

older, SFS, Simple Feature Specification. GML  is an XML-version of the OpenGIS-Simple 

feature specification: a specification for vector based map-content (geographic features) for GIS 

systems [84]. This geographical information is a crucial feature of every tourism application as 

many users prefer context-related information such as the latest details about the local traffic, 

weather, sights and the local history.   

The GIS agents developed at QMUL are build on the OpenGIS Consortium’s (OGC) compliant 

GIS modules. The content description within all USHER GIS agents for geographic features and 

geometries is the OpenGIS Geographic Markup Language (GML). The GIS agents include: 
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• Geo Spatial Agent (GSA) – low-level Geo Spatial Agent which are responsible for 

making the OpenGIS server functionality available to other agents. 

• Map Agent (MAPA) which provides maps either as rendered bitmaps or as a series of 

separate structured graphic elements. 

When developing LAS for tourism in projects such as USHER, it is necessary to be able to 

manage large volumes of geographical data on a sound server platform in order to make it 

possible to deliver a range of functions on geo-objects to several clients. So called geo-data 

service providers handle geographical data. They are extensions of databases providing extended 

spatial query and indexing capabilities. In order to improve the interoperability between several 

GIS products, OGC published the Open GIS Simple Features Specification (SFS) defining 

interfaces for handling geographical data and services. In order to handle spatial information 

there is a need for a specific database extension. A number of implementations exist to support 

the development of distributed, platform-independent GIS systems, e.g., ESRI’s Spatial Data 

Engine (SDE) for Oracle, Spatial Database Extension for DB2. The PostGIS extension for 

PostGreSQL has been chosen as this is an open source Java implementation, based on SFS. 

PostGIS thus enables access to LAS services using a Java Multi-Agent System. 

6.7.1 The OGC Simple Feature Specification (SFS)   
These features describe the geography of entities in the real world. Simple Features are features 

whose geometry properties are restricted to holding 'simple geometry' (for example, coordinates 

are defined in two dimensions and the path of a curve between coordinates is assumed to be 

interpolated linearly). Real world entities such as “Roads” are typically represented as features 

comprising a set of spatial and non-spatial attribute values, e.g., a geometrical object such as a line 

representing the road’s spatial extent and a string represents its name, etc.). Features may have an 

associated set of operations or behaviourss.  

6.7.2 The Geographic Markup Language (GML)  
GML is an XML representation of Simple Features. In order to draw a map it is necessary to 

transform the GML into a graphic format, either by direct rendering, or by transformation into 

(XML encoded) graphics elements. This can be done anywhere in the processing chain between 

the data store and the visualization device. GML can be related to other new XML-based 

standards like the “Point Of Interest eXchange Language” (POIX) from the W3C Consortium. 



 

 81

This is a more simplified model for position and direction information. POIX data can be 

generated from GML.  

6.7.3 Database Geo Data Representation 
Geo data is separated into two main data types; spatial and non-spatial data. Spatial data can 

represent the actual shape of the feature. Three different types of features exist: they are Point, 

Line and Polygon. A database representation of a polygon feature is shown in Figure 8. In order 

to enable spatial data retrieval, geo data is stored as a persistent layered model of geospatial 

objects. So if one would like to find the distance between two points on a map, an application 

needs only query the layer representing roads. However in practice it can be more complex than 

this, e.g., a one mile distance between source and destination may be shorter than hundred yards 

if the latter destination is positioned across a river with no bridge nearby. 

POLYGON((123.45 123.56, 345.12 123.56, 345.12 345.12, 123.56 345.12, 123.45 123.56)) SRID = 
128 

Figure 8: Database representation of a POLYGON 
feature 

The other data type is non-spatial data which is used to describe different features in a human 

understandable form. A good example of such a description would be the name of the street, the 

building name or the name of the restaurant situated within a particular geographic space.  

6.7.4 Encoding of Geographic Information 
Geography Markup Language (GML) is an XML encoding for the transport and storage of 

geographic information. This includes both the geometry and properties of geographic features. 

The mechanisms and syntax that GML uses to encode geographic information in XML is 

specified and defined by the OpenGIS Consortium. 

"A feature is an abstraction of a real world phenomenon; it is a geographic feature if it is 

associated with a location relative to the Earth." 

A digital representation of the real world can be thought of as a set of features.  The state of a 

feature is defined by a set of properties, where each property can be thought of as a name, type, 

value triple. The feature type defines the number of properties of each feature, as well as their 

names and types. Geographic features are those with properties whose values may be 

geometrical. A feature collection is a collection of features that can itself be regarded as a feature. 
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Simple Features are intended to describe the geographical properties of entities in the real world. 

Their encoding is therefore not concerned with visualizing geographic features in the drawing of 

maps.  To draw a map with GML, it must first be transformed into a graphic format. There are 

two ways this can be achieved: either by direct rendering, or by transforming the XML encoded 

Simple Features into XML encoded graphics elements such as SVG (Scalable Vector Graphics) 

[90], VML (Vector Markup Language) [91], or the  Virtual Reality Markup Language [92].  Such a 

transformation can be done anywhere in the processing chain between the data store and the 

visualization device. GML can be compared to the POIX (Point Of Interest eXchange Language) 

[93]. GML is intended to model the structure and relationships for real world geography. 

Although not connected to GML, POIX is a much simplified model for position and direction 

information. POIX data as such may be required for use in a Portable Digital Assistant (PDA) 

and can be generated from the GML data. 

Coordinates of points in a GML-encoded structure are specified relative to a named Spatial 

Reference System whose description can also encoded in GML. Spatial Reference System 

descriptions are thus always connected to the geographic data by means of a named reference. 

GML provides geometry elements corresponding to the following geometry classes: Point, 

LineString, LinearRing, Polygon, MultiPoint, MultiLineString, MultiPolygon and 

GeometryCollection. In addition it provides a coordinates element for encoding coordinates, and 

a box element for defining extents. 

6.8 Geo Spatial Agent (GSA) 

An OpenGIS-Server or implementation provides the software that exposes these constructs to 

outside clients through specified interfaces. A so-called “Spatial Agent” is implemented to make 

the OpenGIS server functionality available to other agents. In order to perform interactions with 

other agents, a GIS ontology has been generated from OGC Simple Feature Specification XML 

schema. 

The UML diagram in Figure 9 shows the representation of a Geometry feature object of the Simple 

Feature Specification within USHER ontology. Each geometry object is linked with a 

SpatialReferenceSystem.   
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Figure 9: Geometry-SFS representation within 
USHER ontology 

The Spatial Agent performs a wide range of spatial functions from spatial queries and selections, 

distance measures, export of geometry data to visibility analysis. The agent consists of a three-tier 

application using a database with the PostGIS middleware as a store for geographical data and an 

object-oriented access tier using the SFS. Within the application tier, more complex functions can 

be performed that cannot be solved using the inbuilt methods provided by the spatial database 

extension directly.  

 
Figure 10: System interaction between the access layer 
and data layer of the Spatial Agent 
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The “spatial agent” for JADE, performs GIS queries and computational operations on 

geometries. Spatial agent behaviour can be activated by one of the following ACL messages: - 

get-locations, are-locations-in-region or compute-distance. The Spatial Agent supports the 

FIPA-REQUEST interaction protocol. The GSA is able to send back the following ACL reply 

messages: - location-list, distance. The relation between the request and reply messages is 

shown in Table 9. 

 
FIPA-REQUEST FIPA-INFORM 
get-locations location-list 
are-locations-in-region location-list 
compute-distance Distance 
 

Table 9: Agent requests and returned reply messages 

6.8.1 GetLocations Request 
The GetLocations request allows geographic “locations” to be queried by name, object-id, 

address or query locations location type within a given geographic region. Two kinds of queries 

are supported: 

• Get the complete information (name, oid, address, type, geometry) for a location when 

the name or object-id or address is given as input parameters. The agent finds the 

missing information and returns back a complete “Location” object (if possible); 

• Get all locations/objects of a given type (object-type) that are in a specific geographic or 

geometric region. The agent returns a list of locations objects found in the region. 
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•  

Figure 11: A geospatial query with a “polygon” search 
area 

 
6.8.2 AreLocationsInRegion Request 
The AreLocationsInRegion request allows a check to be made if a given set of location objects 

can be found in a specific geographical region. The spatial agent handles this request as follows: 

• Request all objects in a given region; 

• Compare those objects with the given location-list; 

• Send back objects that are found in the list. 
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6.8.3 GSAComputeDistance Request 
The ComputeDistance request allows the distance between two given locations to be computed in 

meters. The agent tries to find out the geometry of the given locations by name, object-id or 

address and computes the distance. 

6.9 Higher-Level Geo-Spatial Services Provider:  MAP Agent (MAPA) 

Maps are of great value for tourists as they have the potential to represent large amounts of 

information about the area of interest within a single picture in a comprehensible form. Tourist 

maps can be used to aid walking and navigating in a foreign area, searching for  businesses or 

sight and  finding out general or special information about a region, e.g., on social, economic, 

historic, environmental, or other aspects. The personal interests of a tourist should also influence 

the map design. In order to facilitate the correct reading and understanding of a map, it needs to 

be designed properly. The art of designing maps in a way that such condensed information is easy 

to understand and avoids confusion, has is a tradition in cartography. To automate this is n 

interesting challenge for AI as map design is a complex task involving cognitive and psychological 

aspects [94]. Map adaptations for mobile application can, and should, take into account a wide 

range of factors including technical conditions, the cognitive abilities of the recipient and its 

purpose of use, e.g., topographic, navigational, thematic, historic, etc.. All these tasks have 

different requirements regarding the design of the map. While it is important for an overview 

map to show many features, not necessarily in great detail, a route map especially needs to display 

suitably important junctions, landmarks etc.[95]. So for each task it is crucial to think about what 

is to be displayed and what can be omitted or generalized. In order to personalise maps USHER 

exploits a User Model (UM) about the user’s interests.  

A Map Agent (MAPA) provides maps either as rendered bitmaps or as a series of displayable 

graphic elements. In the case of bitmaps, MAPA typically supports the JPEG format. Clients 

request maps from an MAPA in terms of named layers and provide parameters such as the size 

of the returned bitmap as well as the spatial reference system to be used in drawing the map. In 

this way, a client can make requests to different MAPA implementations and the results can be 

overlaid to form a rich layering of map information. MAPA standardisation is a general step 

towards an open standard to give transparent access to heterogeneous geo-data and geo-

processing resources in a networked environment but this has not yet been applied to mobile 

tourism services. Within USHER, the work will take the use of geo-information technology one 

step further by developing an integrated spatially-enriched information architecture through the 

intensive use of distributed intelligent agent technology based on the FIPA standard. FIPA agents 
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have been developed that can access servers conforming to the MAPA and so provide a bridge 

between OGC standards and FIPA standards allowing a very high degree of reusability and 

interoperability in spite of the use of such advanced technologies.   

6.9.1 Map Services 
The map interface is invoked by an agent to get a rectangular set of pixels containing a map 

covering a geographic area or a set of graphic elements that lie in a geographic area. The Map 

interface allows the client to specify the distinct layers to be drawn in terms of the spatial 

reference system, the geographic area and other parameters describing the returned map format. 

Within this subsection, the focus is on the so called “Picture Case” of a Map Service. This means, 

that the image is rendered on the server side and returned to the client. This is most appropriate 

for a lightweight client solution as such as USHER. Other possibilities in further developments 

could include the creation of vector display elements, like those specified by the Scalable Vector 

Graphics (SVG) specification, the XML representation for vector graphics elements specified by 

the W3C [90]. 

The following pictures illustrates this graphically: 

 

 

Figure 12: Web map server concept (Open GIS 
Consortium) 

 
Map Agent behaviour can be activated by one of the following ACL messages: ComputeMap 

and MapInteraction. The Map Agent is able to send back the following ACL reply message: 

AvailableMap. The relation between the request and reply messages is shown in Table 9. 
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FIPA-REQUEST FIPA-REPLY 

ComputeMap AvailableMap 

MapInteraction AvailableMap 

Table 10: Map Agent requests and returned reply 
messages 

The ComputeMapRequest supports queries to maps by using the following request-parameters: 

• Layers: a map is composed of several layers that each show a particular type of 

information; e.g., forests, rivers, tramways, streets; 

• Extent: the dimensions of a map in geo-coordinates; 

• Size: the dimensions of a map in pixel-coordinates; 

• SpatialReferenceSystem: used to interpret the coordinates; 

• ImageFormat: the image format that is used for the resulting map; 

• ReturnFormat: e.g., ‘base64’ (ASCII-representation of binary- data) or ‘url’ (reference to a 

file); 

• BackgroundColor of a map;  

• Anti-aliasing; the use or not of anti-aliasing algorithm to draw the map; 

• VendorObjects; the objects shown on the requested map, e.g. locations and routes. 

A Map Interaction request is a map agent action asking for the generation of a map along the 

given parameters. To interact with an existing map, the user who requests a new map (zoomed, 

panned or rotated) does not have to convert map units into world coordinates,  the map agent 

will do this. Available actions (which are mutually exclusive) are: 

• TwoPointAction Request: Shifts centre of the map to a different point and performs an 

action such as zooming or rotating; 
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• Zoom in /zoom out: the two coordinates are interpreted as a rectangle. The centre of 

these is used as the new centre. In case of zoomIn the factor is calculated in the 

following way: factor = Math.min(current_dx/new_dx, current_dy/new_dy); This 

ensures that the new map contains all objects which are enclosed in the rectangle. In the 

other case (zoomOut) the calculation factor = Math.min(new_dx/current_dx, 

new_dy/current_dy) is done; 

• Rotate: using the two coordinate, the rotation is carried out around the centre of the 

map; 

• SinglePointAction and zoomFactor: the coordinate (as centre) and the Factor will be 

used directly for the zoom action. If the zoomFactor > 1 the zoomIn-action will be 

triggered, otherwise the zoomOut-action is triggered; 

• Pan: encapsulates the steps needed to move a map without changing the magnification. 

6.9.2 Adaptive Map Production 
The automatic production of user specific maps varies according to the information needs and 

interests of users. Obviously, knowledge of the area and cognitive capabilities (influenced by age, 

education, physical capabilities) also differ.  Visually impaired people often require larger symbols 

and less detail. A higher zoom level reflecting a smaller area is therefore required.  

If the user’s knowledge of the area is known, this could, in time, lead to systems revealing the 

required information detail, and in particular providing the amount of descriptive text on the 

map. This leads to the question of the short tem (session-oriented) model as opposed to the long 

term user model – and all of the privacy and security issues associated with this.  Thus far a 

general discussion has been given about generating maps adapted to personal or contextual 

influences. The next step is to establish a model that provides guidelines on how to structure the 

process of constructing adapted maps. This could then be used to establish a system. USHER is 

the implementation of a system that realizes some of the identified steps.  
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Figure 13: Design steps for user and context adapted 
maps [96] 

6.9.3 The Map Adaptation Parameters 
A system that includes all of these steps given in Figure 13 has not yet been realized. The first 

step is to focus on the influence of culture, task, orientation, generalization and focus. Some of 

the following steps need to be done implicitly such as base model determination, device size 

termination and labelling. These steps are not discussed here. Others are not yet realized and 

offer possibilities for further research. In the following paragraphs some of the features realized 

in the prototype will be discussed further. 

6.9.4 Culture Specific Colour Association 
Different guidelines for map production exist in different countries. One of the most distinctive 

differences between those guidelines is the different colour schemas available. This is due to the 

fact that the interpretation of colours varies quite clearly in different cultures. Therefore one 

could use the colours that the user can associate something with as a style parameter. This is the 

basis of the only online service which provides this function – Maporama [97]. As colours don't 

have the same meaning in all countries, a culture-adaptive map should take this into account to 

improve user perception of the map. Zipf [96] summarised cultural colour associations as 

follows: 

 Red Blue Green Yellow White 
USA Danger manliness, 

reliability 
safety Cowardice purity 

France Aristocracy liberty, peace crime Transitorines neutrality 
Egypt Death faith, truth, 

virtue 
fertility, 
strength 

joy, luck cheerfulness 

India life, 
creativity 

fertility, strength success death, purity  

China Joy heavens, clouds heaven, 
clouds 

prosperity, 
strength 

death, purity 

Japan anger, 
danger 

Villany youth, energy decency, 
dignity 

death 

Table 11: Cultural associations of colours 

The Map Service developed during this PhD only supports UK style but could be enhanced to 

allow modifications to a wide range of graphic properties. 
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6.9.5 Map Generalization 
Essentially, map generalization comprises content-based and graphic filtering of geographic data 

by using a range of algorithmic and rule-based techniques. Such generalization is necessary as a 

change of scale needs different levels of feature filtering in order to represent reality on a map. 

Two principles may be applied to achieve this, however as they violate the general rules of map 

making, certain compromises are needed. The two principles are [96]: 

• Principle of readability: draw object larger and in another scale. This violates the principle of 

geometric correctness; 

• Ignoring and not drawing certain features. This violates the principle of completeness. 

These principles lead to a range of strategies for generalizing maps [96]: 

Table 12: Strategies for generalizing maps 

Simplifying  
Extending 
Classifying 

Replacing  
Summarizing 
Standardizing 

Selecting  
Judging  
.. 

 

The current Map Agent is not advanced enough to support all of the generalisation principles, 

although it does allow a certain degree of generalization to be defined for each data layer. Further 

improvements of this are under development. 

6.9.6 User-Orientation of the Maps 
Personalized LAS also allows the possibility of specifying an orientation angle in the map request, 

i.e. to indicate where north should be on the map. This allows for a variety of maps to be 

produced- not only those where north is at the top. As a result, it becomes easier for the user to 

interpret the map according to his particular situation. For example, if there is a dominant linear 

feature, such as a big road or river, the map can be oriented so that the street in which the user is 

currently walking is shown in the direction of his movements.  

Example Request /Reply: Maprotation by 90 degree in XML format 
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Figure 24: Example of map rotation 
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6.10  Positional Determination Service 

A system that is aware of a user's current location can contribute to the ease-of-use in many ways. 

For example, a user's request can be automatically related to the current location such as finding 

services in the vicinity, highlighting the position in a map and calculate a distance to a destination. 

Details have been given in previous sections. 

USHER utilises different methods to locate users such as GPS, GSM and WLAN. GPS is 

accurate but works only outdoors, GSM is not very accurate but works both in outdoors and 

indoors. GPS is connected to the mobile terminal and thus it is a user controlled tracking system. 

GSM location tracking relies on the GSM infrastructure and is therefore a service provider 

controlled tracking system. The requirements of the USHER tourism support are met by GPS 

for global positioning in outdoor scenarios. 

In PDA devices available today or in the near future, sensors for determining the location by 

means of Global Positioning System (GPS) are already built in or can easily be attached. 

Positioning by GPS states the client's geographical position as x-y-z co-ordinates, equivalent to 

longitude-latitude-altitude. The GPS location tracking is part of the client’s equipment: the 

hardware is part of the mobile client device (PDA) or attached to it and the software is 

implemented as a task of the client agent (CA) residing on the client device. When GSM or 

WLAN is used, the client agent lacks positioning data and must request it via the middle agents 

such as the Broker Agent, on the access node. The Broker Agent then acquires the user location 

from another network trilateration service.  

6.10.1 Implementation Environment 
The USHER scenario requires ideally a PDA with GPS, wireless LAN and GSM or UMTS 

functionality integrated. The current state of the art in miniaturizing PDA, GPS and GSM devices 

allows two different hardware concepts that would meet the needs of USHER. Firstly, the 

standard PDA functionality is extended by an internal GPS and GSM PC/CF card. Secondly, the 

PDA has an internal GSM card for communication plus a GPS device connected to the PDA’s 

serial port. In Summer 2001 extensive experiments with both solutions available at the time1 

revealed the pros and cons of this two alternatives [98]. Due to technical constraints of the 

integrated GPS card (mainly greedy energy, and interferences with the wireless connection), this 

                                                      
1 Tested on iPAQ 3630, 32 MB. 
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solution did not fit the USHER requirements. For the USHER project life cycle, the solution 

with an external GPS device2 was chosen. However, more integrated hardware is preferred; such 

improved devices are now available. 

An example technical environment specification is to use a high-end PDA as the mobile device 

such as a HP iPAQ PDA. The wireless infrastructure is the Queen Mary WLAN and the GPS 

device is the Garmin’s eTrex GPS device. 

6.10.2 Format of Positioning Data 
A technical challenge is the co-existence of different standards for geo-coordinates and grid 

systems. Coordinates, also referred to as “datums” when used in a geophysical sense, represent a 

reference point in a given model of the earth. The standard used by GPS is WGS-84, but there 

are some 100 other formats of datums in use worldwide. The terms latitude and longitude refer 

to a grid system that covers the earth. A certain grid system needs references to a certain datum in 

order to maintain its accuracy. Existing maps and GIS may be based on any of the grid systems 

that are in use locally or worldwide. At some point, the co-ordinates given by GPS as the current 

user position need to be translated into the format that used in the GIS of another local service 

provider. Transformation algorithms are available and can be used by the service agents that wrap 

the Location-Aware services.  

6.11 Middle Agent Design 

6.11.1 Privacy Mediation 
Data from new tracking systems are becoming universally available for commercial, government, 

educational, scientific and non-profit purposes. Because of the current mass of location data, 

combined with the potential for detailing the mobile activities of large segments of the 

population, the risk for potential misuse of location information about individuals is high. The 

information amassed gives service providers the ability to engage in transactions concerning the 

dissemination of a user's location information to third parties for financial gain. In most cases 

such activities are unknown to the user. This leaves the subscribers in the vulnerable position of 

not having complete control of their own location information and other personal information.  

A level of privacy can be achieved by the Broker Agent when it is positioned between the system 

user and the service provider acting as go-between between them. The Broker Agent can hide the 

user identity from the service provider in such way that the service provider cannot monitor the 
                                                      
2 Garmin eTrex Summit. 
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user activities and profile one by collecting confidential information. The Broker Agent can also 

guard the service provider’s privacy by hiding its identity from the user. This is done by 

anonymisation of the service provider and the user.  

The Broker Agent can store messages and the results of these interactions for future use. This is 

especially important for location tracking and updating user models.  

The Broker Agent has the knowledge of services availability. A decision has to be made on how 

to process a user’s request for a particular service. When the Broker Agent receives a request for 

a service, it may need to contact several service providers represented by some other agents. 

During this procedure a Broker Agent only reveals information that is absolutely necessary to 

successfully complete communication,. During multi-party interaction, the Broker Agent may 

also need to convert the data from one ontology, the requestor’s, to another, the provider’s, as 

different stake-holds and vendors may use different ontologies. The following summarise the 

core functions of the Dialog control Agent: 

• Anonymisation of the user and the service provider in order to ensure user privacy  

• Ensuring fairness when dealing between different competing service providers; 

• Maintaining data persistency; 

• Selective information disclosure; 

• Conversion between different ontology types; 

• Controlling data flow. 

6.11.2 Secure User Modelling 
During online transactions there is a possibility that some third party can gather information 

about the user based upon user actions to then create a user model. This information can then be 

sold, shared. The user has little control over this particular process. To partially resolve this issue 

the Broker uses pseudonyms to anonymise the user to the user modeller (see [99]). Relations 

between the user name and pseudonym can only be drawn by the Broker itself. This approach 

minimizes the possibility of information misuse by untrusted service providers.  
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6.11.3 Information Presentation and Filtering 
In more detail, this includes: 

• Making use of the dialog history and user movement in space;  

• Serving as a presentation manager, combining results to a "digestible" information output 

to the user device, being able to react to dynamic changes in the technical environment;  

• Employing users' interests to filter or sort the large amounts of information received. 

  

6.11.4 Multiple Ontologies and Knowledge Integration 
Knowledge representation is a key design issue to consider when designing an agent system as an 

agent requires a formal knowledge base about concepts and predicates about the world it will 

operate in. The ability of an agent to hold a knowledge base and to reason with that knowledge 

applying it in the right manner is epitomised in the form of an ontology based reasoning system. 

 “An important and fundamental prerequisite to using a Representation and Reasoning System is 

to decide how a task domain is to be described” [100]. This statement highlights the purpose of 

an Ontology.  However having a knowledge representation of all concepts, attributes and 

properties is not enough, reasoning about this knowledge is required. To be able to reason with 

concepts in the real world is however challenging, as one person’s view of an “object” may be 

different in another person’s view. The creation of an ontology then aims to promote 

information sharing using a common understanding between different system entities.  

Often an ontology of the domain is not a goal in itself. Developing ontology is a way to define a 

set of data and a structure for other Agent Oriented Programs (AOP) to use. Problem-solving 

methods, domain-independent applications, and software agents can use ontologies and 

knowledge bases built from ontologies as data.  

A Broker agent facilitates interaction between different service providers and the user within 

USHER system. Having a single ontology seems unrealistic since service providers can belong to 

different domains. In this situation the single ontology will tend to grow extremely large and may 

become unmaintainable  [76]. As a result USHER system deploys heterogeneous ontologies.  
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An Ontology in this context is a description of the domain specific semantics that are associated 

with terms that exist within information sources. Service brokering, as characterised here, has an 

ontology that allows matching  user requests and user interests to service offers. The mediator 

agents and the user model are ontology-based and cover:  

• The tourist domain, e.g., hotels, restaurants, sights; 

• Service features, e.g., mode of payment certain provider; 

• Information request habits, e.g., preference for short information, dislike of animation. 

The latter two points require that services and the available information units be described by 

suitable metadata. Currently, this is not usually the case for Internet-based services, but future 

development towards a "Semantic Web" [77] requires that tagging of content and services as 

carried out with reference to defined ontologies. 

Ontologies must conform to certain fundamental constraints in order for the semantics to remain 

consistent between applications such as the data typing of atomic entities. The ontology 

developed in USHER meets these constraints through being compliant with the reference model 

developed in IFITT [78]. Therefore, integration of other RMSIG compliant services should offer 

no major communication problems.  

6.12 Agent Tasks and Interaction 

The Hierarchical Task Analysis (HTA) model below specifies the tasks undertaken in each role in 

terms of a hierarchy of operations and plans based on a structured chart notation. The following 

goals, tasks, and plans are derived from the HTA design [101].  The main characteristics of HTA 

are:  

• Goal decomposition. In HCI it is based on a person's mental representation of the 

activity; 

• Each sub-goal and activity may be described by verbs and names; 

• Each sub-goal or activity has a number; 
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• The plan at each level of decomposition and on each branch of the tree indicates how 

the activities are done (sequential, parallel, and simultaneous) and their characteristics 

(optional, conditional, loop); 

• Each plan has a number; 

• The decomposition stops when it is not possible to break down the cognitive activity any 

further, or when the analysis indicates that more decomposition would not be useful for 

the application.  

For each HTA model, a corresponding interaction model is given. There is one task and 

interaction model per scenario (see section 6.3). The higher level description for each scenario is 

given in section 6.3. 

6.12.1 Subscription to proactive religious services 
Table 13: HTA model for first time subscription 

Goal 0: Subscribe first time to LAS system. 
Task 1. IA (Interface Agent) sends a subscription request to Client agent. 
Task 2. Client agent sends a subscription request to Broker agent. 
Task 3. Broker agent stores the user name and user agent ID. It Sends a subscription inform 

message  to Client Agent, notifying it of a successful subscription.  
Task 4. Client agent sends subscription inform to IA. User is now subscribed to the system. 
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Figure 14: Sequence diagram of first time subscription  

6.12.2 Reactive “Pull” Approach 
Table 14: HTA model of reactive service 

Goal 1: Reactive service 
Task 1. IA sends a ServiceRequest to a Client agent for a reactive service. 
Task 2. Client agent sends a ServiceRequest to the Broker agent. 
Task 3. Broker agent sends a ServiceIDsRequest to a SA. 
Task 4. SA sends  ServiceIDsInform to a Broker agent for each religious institution. 
Task 5. Broker agent sends ServicesInRegionRequest to a GSA containing the list of all religious 

institutions along with current user position coordinates. 
Task 6. GSA sends ServicesInRegionInform to a Broker agent  acting for all religious 

institutions, results are ranked in order of the shortest distance from the current user 
position. 

Task 7. Broker agent sends a RServiceIDsRequest to the RSA that is nearest to the current user 
position. 

Task 8. RSA sends RSInformationInform to the Broker agent containing the religious service 
information. 

Task 9. Broker agent sends RSInformationInform to the Client agent. 
Task 10. Client sends RSInformationInform to the IA. 
Task 11. IA displays information on  the mobile terminal. 
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Figure 15: Sequence diagram for reactive service 

6.12.3 Proactive “Push” Approach 
Table 15: HTA model showing proactive service 

Goal 2: Proactive service 
Task 1. RSA sends  a prayer tip to the Broker agent. 
Task 2. Broker agent sends a CoordRequest to the Client agent. 
Task 3. Client agent sends a CoordInform to the Broker agent of current user coordinates. 
Task 4. Broker agent sends  a ServiceIDsRequest to the SA. 
Task 5. SA sends a ServiceIDsInform to the Broker agent of all religious institutions. 
Task 6. Broker agent sends a ServicesInRegionRequest to the GSA containing list of all religious 

institutions along with the current user coordinates. 
Task 7. GSA sends a ServicesInRegionInform to Broker agent of religious institutions based in 

order of the shortest distance to current user position. 
Task 8. A Broker agent checks to see if a user is subscribed and within the walking distance of 

nearest religious institution. 
Task 9. Tip user. A Broker agent sends a prayer tip to a Client. 
Task 10. Reject tip. A Broker ignores a tip and goes back into checking other tips. 
Task 11. Client agent sends a prayer tip to an IA. 
Task 12. IA displays a tip on the GUI. 
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Figure 16: Sequence diagram for proactive service 

 

6.12.3.1 Local Map Generation 
 

Table 16: HTA model for map service 

Goal 3: Map service 
Task 1. IA sends ServiceRequest to Broker agent for map service. 
Task 2. Client agent sends ServiceRequest to Broker agent. 
Task 3. Broker agent sends MapComputationRequest to MAPA. 
Task 4. MAPA sends MapComputationInform to Broker agent. 
Task 5. Broker agent sends MapComputationInform to Client agent. 
Task 6. Client agent sends MapComputationInform to IA. 
Task 7. IA displays Map on PDA. 
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Figure 17: Sequence diagram for map service  

6.12.4 Data Persistence model 
Postgresql and its PostGIS extension facility for geographical spatial context were used to 

implement the spatial data model. Figure 18 shows the designed database model for the system. 

Each RSA has its own table to record the different prayer times in certain mosques. However a 

more centralised approach was used for other religious services such as talks etc, where one table 

was used for all other events. The “rs_id” table was designed as the central table that could be 

queried to see upcoming events from the different RSAs. 
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Figure 18: Database structure of system 

6.12.5 System Implementation 
The system architecture is given in Figure 19. The Client is modelled using a “split execution” 

mode that enables a Back-End Client, the IA, to display the GUI rather than to do the rendering 

on the PDA side with its resource constraints.  The broker acts as go between client and service 

agents. 
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Figure 19: LARS System architecture 

6.13 Some Reflections on Design Challenges 

Each RSA agent manages its own database table in order to be more autonomous. Each RSA is 

considered a unique computational entity even though they would be performing the same tasks. 

Each religious institute that updates its prayer schedule has the flexibility to change its own prayer 

times and events without affecting those of other religious institutions. 

6.14 USHER System Implementation 

The USHER system is composed of a number of individual agents interacting with each other. 

Effectively each agent contributes particular functionality to the system. Some agents initialise 

interactions that transfer large amounts of data across the network, e.g., agent representing any 

GIS related service that extracts spatial content. However, the transfer of such a large amount of 

data across an unreliable wireless network impacts system reliability and performance. The 

mobility requirement of the system implies some kind of wireless connectivity that allows the 
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user to access information services on the move. The system implementation is divided into two 

main sections, the hardware configuration and the software.  

6.14.1 Hardware Implementation 
The description of the hardware  can be subdivided into two main categories: the hardware to 

support mobility  including handheld devices, wireless connectivity hardware and the  location 

determination hardware, and the standard desktop server hardware to support extensive 

computational processes and wired connectivity. The hardware to support mobility consisted of a 

high-end PDA (Compaq’s iPAQ) as the mobile device and a Garmin’s eTrex GPS device for 

determining the user’s location. Wireless connectivity was achieved by using PCMCIA CISCO 

Gold Wireless Card (PDA side) and NETGEAR USB Wireless Network Adapter (server side) 

6.14.1.1 GPS Device 
In order for the GPS device to interoperate with GIS services accessed via the PDA, the GPS 

device uses the National Marine Electronics Association (NMEA) protocol [102] to represent 

output data. This protocol allows the PDA connected to the GPS device via its serial port to 

receive the coordinates from the GPS device using a fixed data format. The standard format that 

the data is received in includes the line, “$GPGGA”. Following this line, is the location of the 

longitude and latitude data values, see Figure 20.  

 
Figure 20: Typical GPS reading format 

6.14.1.2  PDA 
The implementation uses a PDA and a WLAN card to establish wireless connection with a Web 

server. The PDA needs to be configured so that the correct iPAQ serial port reads and receives 

the GPS input coordinates.  

6.14.1.3 Wireless Connectivity 
Although there are a number of wireless technologies that could have been deployed to provide 

wireless connectivity, WLAN was used. This is mainly due to the fact that initial USHER system 

was localised for the QMUL campus and the surroundings area that was already covered with 

WLAN. However, the USHER system was implemented for services to be independent of any 

specific wireless technology. 
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6.14.2 Software Implementation 
The programs residing on the client side use cut down versions of Java, such as Personal Java, in 

order to match the capability of the constrained computation resources of the PDA. The server 

side programs however use the Java Core API, along with JSP, JavaBeans, and JavaScript as web 

technologies. For the database connectivity JDBC API was used to access a PostgreSQL 

database.  A spatial database extension needed to handle spatial data processing, this was 

provided by the PostGIS software. Protégé 2000 was used for the ontology development.   

The JADE-LEAP toolkit was used to support a distributed multi-agent platform that supports 

server-side processing and client-side access via wireless connections. Within the JADE agent 

platform, agent goals can be portioned into the series of tasks or behaviours (see Figure 21). Two 

main types of JADE behaviour can be identified: composite and simple behaviours. A composite 

behaviour is generally used for the structuring of the agent functionality, e.g., constructing each 

use-case or a major task as a composite behaviour. However, the use of composite behaviours is 

not always necessary, sometimes the appropriate level of abstraction can be achieved by 

deploying only simple behaviours.  Simple behaviours are used to partition overall task (or 

composite behaviour) into smaller, more manageable sub-tasks. Simple behaviours also make task 

scheduling including concurrency support within a particular agent much easier.   
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Figure 21: JADE behaviour model 

The following sub-sections depict the implementation of the USHER system, an agent at a time.   

6.14.2.1 Client Agent 
The Client Agent resides on the PDA and handles all communications between the user and the 

rest of the system. It’s also responsible for reading position coordinates from the GPS device and 

sending them to the Broker Agent on the server side (see Figure 6). The Client agent behaviour is 

presented below, showing the use of behaviours to forward messages between the Interface 

Agent and Broker Agent.. 

 
Figure 22: Client Agent Architecture 

6.14.2.2 Interface Agent 
The IA acts as a Web interface to the Client agent. It rests on the server side, linked through a 

wireless connection to the Client Agent on the PDA and the rest of the system via a wired 

connection. This execution mode is particularly suited for a resource constrained environment 

that requires fewer bytes to be transmitted over a (wireless) network connection. The figure 

below shows the agent architecture for the IA with cyclic behaviours. 
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Figure 23: IA agent architecture 

The initialisation of the IA occurs through a JSP page and a Java Bean. During a typical user 

session, the IA stays alive and interacts with the rest of the system. This is the only agent that is 

controlled using a Web interface. The IA design is presented below. 

 
Figure 24: IA related Web-based programs 

A summary of the key functionality of each component in the IA is given below: 

Table 17: IA component's functionality 

login.jsp : The login page from used to trigger the start of the IA . 
subscribe1.jsp : Main page for reactive & proactive services and logging out. 
first.jsp : Option menu for all reactive services. 
second.jsp : Category menu for religious services. 
jspInterfaceBean.jsp : Page displaying requester service information. 
details.jsp : Page for further information about a particular service. 
third.jsp : Page displaying event map. 
tip.jsp : Proactive services page. 
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InterfaceBean.java : Main JavaBean storage area for IA. 
InterfaceAgent.java : The IA. 
AgentBean.java : JavaBean for storing user input values from JSP. 
IAData.java : JavaBean for storing IA reference. 
 

The main problem with the JSP implementation of an agent was the inability to reference the 

agent once an agent container had been created with an agent inside it. JSP taglib library [103] 

overcomes these problems using JSP with JADE-LEAP. However, using the newer version 3.0b 

of JADE-LEAP made it difficult to reference and to control the agent from the JSP page. As a 

result, code that worked well under previous versions of JADE-LEAP seemed to encounter 

problems in the newer versions. The problem was due to the inability to reference a specific 

agent from the JSP page.  

To avoid this problem, the direct execution method was used. Direct execution meant that the 

reference to the IA was stored as a variable inside the JavaBean and then invoked directly. 

“InterfaceBean.java” is implemented as a JavaBean to create an agent container and then an agent 

inside it. In conjunction with “InterfaceBean.java”, another JavaBean (“IAData.java”) was used 

to store the reference to the IA. 

It was discovered that the “InterfaceBean.java” which was the main storage area for the IA, could 

not store and access the same variables set by any of the JSP pages. To solve this problem, 

“AgentBean.java” was used to store all the user input variables, and its reference was passed to 

the “InterfaceBean.java” in order to be able to access variables from the JSP page. The 

initialisation of the “InterfaceBean” requires two parameters to be sent: the reference to the 

“AgentBean” that’s stores the user input variables, and the current session ID. 

6.14.2.3 Broker Agent 
The Broker agent functionality is encapsulated within the “BrokerAgent.java” class. The Broker 

has been modelled using a number of sequential behaviours, running in parallel as shown in the 

figure below. A Parallel Behaviour was chosen to allow the Broker Agent to handle multiple 

sessions with numerous client and server agents simultaneously. 
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Figure 25: Broker agent architecture (Setup) 

A parallel behaviour is composed of a number of sequential behaviours. Each sequential 

behaviour represents a particular use case and is in turn composed of a number of simple 

behaviours. The sequential behaviour representing the proactive tip use case can be seen in 

Figure 26 : 

 
Figure 26: Broker agent architecture (Proactive 
service) 

The sequences run when a user logs into the system is given below. 
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Figure 27: Broker agent architecture (First time 
subscription) 

The sequences for the religious services are given below. 

 
Figure 28: Broker agent architecture (Reactive 
religious service) 

The sequences implemented for other services are given below. 
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Figure 29: Broker agent architecture (Reactive other 
service) 

The sequences for retrieving the map are given below. 

 

Figure 30: Broker agent architecture (Map service) 
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6.14.2.4 Sight Agent (SA)  
The SA acts as a directory for multiple service agent capabilities. This could be supported in the 

Broker Agent querying the DF. However, detaching this functionality into a separate agent entity 

simplifies an overly complicated Broker Agent design and made maintenance of the system 

easier.  

 
Figure 31: SA agent architecture 

6.14.2.5 Geo Spatial Agent (GSA)  
The GSA is an interface agent for the spatial services. The behavioural structure is somewhat 

similar to the SA. A polygon constructor function was used to select relevant spatial features of a 

particular type within a given radius. A shortest path was then calculated for every building and 

the results compared. 

 
Figure 32: GSA agent architecture 

6.14.2.6 Map Agent (MAPA) 
The Map Agent was used for image rendering and for producing localised maps. The generated 

images were stored in an appropriate Web-server directory.  
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Figure 33: MAPA agent architecture 

6.14.2.7 Religious Sight Agents (RSAs)  
A RSA interfaced to each service provider of a religious services. For theses agents, a 

SimpleBehaviour was used to wait for the request from the Broker agent and to subsequently 

make a database query. In addition the proactive service was implemented as a set of 

RemindTasks that was necessary to act as a trigger for the proactive services. The PrayerTip 

function initiated the message for the prayer tip. 

All of the RemindTasks were set automatically on the daily basis using the database containing 

the scheduled prayer times. The 6th RemindTask was called at midnight each night for updating 

the agent with the next day’s prayer times.  

For managing the database of religious services a database GUI using Java Servlets technology 

was set up to add, update and delete events as well as the prayer schedule. The screenshots for 

the administration tool and system screenshots can be seen in Appendix B. 
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Figure 34: RSA agent architecture 

6.14.3 Implementation Challenges in Mobile Services 
The Implementation challenges encountered concerned software and hardware. 

6.14.3.1 Hardware Challenges 
The overall system consists of several hardware entities, such as the PDA, GPS device, servers, 

and WLAN require integration to support LAS. In practice, many problems arise due to software 

driver and hardware incompatibility.   

Other challenges include the unstable wireless connection and the very short battery life of the 

PDA and GPS device. These issues need to be addressed by hardware manufacturers before LAS 

applications can be provided to the mass consumer market. 

6.14.3.2 Software Challenges 
From the outset, the issues of openness and environment complexity had to be dealt with. The 

environment was dynamically changing and made up of complex components. Each step of the 
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software development needed to be contemplated with this in mind before any implementation 

was carried out. The software implementation challenges were as follows. 

The agent software implemented using the JADE-LEAP agent platform consisted of many 

inconsistencies that made programming particularly challenging task. Even though JADE has 

become a facto standards for agent programming, it is still evolving, version incompatibilities 

occurred and working code in earlier versions of the JADE did not work in later versions. 

The Client agent also needed to connect to the Broker agent over a wireless link. For unexplained 

reasons, it would intermittently refuse to connect.  

Interfacing the agents to the infrastructure in order to read data  in from the serial port and to  

the GUI using Java Servlets, JSP and JavaBeans was also needed. The problem of referencing the 

IA using the standard JADE-JSP code from the JSP page has been mentioned already; using the 

“AgentBean.java” and “IAData.java” solved the session problem. A single IA agent was also able 

to use multiple JSP files and to keep running for a whole session until a user logged out. 

Web server and JADE-JSP integration problems were also found. The earlier approach used the 

Tomcat Web-server. Only by using Resin as the Web-server for development was the problem of 

JADE-JSP solved. Such a change did not answer the question of the frailty of the agent 

development platform, yet highlighted further the challenges in integrating several complex 

technologies to execute heterogeneous distributed system services. 

 
Some of the problems discussed were due to the limited functionality of the underlying 

infrastructures and technologies for implementation. These may become a deterrent factor in 

general to leveraging the potential; advantage of a MAS infrastructure to support services for 

mobile users. However, at times everything worked smoothly and at other times not. In such 

scenarios, solutions would mean investing money for example in utilising more robust hardware 

such as the  PDA or GPS device and middleware. 

6.15 USHER Evaluation 

 
The user evaluation of the USHER system was summative. Potential end users of the system 

were asked to use the system and to complete an evaluation questionnaire. A similar approach to 

the evaluation was conducted for the CRUMPET project.  
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For a full and detailed description of the overall goals and objectives of the CRUMPET project 

refer to the CRUMPET User trials and Validation results CEC ref IST-1999-20147/WP4/D4.4 

of 11/11/2002 [104]. For the evaluation of the USHER system, the CRUMPET questionnaire 

has been updated. The questionnaire is still split into two parts. The first part is directed at 

understanding users and collecting information about the characteristics of the target evaluation 

group and defining their needs for mobile tourism information services.  

The second part aims at getting input to assess if usability goals have been met. The SUMI or 

Software Usability Measurement Inventory [105]  questionnaire was used for this 2nd part. SUMI 

is normally processed using the ‘Sumisco’ software that produces a standard output report with 

results. The key features of the SUMI profile are to measure the global scale rating of the 

application and the five sub-scales of ‘Efficiency’, ‘Affect’, ‘Helpfulness’, ‘Control’ and 

‘Learnability’. The scales are measured and given a high or low rating and a standardisation 

database is used in conjunction with a SUMI feature called Item Consensual Analysis, this 

permits more specific usability problems to be identified in the thesis. 

The analysis of the CRUMPET project and the USHER project evaluation suggested that there is 

potential for the application subject to the factors expressed by users during the evaluation. The 

user group could be defined as primary target users of such a product given their interest in 

technology and innovative devices that can offer services to users. 

It should be noted that there was no discussion of the implementation or technology underlying 

the implementation as the purpose of the evaluation was to involve users in an assessment of the 

usability and system services and interface. Users were not asked about the possibility of an 

endless range of seamless services and delivery, even though agent technology would facilitate 

such an implementation, as in the case of a broker agent seeking out new services based on e.g. 

context and location and past user choice. However it was clear that services pertinent to the 

personal interest of the user were of interest as was the interaction demonstrated by TIPS in the 

application evaluation.   

6.15.1 Evaluation Limitations 
The evaluation of USHER conducted, encountered a number of problems that resulted in certain 

limitations of the final results. Most of the problems were due to the lack of resources including 

time.  
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• Representation of different socio-economic backgrounds. The chosen volunteers 

were selected among the students studying at Queen Mary. Although students come 

from a range of different socio-economic backgrounds the higher level of diversity is 

needed in order to provide more representative results of the evaluation. Most of the 

students of electronic engineering department are male age between 18 and 25. In 

addition most of them are very familiar with the variety of different technologies and had 

no trouble interacting with the system. These issues affected the final results of the 

evaluation making them appear more convincing than they probably are. Extra resources 

need to be allocated in order to increase the level of representation of different socio-

economic backgrounds taking part in the evaluation. 

• Accuracy of the evaluation. During the USHER evaluation it was realised that some 

evaluators with Islamic background felt somehow uneasy to criticise religious services 

developed to serve Muslim community. To avoid the same problem occurring in future a 

more neutral application domain should be chosen. 

• Environment of the evaluation. There is an important environmental difference in the 

approach taken for this evaluation of USHER compared to CRUMPET, the exercise was 

undertaken under lab conditions rather than as a field exercise, so the results in part two 

may differ as a result of these differing conditions. The advantage of the lab study is that 

there is less external interference or interruptions that that found in the field. These 

affect the cognition, locus of attention, performance, task completion times and user 

satisfaction. 

• Questionnaire completion. The expectation to complete the questionnaire by each 

evaluator which contains 50 questions for the SUMMI questionnaire proved to be 

unrealistic. Within the timeframe available, it was impossible to request evaluators to 

complete a full set of 50 questions from SUMI, and so the findings here are presented as 

a private insight only, and may be considered to related to the SUMI approach rather 

than be an instance of SUMI itself. No observation notes were possible due to resource 

and time constraints. Although the full SUMI questionnaire and evaluation was not 

completed, some key indicators of usability were nevertheless identified. Part one of the 

Questionnaire (see Appendix C) includes the questions relating to demographic profile, 

experience and knowledge of this type of technology and those identifying some 
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characteristics of the evaluation group. In part II of the questionnaire the questions 

capture the users' responses to the evaluation tasks.  

• Rewarding Evaluators. One issue that arose time and time again in evaluations is 

whether we need to provide the evaluators with some reward for their efforts. Perhaps 

one should ask if a demonstration of willingness to participate in a field indicates some 

personal belief in the application under scrutiny. Maybe the ethical issue of reward for 

evaluation is just a fact of life that users in the evaluation paradigm just expect. A reward 

too high or low might potentially alter results. The key might be to set the reward 

according to the context of expectations. In user evaluation of software applications a 

social contract could also be useful.  

6.16 Summary 

This chapter described the analysis and design and implementation of the essential components 

of the USHER system and a location-aware service for it. Location-awareness can greatly benefit 

from agent’s properties such as adaptivity, proactivness and the ability to reason. But at the same 

time location-awareness also generates privacy concerns that can limit the usability of Location-

Aware Services. 

The privacy protection issue can be approached in two different ways non-disclosure and 

confidentiality. The Broker Agent introduced in this section is capable of providing non-

disclosure service by employing PET technologies. The Broker agent simply breaks the link 

between location information and the real user identity by assigning issuing an anonymous 

identity to the user. However, this approach is not suitable for some cases where private 

information needs to be shared. Confidentiality requires some extra privacy mechanism to be in 

place in order to enable support secure sharing. A Policy Enabled Privacy Framework provides 

such functionality and is described in chapter 7. 
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C h a p t e r  7  

USHER PRIVACY FRAMEWORK 

7 USHER Privacy Framework 

7.1 Introduction 

Nomadic users can use location-awareness and personalization to enable information services to 

relate to their context. For example, a user could elect to be notified when friends are near and to 

meet at a proposed local rendezvous. The use and reuse of a user’s context has additional benefits 

for the user, it can reduce the information overload to him or her. This is of particular benefit 

when delivering information to a low resource terminal, over a wireless link and for a mobile user 

whose attention span may be constrained by the physical environment. 

Context-awareness and in particular personalization and location-awareness, however, generates a 

raft of privacy concerns. If privacy issues within a context-aware service environment such as 

LAS are not properly addressed, users risk revealing their context, publicizing their personal 

details and even compromising their safety at the current location, the intended destination and 

on route. If users perceive that the risks of using technology outweigh their potential benefits, 

they may stop using that technology. The issue of keeping personalized, mobile, Location-Aware 

Services (LAS) private has to be addressed in order to exploit their full market potential. In 

addition, there is often also a legal right in many countries for the user’s personal information to 

be protected. 

Having discussed the motivation for protecting the privacy of mobiles users within LAS, the 

structure of this chapter is as follows. Section 7.2 analyses the privacy requirements for context-

aware services. The design of the privacy model is given in section 7.3. Section 7.4 gives an 

evaluation of the privacy framework. Section 7.5 describes the implementation and Section 7.6 

presents the summary and conclusions. 
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7.2 Analysis of  Privacy Requirements for Context-Aware Services 

7.2.1 Example Context-Aware Service Interaction 
In order to analyze the privacy requirements, a range of different services for mobile users based 

on those modelled in the EU CRUMPET, CReation of User-friendly Mobile services, 

PErsonalised for Tourism project  were analysed [75], see Table 18. 

 Type of user context: 
interaction (conditions) 

Context flow 

1.1 Location: Where am I?  
(Locator not under user 
control) 

Owner <-> Broker  <-> locator 
Owner <-   Broker <-> GIS  

1.2 Location: Where am I?  
(Owner controls locator) 

Locator -> Owner <-> Broker <-> GIS  
 

2.1 Location: uses local service 
(Assume  1.1/1.2) 

 Owner <-> Broker  <-> GIS <> provider 
  

2.2  Location: use a service 
elsewhere 
(Assume  1.1/1.2) 

Owner <-> Broker  <-> GIS <> provider 
 

2.3 Location: Spatial navigation 
from location A to B 

Owner <-> Broker <-> GIS 

2.4 Location: Automatic 
awareness of LBS 
(Assume  1.1/1.2) 

Tracker -> locator <-> GIS <-> provider 
Tracker -> Owner 

3.1 Preferences: Owner directly 
describes preferences  

Owner -> Broker 

3.2 Preferences: tracker gathers 
preferences 

Owner -> Profiler 

4.1 Preferences: Recommend 
services based on preferences 
(Assume  1.1/1.2, 3.1/3.2 

Recommender <-> Broker, Tracker 
Recommender <-> Owner 

4.2 Location, time: Buddies are 
informed of each others 
location  
Assume 1.1/1.2, 2.4 

Broker <-> Tracker 
Broker <-> owner 

4.3 General context: Owner or 
requestor can review history 
of context in an archive 
Assume 1.1/1.2 

Archive <-> Tracker, locator 
Requestor, Owner <-> Tracker, Locator 

Table 18: Summary of features and privacy 
requirements for different context-aware service use-

cases.  

In all of the above service interactions, the user context may be revealed to others.  There is a list 

of possible user contexts that users may prefer to restrict, these include: user ID, user location, 

routes, future destinations, service preferences, history of context modifications or use, personal 
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details such as home address, telephone number, and age, and payment credentials.  Several main 

active participants or actors are identified from these scenarios. These include:  

• Owner: Someone which owns context information; 

• Holder: some entity which collects and holds information about the others e.g., a Locator 

such as a GPS device that tracks location, a profile that monitors user interaction and 

builds a personal profile and a user context tracker; 

• Authorizer: An authorization authority is responsible for issuing credentials that are used 

for authentication/authorization of the other actors involved within a particular 

interaction. Credentials can be issued containing rights to delegate the rights to use the 

context to others; 

• Privacy Controller: Someone whose duty it is to reveal as little of a context as possible to 

others. A privacy controller also monitors rights of others to share the context; 

• Requester: A user of an owner’s context. This may be the owner themselves, another user, 

a provider, brokers, recommenders, match-makers, anonymizer or a Geographical 

Information Server (GIS). 

In simple cases, the user context resides under the control of the user or his or her authorised 

principal. However, this is complicated when the user contexts originate at actors other than the 

owner, for example, a location sensor or locator that resides in the network such as WLAN 

Trilateration (use-case 1.1, Table 1). Similarly, a personal model of the user may be built up 

through a user’s direct interaction, by volunteering information (use-case 3.1, Table 18) or by 

some entity, possibly unknown to the user, observing and profiling the user (use-case 3.2, Table 

18). For push type services, user contexts need to be held by context holders such as context 

trackers (use-case 2.4, Table 18). Profilers may also model context usage via observation and 

compile a history of usage (use-case 4.3, Table 18). The authorisation to use an owner’s contexts 

is typically passed to an authorised principal and in some cases  distributed again, e.g., a broker or 

recommender acting as an authoriser may be required to pass a user context to a service provider 

(use-case 2.1-2.4, Table 18) or to other users (buddies use case 4.2, Table 18).  
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7.2.2 Privacy Requirements 
Privacy can be regarded both as a basic human right to be left alone or a user freedom not be 

observed by others. Typically a portion of privacy is traded by the owner in order to have greater 

convenience in order to interact with others such as other human users and service providers, 

e.g., in the Buddy use-case, one user needs to reveal some of their user-context to others. Hence 

in practice, the disclosure of the user context needs to be qualified. Golberg [61] saw different 

states of characteristics between true Identity and true Anonymity. He distinguished four levels of 

‘nymity’: anonymity, non-reversible pseudonymity (not tied to a true identity), reversible 

pseudonymity (tied to a true identity) and identity.  Maximum disclosure and invasion of user 

privacy occurs when a user’s personal details are revealed and linked to additional contexts such 

as current location or payment credentials. This suggests a common sense strategy and a set of 

requirements to protect user privacy as follows: 

• restrict disclosure of a user personal details on a need to know basis;  

• owner-centred context management: by default, the use and distribution of user contexts is 

governed by the owner or his or her principal authoriser;  

• anonymity: when user contexts are disclosed to others, they are linked to virtual IDs rather  

than real IDs unless necessary; 

• definition of misuse: misuse of user context should be defined, detected and penalised, for 

example by lowering the reputation of the misuser. 

7.3 Privacy Model 

The requirements given in section 7.2 suggest that a privacy system design should integrate 

several kinds of safeguards (see Table 18) such as access control and a system to delegate and 

manage access rights. However, these two safeguards alone are not sufficient as one can’t assume 

that all the parties involved act responsibly when using an owner’s context or that it is possibly to 

adequately supervise access to an owner’s context. In order to reduce the consequences of 

misuse, further safeguards are needed. These include anonymity, e.g., it is not necessary for every 

requester such as a GIS server, locator or provider to hold a binding between a real owner ID 

and an owner’s context. A further safeguard is to monitor misuse of contexts and enforce 

counter-measure to penalize misuse. However, this is not dealt with further in this thesis.  Before 
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discussing each of these safeguards in detail, the use of a semantic and holistic model of user 

privacy to underpin these requirements is given. 

Requirement Safeguard 
Restricted access to user context Access control matrix 
Owner-centred management of 
owner’s contexts 

Use of trusted principal or authoriser  
policy framework to manage access 
rights including creation, delegation 

Pseudonymity  Broker  / pseudonymiser 
Management of misused user 
contexts. 
 

Social model of context sensors, context 
holders including monitors and 
penalisers 

Table 19. Relation of context-aware privacy 
requirements and safeguards to meet these. 

7.3.1 V-SAT Model 
The privacy model of USHER is based on a more general V-SAT model (see Figure 35): 

Viewpoints of Safeguards that protect Assets (the items of value in the system) against Threats 

[106]. Here, the assets are not just the client’s personal record stored in the client device, they also 

include: location, profiled personal model, client specified preferences, personal details etc. As 

these are collected and used in different places, there is a need for a more sophisticated approach 

to safeguard these.  

 
Figure 35: V-SAT Model 

7.3.2 Semantic Model to Support Privacy 
The interaction between several different actors involved in safeguarding or exploiting an owner’s 

context may be hampered by a lack of a shared semantic model to support privacy [106]. These 

include: the inability to interlink service processes that trigger user-context access and security 



 

 127

processes to subsequently safeguard owner contexts, the lack of common terminology to allow 

owner contexts to interlink to management concepts that are understood by the different actors 

and the lack of rich enough meta-data to manage the operation of privacy safeguards. Hence not 

just a formal policy-model but also for a semantic model is needed to support the management of 

owner preference. 

7.3.3 Access Control for User Contexts 

 
Table 20: Access control diagram 

The authority to access an owner’s context is defined by the owner’s preference policy. However, 

in order to share personal information, specific permission has to be granted to a holder. A good 

starting point for a Semantic and policy-based model  for privacy is the W3C P3P specification 

[106] enhanced by access control mechanisms to specify preference policies for context-

awareness and a pseudo-anonymity model. 

The privacy policy consists of four main concepts: authorizer (certification authority which 

authorizes the policy), owner, requester clearance levels and rule set. Requesters are separated 

into groups based on service type such as Generic, GIS, Educational, Personal and Commercial 

(see Table 3). The user assigns each requester, via its group membership, an access level. The 

combination of group and access level determines the set of rules (R1..Rn) relevant to a particular 

requester based upon a grid-based access control table of requester group versus access level.  

When the information is requested, the requester sends their ID, the pseudonym of the owner 

(or holder), the assets requested and the purpose of the request. A credential-based mechanism is 

used to bind the service identify to a specific type of credential. The token plays a role similar to 

the traditional x509 certificate but it is more general – it can bind any credential type to a service 

identity. 
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7.3.4 Policy-Based Management of User Contexts 
In order to fulfil the requirements for the policy-based framework supporting secure information 

sharing these is a need to define four main components: assets, policies, stake-holder type and 

access control 

Asset classification model – all assets in the system have to be categorised according to the level of 

importance and sensitivity. These parameters are derived based upon the impact that revealed 

assets can cause to the owner’s privacy. In the information owner driven privacy protection 

framework, sensitivity levels for the same type of asset can vary dramatically. This is due to the 

individual human perception factor. In other words, individuals view their assets with varying 

degree of importance. If neglected, this issue can noticeably decrease the effectiveness of the 

privacy framework.   

Polices for information sharing – to resolve the problem mentioned in the previous point, one must 

address the issue of variable sensitivity levels corresponding to the same type of the asset.  

Classification of stakeholders – before any policy can be sensibly written, each of the stakeholders 

involved in the information sharing process has to be classified according to their roles within the 

system, the stakeholder group they belong to and the clearance level.  There are different ways to 

derive a clearance level. It can be either based on reputation of a particular stake holder, on the 

owner’s preferences or both (hybrid approach). A hybrid approach seem to appropriate since it 

takes time to be build up a reputation model, while   a preferences approach does not allow 

policy owner to have initial knowledge about service provider he is not familiar with. A hybrid 

approach assigns uses a service certification authority to assign clearance levels that can be 

amended by individual preferences. This classification of multiple stakeholders must be 

supported by an appropriate authentication mechanism, capable of representing and enforcing 

the classification model. 

The following sections present the USER Privacy Framework in more detail.  

7.3.4.1 Data Model 
One of the challenges is the issue of minimising the revealed information. Minimisation implies 

that the data is classified to the extent where the rules regarding sharing are very detailed and 

precise and the data model facilitates a very finite data representation as well as the relation 

between different parts of data. This is necessary to minimize the possibility of the sensitive data 

being derived from the less sensitive data by some unauthorized parties. 
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The USHER data model provides a common way for entities to express their information assets. 

The represented data is grouped into hierarchical data sets (see Figure 36). 

The hierarchical structure of the data model enables more precise referencing of a particular 

information subset in polices and information request. This can be done by specifying a path to a 

particular dataset. 

The USHER Data Model approach is similar to that defined by P3P data schemas [107] with the 

addition of the explicit support for spatial information handling. It is possible to represent spatial 

data within a P3P policy. It can be done it two ways, either by creating a new data schema and 

referencing it or by making use of dynamic data elements. The former approach assumes that all 

the interacting parties are familiar with the new data schema; this seems unrealistic within a large 

scale dynamic environment such as LAS. The latter solution cannot provide the structure this 

kind of information requires, this makes it nearly impossible to protect or even interpret such 

information.  In addition, within P3P data schema, the usage of miscellaneous dynamic data 

elements allows service providers to write very loose policies that only specifying category they 

wish to collect information about. It means that if this issue is not properly addressed by the 

information owner it can result in revealing virtually any information in this particular category. 

For the reasons mentioned above, this functionality was not made part of the USHER Data 

Model. 

7.3.4.1.1 Data Categories 

 
Figure 36: Data Model High-Level View 

The USHER Data Model classifies information into five different categories, see Figure 36. 

Categories may be assigned at the lowest level of a data type definition. The purpose of a category 

is to delimit a certain data type - for instance a user’s location may be delimited as spatial data that 
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belongs to dynamic category. There are five categories have been identified within the Data 

Model: 

• Physical – mainly concerned with physical addresses of the owner. 

• Identifying – deals with identifying information, which deals with miscellaneous logins, 

PET data (persistent pseudo identities, etc.), and cryptographic information (keys and 

certificates).  

• Demographic – data regarding demographic properties of the user such name, gender, age 

etc. 

• Payment – information about owner’s payment methods. This is generally split into two 

parts: credit card information and online payment methods. 

• Dynamic – this category was added to support information that hasn’t got persistent 

values. This data includes the history of online events and support for spatial information 

handling. 

• Third Party Data - this was omitted from the USHER Data Model. The original P3P 

approach [107] uses it to allow users and businesses to provide information about some 

third party. It can be useful whenever third party information needs to be exchanged. 

However, it can also be used to facilitate unsanctioned user profiling and information 

sharing by some unauthorized third parties. 

The main differences between the USHER Data Model and the P3P one is that P3P uses a 

service provider driven approach to user privacy whereas USHER privacy framework is driven by 

the information owner.  

7.3.4.1.2 Spatial Data Handling  

Spatial information is an important asset within LAS. Improper handling of spatial content 

imposes a direct threat to the owner’s privacy. Besides the fact that unauthorized party can locate 

a particular entity, which in itself is a serious privacy invasion, it is also possible to derive more 

sensitive data by monitoring the movement of an entity. An example of such derivation is the 

following. The name and the address of some entity are normally associated with a location. If 
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one can detect the presence of this entity within a particular location over a long period of time 

there is a possibility that the address and consequently the name of the entity can be derived. 

 

Figure 37: Ontology to Support Spatial Data Handling 

Conventional non-disclosure approaches are not flexible enough to deal with this problem - this 

approach doesn’t take the dynamicity and semantic attributes of a spatial data into account. The 

sensitivity of spatial data directly corresponds to the level of detail with which it is revealed. One 

of the privacy deterministic parameters is the accuracy of the spatial data. This issue has been 

addressed within USHER Data Model by introducing a precision concept (see Figure 37).  If not 

explicitly stated location information is revealed with the deliberate lost of precision. In most 

cases, a service provider will not require very high precision for the location information and the 

precision will not affect level of the service requested by the user. Precision degradation 

minimizes unauthorized tracking possibilities. 

The other parameter is the time at which the location data has been acquired. The time parameter 

introduces a decay definition into the system where the sensitivity of spatial context decreases 

with time. In the example below t1 and t2 are times at which locations l1 and l2 have been 

acquired. In conjunction time and precision parameters can minimize the risk of unsanctioned 

information derivation by unauthorized third parties. 
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Another important concept represented within USHER Data Model is the concept of 

geographical area. Integration of this concept is justified by its importance to relate policies to 

geographical areas where the underling privacy or socio-economic infrastructure may produce 

some constraints on usage of the overall system and information sharing. 

7.3.4.2 Roles 
Each entity within the privacy framework can belong to one of the following roles: Owner, 

Holder, Privacy Controller, Authorizer, and Requester. Holder, Requester and Owner roles can 

overlap. 

7.3.4.2.1 Information Owner 

For every entity performing an Owner role the following actions can be performed: Agree, Deny, 

Specify, and Reveal. 

Agree allows a Owner to reveal information, Deny allows an Owner to deny information sharing, 

Specify action allows a holder to specify rules regarding sharing, and Reveal reveals a Owner’s 

policies to authorized parties for evaluation purposes 

7.3.4.2.2 Information Holder 

The Holder entity performs two major functions: it collects the user context information and it 

shares it with other entities. When it comes to information sharing, the action set for an 

Information Holder is identical to the actions that an Owner entity performs. The collection of 

information is done by a Monitor action. An Information Holder can perform the following 

actions: Agree, Reject, Specify, Reveal, and Monitor. 

7.3.4.2.3 Privacy Controller 

This is the system entity which is responsible for policy evaluation procedures. The following 

actions are performed by the Privacy Controller: Anonymise, RequestCredentials, RequestPolicy, 

Evaluate, Notify, Reject, Reveal, and RequestInfo. 

The Anonymise action creates a pseudo identity which is used for later communication. 

RequestCredentials is performed in order to obtain the credentials of a Requester entity. Similarly 

RequestPolicy and RequestInfo actions are executed to retrieve the appropriate information from 

the information holder. The Evaluate action is concerned with making a decision regarding 

sharing personal information. The Notify, Reject and Reveal actions deal with handling the 

results of the evaluation. 
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7.3.4.2.4 Requester 

Information requesting entity or Requester can perform two main actions: request information 

about a particular entity and RevealCredentials. 

7.3.4.2.5 Authorizer 

The Authorizer entity performs a role similar to a traditional certification authority. It issues 

credentials and can revoke them. Credentials can be requested from the Authorizer with the 

Grant permission field set. Only authorized users such as owners can grant permission. This 

promotes authorized sharing of the user context 

7.3.4.3  Entity Classification Model 
The privileges allowing access to specific information has been classified within the system into 

two main groups: group specific privileges and entity specific privileges. Group specific privileges 

correspond to a specific entity group such as GIS and Personal. specifying a general set of rules 

for this group. Entity specific privileges describe privileges relates to a particular entity making it 

possible to upgrade and downgrade access privileges of an entity without changing the group. 

This approach makes the system more scalable. Entity specific rules have precedence within the 

system and have the ability to overwrite the group specific rules. Rules sets are different for each 

entity group: two entities that have the same access level but belong to different entity groups 

their rule sets will be different. 

7.3.4.4 Preference Policy 
A Preference policy allows information owners to specify their preferences regarding information 

sharing. The distributed nature of the USHER system implies that single centralised point for 

policy enforcement is very difficult to achieve. An interlinked framework of certified privacy 

enforcement points was used. The trade off between having multiple vs. single privacy 

enforcement points is the fact that although privacy related computational processes can be 

carried out with a greater degree of efficiency,  distributed knowledge maintenance is more 

challenging. It is difficult to keep all of the preference policies in a single repository and to update 

them every time individual policy changes. A more elegant approach is to keep only the reasoning 

part within the privacy enforcement point and to gather the information required for the 

evaluation components every time there is a need for policy evaluation. Although, this kind of 

gathering can increase the overall policy evaluation time due to some extra interaction, the overall 

performance is improved by the fact that the privacy enforcement point only has to deal with a 

computationally heavy processes corresponding to fewer numbers of clients. 
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This approach affects the way the policies are created and managed. Since light weight policy 

enforcement points do not store or create policies and therefore don’t get involved in the policy 

management process, these activities are shifted towards the information owner device. Policy 

management points are placed on the information owner device and then a snapshot is created 

and forwarded to the policy enforcement point. The snapshot does not represent the entire 

policy database, only the rules related to a particular conversation. A snapshot is called a 

Preference Policy. Effectively, a Preference Policy is a piece of software containing a collection of 

rules regarding information sharing preferences, the identity of the information owner and the 

identity of the authoriser who issued the identity to the information owner. To avoid a version 

conflict between different Preference Policies and also to reduce the risk of misrepresentation of 

the information owner by some malicious entity, a time-to-live parameter was introduced. Time-

to-live specifies validity period of a particular policy. Usually it is set to be valid for only a short 

time after the conversation is completed. 

      

Figure 38: Preference Policy 

The diagram above (see Figure 38) presents the ontological structure of a Preference Policy. The 

Condition concept of the rule element can represent a clearance level and Entity group that 

corresponds to the classification model described earlier (see Table 20). An EntityID allows the 
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information owner to write specific policies for an individual entity rather than a group of them. 

This approach makes a policy framework more flexible and usable within the personal 

communication domain. To illustrate this an example is given. 

There are three entities: Alice, Tom and Bob. Tom and Bob are trying to access an important 

asset of Alice. Alice has set of general group policies for Tom and Bob respectively. Since Alice 

knows Tom there is a set of individual entity specific policies corresponding to Tom. Hence, 

Tom has two sets of policies, a group specific policy set and an entity specific policy set. 

The Group specific policy sets corresponding to Tom and Bob are identical and according to 

them Tom and Bob cannot access this specific asset. However, entity specific policies take 

precedence and allow Tom to access the asset. 

A Safeguard concept as defined in the V-SAT model (see Figure 35) enables specific security 

measures to be in place before information is revealed. A constraint concept specifies some 

additional details regarding information sharing. A constraint is dependant on the type of the 

asset but mainly used to specify the level of detail for spatial information sharing. For instance, a 

decay level and the level of accuracy can be specified for the spatial information. 

7.3.4.5 Information Request 
One of the challenges of distributed information access and sharing domain is using a generic 

request API. This issue appears to be challenging because asset models can be highly 

heterogeneous and the information request has to reflect the differences between them. The 

problem of asset model heterogeneity has been addressed earlier (see Figure 36) by introducing a 

single unified data model that is adopted by all information owners within the system. Based on 

this model, a unified information request model has been introduced (see Figure 39). 

 

Figure 39: Information Request 
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There three main parameters within an Information Request: Requester – the actual entity 

seeking the information (Information Owner), the entity holding the information, and the 

Requested Asset that specifies the information needed by the Requester. By default all of the 

information owners within a system do not reveal their real identities unless necessary. As a result 

an Information Owner parameter refers to the information owner by its Pseudo Identity as 

generated by the system. 

A data model has a hierarchical structure: any low level concept can be viewed as an attribute of a 

higher level one. This design feature enables referring to any part of the Data Model by specifying 

the path from the top down.  

7.3.4.6 Token 
To validate the identity of a particular entity within USER privacy framework a Token was 

introduced. The Token plays the role similar to a X.509 certificate. The main difference between 

them is the fact that X.509 binds the name of certificate holder to a key where the token within 

USER privacy framework binds the USER service identity to a particular type of credential. 

Multiple credential types are supported adding support for security interoperability within V-SAT 

model . A Token (see Figure 40) has all the required information for a particular entity to be 

authenticated according to the USER entity classification model (see Table 20). 

 

Figure 40: Token Structure 
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The other distinctive feature of the USER token compared to a X.509 certificate is the inclusion 

of more detailed information about licensee’s role within the system. This information is 

represented within GroupID concept which contains the EntityGroup and Clearance elements 

(see Table 20). 

Each token contains information representing the version and the serial number. These make 

revocation of tokens easier by uniquely identifying the token. Although the issue of revocation 

hasn’t been addressed in this work the inclusion of the concepts mentioned earlier set the scene 

for future improvements of the USHER privacy framework.  

7.4 Policy Evaluation 

Policy evaluation is done by evaluating requests and credential tokens against the Information 

Owner’s preference policies [106] using the algorithm given below. There are three possible 

outcomes of the evaluation: reject service requests information that are not permitted by the 

client or if the service does not have a valid token; notify the client of the service requests; and 

reveal the requested data when a requester meets all the owner’s criteria for accessing the data in 

terms of valid token, access level, entity group (entity id), constraints, time, location and purpose. 

The algorithm for policy evaluation consists of three steps and explained in more details below: 

Consider the following example (see Figure 41): 

 

Figure 41: Private Information Request Interaction 
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1. Validate the requester’s token:  

      1.1 Check the validity period if it has expired  

      1.2 Check if the request ID matches the Token ID. 

2. Collect list of privileged information available for the requester:  

      2.1 Get service entity type (commercial, GIS, education or personnel)  

      2.2 Get clearance level from clearance database  

      2.3 Compare rule clearance level with requester clearance level  

      2.4 Get generic privileged assets available for the requester  

      2.5 For every rule get the effect type (notify, reveal or reject)  

      2.6 Add privileged assets based on the rule priority or   

      2.7 Remove privileged assets based on the rule priority.  

3. Validate the requested data with the compiled list of privileged data. Rules are executed based 

on priority of the effect type such that: reject is first priority, notify is the second priority and 

reveal is the third priority.  

      3.1 Get the information request  

3.2 Check service request with privileged assets based on priority. If a request is not included     

in a privileged assets list then reject the request. 

      3.3 If a request includes data in the notify assets list then notify the owner. 

      3.4 If a request includes data in the privileged assets list then reveal the assets. 

7.4.1 Anonymization via Authorized Brokers 
Generally, third parties such as brokers are used in service interaction to facilitate the interaction 

of users and services and to mediate between different service providers. In order to deliver such 

services, sharing of some personal information is useful  [63]. Generally, a broker can act as a 
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trusted third party that is primarily user-driven or is provider-driven.  The USHER broker system 

treats the broker as being user driven. It acts as the user’s principal.  It serves to support a 

persistent pseudo-anonymity to service providers. 

During online transactions there is a possibility that some third party can gather information 

about the user based on user actions, i.e. create a user model. This information can then be sold, 

shared and without the user having any control over this particular process. To partially resolve 

this issue, brokers use pseudonyms to anonymise the user to the user modeller (see Figure 42) 

and to reduce the possibility of information misuse by service providers. It can provide results 

based on the user’s personal preferences without identifying the user.  A persistent pseudonym 

value allows the Broker Agent to maintain personal information for users for use with successive 

service invocations. 

 
Figure 42: Pseudonymous Identification Scenario 

Figure 42 demonstrates a scenario where User Agent wants a service to be personalized without 

revealing his identity to the Service Provider Agent: 

• User updates personal preferences through the Broker.   

• User sends a request through the Broker.   

• The Broker uses the Pseudonym of the user (already stored - or if new user, then 

generates and stores a new pseudonym) to request a personalised service from the 

Service Provider. 

• The Service Provider requests preferences from the Broker using the pseudonym value, 

that are returned. 

• The Service Provider sends the results to the Broker.  
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• The Broker subsequently sends the results to the User. 

In practice, a Broker Agent is more than a unilateral or bilateral separator of privacy between 

users and providers, it also controls how to match service requests and user preferences to 

provider capabilities. The Broker Agent can selectively reveal information and an owner’s context 

to others. It can act as a semantic mediator, converting data from a user to a provider semantic 

context. In most cases, users use a pull type of interaction via the broker Agent to delegate to it to 

select a suitable service provider. However, a user can also instruct that the broker uses a push 

type of interaction when registered interests are triggered. In addition, the broker can also 

monitor network bandwidth, handle potential failures of service and network providers and 

handle content adaptation. Middle-agents may also have to be trusted by providers. A broker may 

find more than one suitable provider when requiring a service. A trustworthy agency has to 

guarantee that providers exploit competitive services in a disinterested, unbiased way [65]. 

7.5 System Implementation 

The computational part of the privacy framework resides within an authorized principal 

designated by, trusted by and under the control of the user. In this framework, this is a Broker 

Agent which provides privacy services (Privacy Controller functionality) to the other agents. A 

Privacy Control Module is responsible for privacy functionality. The internal architecture of this 

component can be depicted as follows: 

• Identity Manager is used to support user anonymity. It is responsible for pseudonymous 

communication within an USHER Service. The Identity Manager generates pseudonyms 

and provides mapping between user’s real ids and pseudonyms that are stored within ID 

Repository; 

• Ontology Manager is responsible for mapping different domain ontologies into a shared 

ontology. A shared Ontology allows the Broker Agent to match and relate semantics 

within the system; 

• Access Control Manager deals with requests for user’s private information and reveals this 

data when necessary. The Access Control Manager updates the user’s rule set file with 

the appropriate rule whenever the user changes his/her privacy settings; 
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Figure 43: Privacy Control Module Detailed 
Architecture 

During a third party request, the Access Control Manager receives the information request and 

token which are evaluated against the user’s rule set files. The Evaluation Engine evaluates the 

pattern part of each rule against requests and tokens to determine if there is a match. After 

evaluating the rule set and finding a match, the Evaluation Engine returns the behaviour of the 

rule (reveal, reject or notify). The Access Control Manager then provides the appropriate access 

to the resource based on the return value of the evaluator engine. 

In the USHER system, the interactions between the user and miscellaneous services providers are 

considered the most critical from the privacy point of view. As a result the privacy framework 

was especially designed and implemented to target these particular interactions. The privacy 

framework consists of several components, see Figure 44. 

As illustrated by Figure 44 the privacy control module is placed within the Broker Agent. As 

mentioned earlier the module is responsible for providing composite privacy protection 

functionality including the pseudo identity management and the access control. The Access 

Control Manager utilises the information supplied by a service provider and the client in order to 

invoke the policy evaluation engine and make a decision regarding a particular information 

request.  

In addition, the diagram also presents the flow of the data that the privacy framework introduces 

into the USHER system. 
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Figure 44: USHER privacy framework components 
distribution and data flow 

7.6 Conclusions 

Privacy is a major challenge when offering context-aware services to mobile users. The 

complexity and dynamicity of context-aware services requires a composite approach to providing 

privacy. In order for users to more conveniently access services, some sharing of private 

information including a partial disclosure of the user context, but not necessarily the real user 

identity may be required. In the USHER system, where location-aware tourism information is 

personalized for mobile users, a variety of approaches have been used to integrate and to 

safeguard personalized information. A granular model of anonymity coupled with richer model 

of policy-based access control has been used. It can support some trading of partial privacy 

protection against more convenient service access. Although this overall domain is extremely 

complex, an agent-based approach seems useful in reducing complexity. Agents’ rich 

communication, their task and function decomposition ability coupled to a strong privacy model 

can enable user privacy to remain user-driven in the face of commercially driven provider-centred 

service access. 
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C h a p t e r  8  

DISCUSSION AND FURTHER WORK 

8 Discussion and Further Work 

8.1 Discussion 

8.1.1 Introduction 
The overall domain of agent-based LAS can be viewed as synthesis of three main research fields: 

intelligent agents, geo-spatial information services and privacy.  Developing agent-based 

Location-Aware Services for mobile users has been extremely challenging but ultimately a very 

interesting and rewarding task. It is important to demonstrate the scientific value of applying 

agent theories to the practical applications.  Both the CRUMPET and USHER projects have 

achieved their goals and agent technology has been shown to be applicable for eTourism services 

for mobile users. However, there is still much research and development work to be done in this 

field.  

8.1.2 Agent Infrastructures 
Although, much research and progress has been made in formalizing and applying Multi-Agent 

Systems, they are very complex to develop and deploy. This will get easier as the paradigm 

matures more. Whilst LAS can greatly benefit from agent technology, the following issues have 

to be addressed by developers of agent-based systems.  

8.1.2.1 Design and Run-Time Issues 
The application agents developed for the CRUMPET and USHER systems require agent 

middleware. The agent middleware approach has a number advantages over a peer-to-peer 

approach in that, core agent management, directory services and message transport support by an 

agent platform can ease development and maintenance. The overall system performance is 

related to the complexity of the agent themselves and their interaction complexity and the 

number of agents residing on a particular agent platform. The performance is also affected by the 

standard distributed system characteristics: messages can be delayed due to the network 

congestions, timeouts can occur, message latency and transitions delays are related to size of the 

messages and the network type. It is also challenging for agent services to service a large number 

of simultaneous requests from a large number of requesters. 
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However it is not always obvious which architecture is more suitable for a particular problem 

domain. 

8.1.2.2 Complexity and Maintenance 
It was realised during CRUMPET/USHER development, that LAS system complexity grows 

substantially as new services and functionality is added. This complexity is in part also due to the 

heterogeneous technologies which need to be integrated within the system, heterogeneous 

knowledge integration and due to miscellaneous hardware compatibility issues. 

One of the possible solutions to this problem is to design a system with an appropriate level of 

abstraction and then to use the abstraction to integrate specific instances. Agent technology is a 

suitable paradigm to this because of its support for rich social communication and its social 

ability which act as an enabler for interoperability. However, this agent approach introduces 

complex message handling mechanisms, which if not carefully optimized can lead to a very 

flexible integration paradigm that performs poorly and can’t be maintained. In CRUMPET and 

USHER, the core agent behaviour defined by the agent middleware API and the services the 

agents offer are specified by service descriptions registered in an agent directory service. The 

advantage of this approach is a clear separation between a particular service functionality 

developed using conventional software techniques and an agent part which integrates this service 

into the agent community. This separation simplifies the overall view of the system and makes it 

more maintainable. 

8.1.3 GIS Issues 
Geographical Information Systems or GIS is a core service to support location-awareness. GIS is 

a complex symbiosis of several advanced technologies. 

8.1.3.1 Spatial Context 
The spatial context of a particular location may be more volatile than others, e.g., the use of 

building and their location changes with time. This issue has been identified earlier in this thesis 

as time decays. Spatial data can be been separated into two main categories: dynamic and static. 

Dynamic data can be associated with the location of some moving entity. Static data is normally 

associated with a spatial context of some fixed point in space and stored in databases. Although, 

it is understandable why dynamic more than static data is affected by decay, static data can also 

loose relevance as time goes by. The decay of static data can deepen on the scale of the map. For 

example, maps representing street level information may get out of date within 2-3 years, 

however, it is debatable if higher level maps, e.g., maps of the world, are any more stable. To 
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address this issue, time decay was introduced an attribute of the spatial data in the USHER 

system. 

Adopting maps to be displayed on PDAs emphasises issues of map generalisation. Generalisation 

is a process of selecting layers of features for rendering map of a particular scale. The limited 

display capabilities of a typical PDA put some further constrains on this process. For CRUMPET 

and USHER, this problem has been addressed by displaying only non-spatial attributes of spatial 

feature related to a particular service request. Although, this approach improves the level of 

human perception for a particular map by omitting non spatial data not related to a particular 

interaction it can also lead to maps that are less informative and less use-case oriented.  

8.1.3.2 Performance 
The user interface part of LAS relies largely on maps being generated based on the static spatial 

data. This process is very CPU and memory intensive. One of the ways to address this problem is 

to pre-generate maps. In CRUMPET and USHER, pre-generated maps are identified and 

retrieved, based on the coordinates of the bounding box. There is a trade off between 

performance and generalization, for example, it is very difficult to pre-generate the map and omit 

non-spatial attributes without sacrificing the level of perception. Creating raster images of the 

map with no non-spatial attributes and rendering them after the service request is known assumes 

that which ever entity displays the message has spatial capabilities. This approach affects the level 

of abstraction and role separation within the multi-agent community and subsequently affects 

leads to usability and maintenance issues. The approach chosen in the CRUMPET and USHER 

projects was to minimise the amount of data displayed by rendering only the point features. This 

approach has its own limitations and is only applicable for use-cases where no routing or 

complex feature rendering is required.  

The other issue affecting performance MAS LAS is the transmission of the spatial data and 

rendered images over the network. The excessive volumes of this data over low bandwidth 

networks, in particular wireless networks, can result in system performance bottlenecks. For this 

reason, the idea of a thick mobile client terminal that includes the presentation logic was avoided. 

The idea of having a thin client with the presentation logic on the server side looks appealing but 

after considering privacy implication this approach was rejected. To resolve this issue, a client 

agent situated on the PDA device was interfaced via a Web interface located on the fixed 

network. This approach minimised the amounts of data transmitted over the wireless link, whilst   

at the same time enabling the privacy protection framework to be put in place on the client side. 
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8.1.3.3 Open Source Issues 
Developing GIS applications using open source software has advantages over commercial 

products with the similar functionality in terms of capital outlay. However, implementation open 

source products introduce other problems. There is often less performance compared to the 

commercial products and there is often a lack of concise detailed documentation for the 

software.  

8.1.4 Privacy 
The privacy issues within LAS have been tackled as follows. A composite approach has been 

used to protect privacy, and the emphasis of privacy management has been shifted towards the 

user.  

8.1.4.1 Composite Approach to Privacy 
A composite approach introduced in this thesis can be viewed as a holistic solution to privacy. It 

is holistic in a sense of the coverage of the wide range of privacy issues within one framework. 

This implies the integration miscellaneous privacy protection techniques along with conventional 

security mechanisms.  

The advantages of the composite approach is the author has found no a single framework that 

addresses all of the privacy issues such as anonymity and user-centred release of personal 

information within one application. Effectively, any information online that is revealed about the 

owner jeopardises the privacy in one way or another regardless of the fact whether the recipient 

of the information is trusted or not. We live in an information age and the information itself is a 

commodity that may be traded off or exchanged for other benefits. The question arises here is 

how to define the boundaries and how much privacy an individual is prepared to give up in 

exchange for some goods. A logical answer is perhaps to leave it to an individual to decide but 

this introduces further complications  

8.1.4.2 User-Orientation 
The USHER privacy framework shifts controls of privacy to the hands of the information owner. 

In contrast to service provider oriented approaches such as W3C P3P framework, the USHER 

privacy approach has a number of advantages. Putting all of the responsibility for protecting the 

privacy into the hands of the information owner has its own complications. In a user controlled 

privacy framework, the issues of human error or human misjudgement can have a greater 

negative impact if not properly addressed. For this reason,  a user evaluation of the privacy 
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framework was carried out  - it shows that the system is relatively easy to understand and 

configure.  

But there is another issue concerned with system usability and human misjudgement. Most of the 

users do not belong to the group of so called “advance users” and quite often cannot understand 

system warnings or the instructions in the software manuals. This issue is especially related to the 

P3P configuration. Initial settings are very loose and most of the users do not change them. 

Knowing this, malicious parties can easily manipulate this fact to their advantage and jeopardise 

the user’s privacy.  

A possible solution to this problem could be the use of initial high privacy settings that will force 

users to get more familiar the application and amend them according to their needs. The problem 

with this approach is where to draw the line between being a useful tool and total frustration that 

can lead users to switch off the privacy protection altogether.  

8.1.5 Comparison of USHER to Related Systems 
It is useful to compare and contrast the work carried out in this thesis with similar work of others 

in the area of location-aware infrastructures for mobile users. There are few efforts which are 

share similar research objectives apart from Gulliver’s Genie and the GUIDE project. 

GUIDE is one of the projects developed by university of Lancaster and it is best known within 

the area of electronic tourist guides. USHER and GUIDE project have certain similarities; they 

both rely on the WLAN technology. However, one positioning technology used in USHER is 

GPS. By using GPS the application can achieve a better support for navigation and additional 

Location-Aware Services. The other difference between those projects is the lack pre-caching 

mechanisms in USHER system. This is not that important as USHER does not transfer much 

multimedia data across the network. Pre-caching can also be used to improve system robustness 

and disaster recovery. The range of supported devices for GUIDE is limited, so far it can only be 

trialled on laptop computers which makes it less attractive for mobile tourists. Although, there 

are plans to add support for the PDA within GUIDE projects, these plans haven’t yet been 

implemented. In contrast, the USHER system has been deployed on both PDA and laptop 

devices, leaving the choice up to the end user. The type of technology used to deliver the overall 

system is also of interest. Whilst, GUIDE relies solely on WWW technologies the USHER 

system builds around the agent paradigm which make the system more flexible and adaptable to 

different changes in context. 
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Gulliver’s Genie is very similar to USHER in scope and objectives. Both are extensions of 

collaborative European research projects. Both projects were evaluated by the actual users. The 

technological implementation of these projects is also similar.  

However, these projects also differ in many important aspects. The most distinctive one is the 

use of different agent architectures. Although, both projects use a multi-agent approach, 

Gulliver’s Genie was deployed using BDI agents whereas USHER relies more on reactive ( and 

proactive) agents rather than deliberative agents. In addition, Gulliver’s Genie uses the mobility 

features of the agent technology. Like the GUIDE project, Gulliver’s Genie uses pre-caching 

but in contrast Gulliver’s Genie uses this technique in a much more flexible and proactive way. 

In regards to the services offered to the users, Gulliver’s Genie deals more with addressing 

navigation and cultural requirements issues. In contrast, USHER adopts a broader and more 

global view of the provided services, concentrating on the broad area of Location-Aware 

Services and privacy. In addition, USHER addresses the issue of multiple heterogeneous 

Ontologies. This issue is especially important for the future developments of interoperable 

multi-domain systems.  

8.2 Limitations and Further Work 

The work presented in this thesis is generally sufficient to show that a multi-agent based system 

approach that leverages agent properties such as autonomy, social interaction, reactivity and 

proactivity is beneficial both in theory and practice. Such a system can be used to deliver actual 

information services for nomadic users in the tourist domain. It was however not a large scale 

industrial implementation that could in its current form be easily maintainable by mainstream 

industrial system developers. 

There are several directions for further work. The future success of this kind of services depends 

on the quality of the components developed within the three key main domains that USHER 

comprises: agents, geospatial services and privacy.  

8.2.1 Agent Infrastructures 
Although agent technology has been shown to be suitable to support Location-Aware Services, 

some privacy issues for users within this environment remain. 

8.2.1.1 Personalisation vs. Personal Privacy 
One of the aims of the USHER privacy framework is to eliminate unsanctioned user profiling 

whilst at the same time enabling personalisation. USHER disassociates the identity of the user 
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from his or her personal information. But sensitive information can be derived via monitoring 

over time. Due to the agents ability to learn and reason this process can be substantially speeded 

up. It would be useful to do more research and to conduct experiments to find out how long and 

what kind of information has to be collected in order for an agent to derive successfully some 

sensitive information. This kind of research can augment the way the privacy framework is 

designed. For example, knowing how long it is safe to keep the same pseudo id can substantially 

reduce the computation overhead within a privacy framework. 

8.2.1.2 Standardization of MAS Development 
Developing MAS software to support LAS and privacy is very challenging. The situation is 

complicated further if there several distributed teams of developers whose software needs to be 

integrated. To achieve greater levels of functionality with less integration effort  more robust 

methodologies with more tool support for deploying MAS are needed.  Similar approaches 

already exist within the OO developer’s community to improve the design reusability and 

maintenance of source code. 

8.2.2 GIS  
The possible improvements to the GIS existing sub-system are mainly concerned with the way 

the spatial information is selected for retrieval and rendering. Selection for retrieval deals with the 

ability of the service to select an appropriate source of spatial information without querying the 

database itself. A meta-data repository to define the contents of the spatial database to entities 

without spatial data handling capabilities would be useful. Rendering is concerned with adapting 

graphical output of the map to the specific needs of the recipient such as disability and culture.  

8.2.2.1 Selecting an Appropriate Spatial Service 
The architecture of the USHER delegates the process of selecting an appropriate spatial service 

to a broker agent. In the present system there is only one spatial geographical server (GSA) and 

one map rendering server (MAPA) per geographical area that handles all the spatial queries and 

rendering. In the real life situation, there will certainly be a limit to how much spatial information 

can be stored and retrieved within the single spatial server entity. In addition, spatial information 

can overlap and the source of information may be out of date. Adding some spatial functionality 

to the broker agent could solve this issue but this affects the partitioning of service functions and 

the level of abstraction of the overall system.  

A possible solution to this problem would be the creation of configurable ontological profiles 

that can be handled by the broker agent. Within these profiles, GIS service providers can be 
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organised into a tree or graph structures and the spatial boundaries of individual services can be 

defined by non-spatial means.  

8.2.2.2 Interoperability of Heterogeneous Spatial Data 
There are many different spatial reference systems in the world today. Each of them effectively 

uses its own mathematical model to represent spatial data. These models are not compatible and 

conversion is needed to transfer data from one reference system to another. The conversion can 

be relatively slow (depends on the amount of data to be converted). In the present system the 

conversion is done on the spatial service side.. However, the system performance can be 

improved if in some cases the conversion can be avoided or minimised. For instance, if there are 

two different spatial services covering the same area and the data is represented using the spatial 

reference system, no conversion is needed. The spatial profile solution mentioned in the previous 

section can help to resolve this issue. A broker agent can match the reference system of the user’s 

location to the reference system of the data within the spatial service. 

The performance of the spatial conversions can also vary. If conversion cannot be avoided, the 

profile can also help broker agent to determine which one of them is the most optimal one from 

a performance point of view. Analysing and optimising conversion speeds could be carried out as 

part of the further work.  

8.2.2.3 Handover Issues 
Each spatial service contains a limited amount of spatial data covering a particular area. In an 

environment where users move frequently, position information from outside of the boundaries 

of the current GIS service may be needed. There is a need to hand-over spatial requests between 

GIS servers. A possible solution is to make a prediction of the user’s next move based on the 

past experiences, to support 'spatial service handovers' and to support map pre-generation. If 

addressed successfully, the robustness, usability and performance of the system can be improved 

dramatically.  

8.2.2.4 Accessibility 
In the present system, the problems of heterogeneous perceptual abilities or perceptual 

preferences have not been addressed. However, these issues can have a noticeable effect on the 

system usability. Perceptual abilities can help support access to the system by the disabled. It can 

be a very challenging task since the usability issues of the small footprint devices is a very 

complicated matter on its own, especially in the area of Location-Aware Services.  
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Perceptual preferences also deal with culture specific associations for colours and shapes of the 

information presented. The challenging part of this kind of research is to define what these 

preferences are. HCI evaluation can be done as part of further work to establish the relations 

between different social, cultural, geographical factors and the way the individuals would like to 

see their information. 

8.2.3 Privacy Framework 
The USHER privacy framework has addressed all important issues of protection of a mobile 

individual privacy within complex heterogeneous distributed environment. However some 

security issues closely related to the USHER privacy framework haven’t been covered. If not 

properly addressed, these issues can reduce the effectiveness of the overall privacy framework.   

8.2.3.1 Secure Communication Link 
One of the main security issues is maintaining a secure link between the client agent and the 

access point agent such as broker. There are two main aspects of this problem: authentication of 

client and broker and information encryption. The most appropriate type of authentication 

appears to be mutual authentication. However, this is very CPU intensive for a typical PDA. This 

is also true for message encryption and decryption at the PDA. Future research can address these 

problems and resolve the trade off between providing a secure communication link and the 

limiter processor power of a PDA 

8.2.3.2 Credentials Revocation 
In order to authenticate individual entities within the system the USHER privacy framework 

binds different types of credentials to an ID within a single token. This approach has certain 

advantages especially then it comes to interoperability of different security infrastructures. 

However, issues of revocation haven’t been addressed. Further work can look at this issue in 

terms of relation between token’s validity and validity of all credentials within it.  

8.2.3.3 Trust and Reputation 
Although trust and reputation have been examined during design of the USHER privacy 

framework, no trust model currently exists within it. The importance of a trust and reputation 

model is related to the fact that the level of trust can determine the initial clearance level of an 

individual service. It can protect the user from service providers who are not trust worthy and 

can also increase the level of the service by favouring service providers with good reputations.  
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C h a p t e r  9  

CONCLUSIONS 

9 Conclusions 

In this thesis the design, implementation and evaluation of agent-based location-aware 

applications for mobile users is presented. A complex symbiosis of cutting edge technologies and 

software techniques is necessary to achieve the desired goal. This involved integrating hardware 

such as GPS positioning devices, small footprint devices, and wireless communications. From a 

software point of view, intelligent agent technology, GIS concepts and privacy protection 

techniques were used to enable these applications. Integrating these components into a single 

demonstrable system is a great challenge and achievement. 

In the future, the tendency to use software infrastructures intended to serve mobile users is likely 

to soar. This is mainly due to the increasing power of handheld devices and advances in 

communication technologies. However, developing services for mobile use is still a very 

challenging task. Indeed, the inherent heterogeneity of technologies and integrated applications, 

the lack standards and the mobility of users makes this environment a minefield for application 

development.  It is quite clear that the existing technologies which have served the computer 

industry well over the years are unlikely to effectively address the new emerging challenges of 

mobile computing.  Multi-Agent Systems have been evaluated as an alternative solution to enable 

applications intended to serve mobile users and have demonstrated a number of advantages over 

conventional approaches. The CRUMPET and USHER projects provide concrete evidence that 

this approach can also be used successfully to deliver Location-Aware Services to mobile users. 

During the course of the research presented in this thesis the possible architectures for agent-

based LAS were investigated. It was realised that levels of complexity within agent-based systems 

can be high and can increase with the addition of new components. This complexity can have a 

significant impact on maintenance and the need to support mentalistic models of non-reactive 

agents can be a significant drain on resources within a resource constrained environment. In 

order to meet the initial set of requirements the decision was made to base the overall system 

architecture on reactive agents. The results of these findings raised serious issues about the way 

the design of the agent-based systems was approached previously.  Although MAS technology 
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has a vast array of unique and useful features and can drastically improve the functionality of the 

software systems, there is a need for a carefully weighted balance between available functionality, 

complexity, and performance.  

It was also realised that the complexity and performance of agent-based systems can be 

significantly reduced by improving the actual functionality of the agent toolkits. The huge amount 

of overheads associated with the development of MAS is associated with the toolkit of choice. 

Improving such toolkits will allow scientists and industry developers to build more scalable, 

robust, and maintainable agent-based systems with a richer set of functionalities. 

 The work presented here has made some contributions to challenges for LAS deployment such 

as dealing with heterogeneous software components and data. The heterogeneity of software 

components and complex data handling in a dynamic environment can be successfully addressed 

by using wrapper agents and ontological approaches.  

Some other findings of the research presented in this thesis concern themselves with issues of the 

usability of the applications intended to serve mobile users. Information overload is very 

common in this environment: this can be overcome by minimising dataflow, more specifically, by 

filtering information according to its relevance.  The use of agents to provide location-awareness, 

coupled with data adaptation to the variable bandwidth of the wireless link and devices with 

limited display capabilities, can reduce the information flow and increase the usability of these 

services. 

Privacy is another issue that was addressed within this work. Without privacy, users are less likely 

to trust and use the system and their full potential may never be achieved. The complexity and 

dynamicity of a location-aware environment requires a composite approach for providing privacy. 

In some cases, anonymisation can provide privacy protection against unsanctioned profiling by 

second parties. However, in other cases, in order to receive a particular service some sharing of 

private information and some disclosure of the user’s identity is often necessary. The USHER 

privacy framework provides effective privacy protection mechanisms by: classifying sensitive 

data, interpreting user preferences for data disclosure and applying policy enforcement and 

authorisation mechanisms to make sure that the data is released to second parties according to 

guidelines specified by the information owner. The privacy framework has a number of 

advantages compared to traditional approaches. Firstly, because of the way preferences and 

policies are written, the system can be applied to any environment and information model 

without changing the system implementation. Secondly, the system puts trust management in the 
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hands of an independent party. This protects the privacy of users and service providers equally in 

a fair, unbiased way. Finally, the privacy framework has the option to interpret different 

credential types based upon the information requests. 

Of course, the privacy framework does not solve the entire privacy problem or guarantee that 

systems and users will not leak sensitive data. Applications must define legitimate information 

requests that accurately reflect the privacy policy of the environment. Preferences must be 

carefully specified to allow the privacy framework to generate the correct preference policy. 

Developers of personalised and context-aware system applications need to consider privacy as a 

primary component of the system. This is an important step towards providing privacy for 

nomadic users within a diverse digital world. 

One of the most important contributions of the work presented in this thesis was to highlight 

practical advantages and implications associated with the application of MAS in the realm of 

mobile services and ubiquitous computing. The huge potential that agent technology holds and 

its theoretical benefit need to be carefully balanced against practical deployment and maintenance 

issues in order to be widely accepted. 
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APPENDIX B: USHER GUI Screenshots 

The main functionality of USHER system can be divided into two groups. The reactive services 

require the user to specify a request for a particular service. Only then based on user specified 

parameters the system will perform a series of actions and deliver the final result. This include the 

map of the area with the points of interests matching the original request (Administrative 

buildings, Restaurants, etc.) The screenshots 1-4 are displayed to the user of the USHER system 

during the interaction with the reactive service. Proactive USHER services do not need a specific 

request from the user. Instead proactive services notify the user then a particular service is 

available. The appropriate match is a combination of the user preferences about a particular type 

of service, the distance between the position of the user’s device and the location of the service, 

and in some cases the relevant time (praying time in the mosque). The screenshots 5-8 

demonstrate user’s interaction with the system during the proactive phase. 

The screenshots illustrating the implementation are as follows: 

 

 

Screen 1 

 

Screen 2 
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Reactive Service Interaction 
 
Screen 1:   Login page where user logs in with user name and password 

Screen 2:   Home page where user navigates to service selection or configures tips.  

Screen 3:   Welcome page with X and Y coordinates of user and service selection 

Screen 4:   Map page with nearest recommendation and select another service option 

 

 

 

Screen 3 

 

 

Screen 4 
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Screen 5 

 

 

Screen 6 

 
 
Proactive Service Interaction 
 

Screen 5:   Religious Service options with Muslim faith selected, and find recommendation option 

Screen 6:   Waiting for event tip 
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Screen 7 

 

Screen 8 

 

Screen 7:   Tip prompt with details of event 

Screen 8:   Proactive tip with details and map prompt. 
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APPENDX C: USHER Evaluation 

The evaluators were randomly selected among the students. The evaluation group were 

individually given the briefing as follows: 

 
• User is given a brief description of the system and the device it is running on. 

• User completes part I questionnaire. 

• Brief demonstration of system for user. 

• Brief instruction on requesting a religious service. 

• The user experiments with the system. 

• On completion the user completes part 2 of the questionnaire. 

• On completion of part 2 the user completes the SUMI questionnaire. 

• Debriefing of user 

QMUL LBS Evaluation Questionnaire Part I 

1a) Please answer a few general questions about yourself 

Gender:      Male       Female 

 

 

 

 

 

 
Gender

71.4%

28.6% 

male
female
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1b) Please answer a few general questions about yourself 

Age:      -19      20-39       40-59       Over 60 

 

 

 

 

 

 

 

2) Do you use computers for obtaining information? 

 Not Used So Far      Use Sometimes      Used Frequently 

 

 

 

 

 

 

 

 

 
Frequency of computer use

0.0% 0.0% 100.0%

not used
used sometimes
use frequently

 
Age of users

0.0%

85.7% 

14.3%

0.0%

-19
20 - 39
40 - 59
60+
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If yes, where do you use these (multiple choices allowed)? 

 Home       Work      Entertainment  

 University      Other Place 

 

 

 

 

 

 

 

3a) How familiar are you with the Internet? 
 

 Not Used So Far      Used Sometimes      Used Frequently 

 

 

 

 

 

 

 

 

 
Location of computer use

33.3% 

16.7%

5.6%33.3% 

11.1%

home 
work
entertain 
other
university

 
Familiarity with Internet 

0.0% 0.0% 100.0%

not used

used
sometimes

used
frequently
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3b) How familiar are you with the WAP services? 

 Not Used So Far       Used Sometimes       Used Frequently 

3c) How familiar are you with the following: 

 

 

 

 

 

 

 

 

How familiar are you with 3G Services? 

 Not Used So Far      Used Sometimes      Used Frequently 

 

 

 

 

 

 

3d) How familiar are you with PDA devices? 

WAP use 

71.4% 

28.6%

0.0%

not used

used
sometimes

used
frequently

3G SERVICES

85.7% 

14.3%
0.0%

not used

used
sometimes

used
frequently
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 Not Used So Far       Used Sometimes       Used Frequently  

 

 

 

 

 

 

 

3e) How familiar are you with the following: 

QMUL LAS - like application 

 Not Used So Far       Used Sometimes      Used Frequently 

 

 

 

 

 

4) How many times per year do you travel abroad? 

  Rarely (May Be Once A Year) 

 Sometimes (2-5 Times A Year) 

 Often (Up To 10 Times a Year) 

Use of m obile tourist service type application

100.0%

0.0%0.0%

not used

used
som etim es

used
frequently

PDA device use 

57.1% 

42.9%

0.0% 

not used

used
sometimes

used
frequently
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 Frequently (More than 10 Times a Year) 

 

 

 

 

 

 

What is the main purpose of your travel? 

 For Work/Business      Personal/Private      Usually Mixed Purposes 

 

 

 

 

 

 

 

5)  What information do you usually obtain before you travel? 

 Hotel, Accommodation      Restaurants      Sights / Attractions / Museums 

 Transportation       Events/Special Exhibitions       Shopping  

 Weather      Religious Places of Worship  Guided Tours 

Most popular reasons for travel

12.5%

62.5%

25.0%

w ork/business

personal/private

m ixed purposes

How many times per year do you travel abroad?

14.3% 

57.1% 

0.0%

28.6%

rarely

sometimes

often

frequently
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 Sporting 

Other: 

__________________________________________________________________________ 

 

 

 

 

 

What Channels do you get it from? 

 Guidebooks       Paper Maps      World-Wide Web 

 Brochures/Leaflets      WAP Services       Info-Centre/Kiosk 

Other: 

__________________________________________________________________________ 

 

 

 

 

 

 

6) What information do you usually obtain once on tour?  

 Hotel, Accommodation       Restaurants       Sights / Attractions / Museums 

Percentage of respondents who usually obtain information before travel

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

hotel&accommodation

transport

weather

sporting

restaurants

events/special exhibitions

religious places of worship

sights/attractions/museums

shopping

guided tours

yes no

 
Most popular channels for obtaining information before travel 

46.7%
20.0%

0.0%0.0%13.3%

20.0%

www

brochures

guidebooks

info-kiosks

WAP

paper maps
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 Transportation       Events/Special Exhibitions      Shopping  

 Weather       Religious Places of Worship        Guided Tours 

 Sporting          Other:  

 

 

 

 

 

 

What Channels do you get it from? 

 Guidebooks      Paper Maps       World-Wide Web 

 Brochures/Leaflets      WAP Services      Info-Centre/Kiosk 

Other: 

__________________________________________________________________________ 

 

 

 

 

 

 

7)      What information do you find hard to obtain on tour, and how would you like to get it? 

 
Most popular sources for obtaining information during journey 

31.3% 

12.5% 

25.0%

0.0%12.5% 

18.8%

www

brochures

guidebooks

info-kiosks 

WAP 

paper maps 

Percentage of respondents who usually obtain information once on tour

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

hotel&accommodation

transport

weather

sporting

restaurants

events/special exhibitions

religious places of worship

sights/attractions/museums

shopping

guided tours

yes no
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___________________________________________________________________________

___________________________________________________________________________

_______________________ 

8)      What kind of support would you like to get, when using a mobile handheld computer on 

tour? 

______________________ 

9)      In general, how important are the following aspects of a city?  

Ratings Scale:           1 = Very Important          2 = Important           3 = Less Important       4 = 

Unimportant 

  Gastronomy       Modern Architecture       Historical Architecture 

  History / Politics       Historic Characters       Art / Sculpture /Culture 

  Environment and Countryside       Economic Importance       Research and University 

Life 

 Transportation       People/popular culture       Entertainment 

  Sporting And Lifestyle       Shopping/street markets       Religious Places of Worship 

 Others: 

___________________________________________________________________________ 

 

 

 

 

 

 

importance of aspects of a travel destination

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

gastronomy

history/politics

environment and countryside

transportation

sporting and lifestyle

modern architecture

historic characters

economic importance

people/popular culture

shopping/street markets

historical architecture

art,culture,sculpture

research and university life

entertainment

very important important rather important not important
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Having completed the Part I evaluation of the QMUL LBS questionnaire, the summary profile of 

our user evaluation group is clear. They are predominantly male, aged 20-39, frequent computer 

users with a reasonable knowledge of the Internet. They tend to focus their activity either from 

home or university. Few have tried to use WAP services, but a surprising number have tried a 

PDA before and are quite positive about these mobile devices. None have previously used a 

mobile tourist information service but the most popular channel for obtaining travel information 

in advance of a trip is the web, Once the trip has commenced, a shift away from the web to info 

kiosks is clearly indicated. Restaurants, sights, accommodation, transport, weather and shopping 

seem to be the most popular search areas for data both before and after the trip commences.  

In part II of the QMUL LBS questionnaire efficiency, effectiveness and achievement of usability 

goals are tested: 
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QMUL LAS Evaluation Questionnaire part II 

1)     Did you like the QMUL LBS system? 

 Very Much       Rather           

 Not Really       Not At All 

2)     What did you especially enjoy or like in using the QMUL LBS system? 

 Gui       Performance      Style Of Product   

 Usability      Information Content     Other 

3)      What did you not especially enjoy or like in using the QMUL LAS system? 

 Gui       Performance       Style Of Product      

 Usability      Information Content     Other 

 

 

 

 

 

 

 

Likes/Dislikes 
 
Overall, users seem to like the evaluation release application and offered a clear expression of 

support for the usability of the system and the style of the application. However there was a clear 

dislike of the performance of the system, which in lab tests, users expected to be stable, and the 

Like / Dislike in QMUL LBS

14.3%

28.6%

42.9%

0.0%

42.9%

14.3%

14.3%

42.9%

28.6%

28.6%

0.0%

0.0%

0.0% 5.0% 10.0% 15.0% 20.0% 25.0% 30.0% 35.0% 40.0% 45.0%

like GUI

dislike GUI

like usability

dislike usability

like style of product

dislike style of product

like performance

dislike performance

like content

dislike content

like other user benefit

dislike other user benefit
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GUI was clearly disliked more than liked. Other criteria such as content and other features were 

pretty evenly decided.  

4) Did you find the information supplied by the QMUL LAS system useful? 

 Very Much       Rather              

 Not Really       Not At All 

5) Please rate the features of a mobile tourism support system (enter a value) 

Ratings Scale:        1 = Very Important     2 = Important   3 = Less Important 4 = Unimportant 

 Recommendation of Sites and Attractions 

 Recommendation of Places to Eat 

 Recommendation of Events (e.g. Show, Cinema, Party) 

 Site Seeing Tour 

 Recommendations in a Pro-Active Mode 

 Maps In General  

 Map with Current Location 

 Maps to Browse for Information 

 Maps, Highlighted Sites 

 Maps, Highlighted Tour 

 Brief Information  

 Detailed Information  

 Pictures of Places 



 

 178

 Weather 

 News  

 Transportation 

 

 

 

 

 

 

 

 

6)      Was there any functionality you thought was missing from the QMUL LAS System? 

 No      Yes    If Yes, Please Specify 

Interpretation of features evaluation: In the desirable features rankings there were clear 

preferences for the quality maps with display expansion features, as indicated in the missing 

functionality question 6. Also important were proactive interaction, recommendations, Location-

Aware Services and quality information tailored to the required level of the user. 

 
Adding value and expression of willingness to pay 
 
7)       Compared to information you have obtained so far when travelling, would a QMUL LAS system  

add sufficient value to be of interest to you? 

 No      Yes    If Yes, Please Specify 

Ranking of features of a mobile tourism support system

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

recomended sites
recommended places to eat

recommended events
siteseeing tour

recommendations in a pro-active mode
maps in general

map of current location
map to browse information

maps with sites
maps with tours

brief info
detailed info

pictures
weather

news
transport

very important important less important unimportant



 

 179

8)      Compared to the channels you have used to obtain information so far when travelling,  

would a QMUL LAS system be a channel of delivery which you would prefer? 

 

 No       Yes   If Yes, Please Specify 

 

 

 

 

9)      Would You Be Willing To Pay For A QMUL Tourism Service?  (See next page) 

 No    Yes 

10) Do You Have Any Other Comments On The QMUL System? 

_____________________________________________________________________ 

The findings of two key questions in the system evaluation are that from the usability perspective, 

fewer users considered that the application added value for them than were willing to pay for the 

service. This suggests the service is on face value appealing and that there is potential for it, but 

the important aspects of service stability and performance, quality Location-Aware Services, an 

interactive yet simple (and not overly busy GUI) in a format users can easily understand are areas 

that may add the perception of value and the utility that this application can offer to prospective 

users. 

 

 

Willing to pay

43%

57%

no

yes

Adds Value

57%

43%

no yes


